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Abstract

The Internet of Things (IoT) is the next technological leap that” will introduce significant
improvements to various aspects of the human environment, such as health, commerce,
and transport. However, despite the fact that it may bring beneficial economic and social
changes, the security and the privacy protection of objectssand users remain a crucial chal-
lenge that has to be addressed. Specifically, now the security measures have to monitor and
control the actions both of users and objects. Howeverjthesinterconnected and independent
nature of objects, as well as their constrained capabilities regarding the computing resources
make impossible the applicability of the convemtionalysecurity mechanisms. Moreover, the
heterogeneity of various technologies which the IoT combines increases the complexity of the
security processes, since each technology is\characterized by different vulnerabilities. Fur-
thermore, the tremendous amounts of datawwhich is generated by the multiple interactions
between the users and objects or among the objects make harder their management and
the functionality of the access control systems. In this context, this paper intends to pro-
vide a comprehensive security analysis,of the IoT, by examining and assessing the potential
threats and countermeasures.y More detailed, after studying and determining the security
requirements in the context of the IoT, we implement a qualitative and quantitative risk
analysis, investigating the security threats per layer. Subsequently, based on this process we
identify the suitable’countermeasures and their limitations, paying special attention to the
IoT protocols. Finally, we provide research directions for future work.
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1. Introduction

The IoT represents a technologically optimistic future, where the objects will be able
to utilize the Internet and make intelligent collaborations with each other anywhere and
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anytime. In particular, the IoT combines a wide range of technologies, such as sensors,
actuators, Internet, cloud computing as well as many communication infrastructures. While
the term of IoT was coined in 1999 by Ashton [1], the idea of this technology was envisioned
many years ago. In more detail, Nikola Tesla in his interview in the Colliers magazine, in
1926, said that: “When wireless is perfectly applied the whole earth will be converted into a
huge brain, which in fact it is, all things being particles of a real and rhythmic whole and the
instruments through which we shall be able to do this will be amazingly simple“compared
with our present telephone. A man will have the ability to carry one in his{vest pocket”
(2, 3]. In 1950, the British scientist Alan Turing quoted that: “It can also bednaintained that
it is best to provide the machine with the best sense organs that money<can‘buy, and then
teach it to understand and speak English. This process could follow the normal teaching of
a child” [4, 5].

Today, this kind of technology is found in many application fields sueh as, energy indus-
try, health and transportations [3]. According to Gartner, over than 28 billion IoT devices
will have the ability to connect to the Internet by 2020 [6], It.issestimated that the number
of the human world community will approach 7.8 billion by'2020;therefore, as a result, each
human will possess on average three devices which will'be able to connect to the Internet.
[7]. There are many standardization organizations both. from academia and industry which
have defined the IoT term. In this paper, we suggest the definition of the International
Telecommunication Union (ITU-T Y.4000/Y.2060.(067/2012)): “A global infrastructure for
the information society, enabling advanced(services by interconnecting (physical and vir-
tual) things based on existing and evolving} interoperable information and communication
technologies”.

Nevertheless, as in any communigation metwork, the IoT is exposed to various kinds of
vulnerabilities and security threats. In particular, security is a critical challenge for the IoT
development, as it constitutes’an extended version of the conventional unsecured Internet
model and combines multiple technologies such as Wireless Sensor Networks (WSNs), optics
networks, mobile broadband, and"2G /3G communication networks. Each of the aforemen-
tioned technologies is pfone to-various security risks. Moreover, the objects in the IoT have
the ability to interactywith their environment automatically and autonomously, without
any control of external, factor and for this reason, various security and privacy issues can
be caused. Finally,sthé multiple interconnections either between the users and objects or
among objects generate tremendous amounts of data that are difficult to manage.

For the reasens above, many studies have examined the security issues in the [oT. Some
of them determine the security requirements and challenges that the IoT generates [8—11].
Othersstudies identify the possible threats, vulnerabilities and countermeasures [12-14].
Furthermore, many papers examine the security issues of the IoT protocols [15-19], while
others focus on specific security mechanisms and processes that can mitigate the possible
cyberattacks [20-23]. Some of these cases are described briefly in the next section. Although
these works provide significant and useful efforts, the ongoing evolution of the cyberattacks
requires the simultaneous study of sufficient solutions, thereby making comprehensive survey
papers necessary and valuable.

In this paper, we aim at providing a comprehensive analysis of the [oT. After determining
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the security requirements and the challenges that the IoT generates, we focus our attention
on the potential threats and the corresponding countermeasures. In particular, we introduce
a risk assessment model, through which we evaluate qualitatively and quantitatively each
possible threat per layer basis. Subsequently, utilizing this risk analysis, we examine and
identify the appropriate countermeasures by paying special attention to the security mech-
anisms and vulnerabilities of the communication protocols. Finally, based on this analysis,
we distinguish the research gaps in this field and provide directions for future work.

More specifically, the rest of this paper is organized as follows: Section 2 presents the mo-
tivation and contribution of this work. Section 3 provides an overview of the ToT technology.
Section 4 and Section 5 determine the security requirements and challenges respectively. Sec-
tion 6 analyzes and evaluates qualitatively and quantitatively the paossible security threats
per layer. Section 7 identifies and examines suitable countermeasures.Seetion 8 discusses
the findings of our analysis and introduces directions for futuré work.)-Finally, Section 9
gives the concluding remarks of this paper.

2. Motivation and Contribution

Several research efforts have examined the security.issues in the IoT, by analyzing the
security challenges, threats and countermeasures. . Some of them are listed in [8-11, 11—
14, 24]. More concretely in [8-11, 24|, the authors amalyze the security requirements and
identify the possible challenges. Accordingly in\[11-14], the authors examine the potential
security threats and the corresponding countermeasures. Other works follow a more precise
approach, by investigating the security issties,of the communication protocols [15-19]. In [15]
J. Granjal et al. provide a comprehensive seeurity analysis of several IoT protocols. In more
detail, they examined the security issues of IEEE 802.15.4, IPv6 over Low-Power Wireless
Personal Area Networks (6LoWPAN); IPv6 Routing Protocol for Low-Power and Lossy
Networks (RPL), Datagram Transport Layer Security (DTLS) and Constrained Application
Protocol (CoAP). In [16)/K.T Nguyen et al. discuss the security attributes of various key
protocols. In [17] the authors, investigate the security attributes of Bluetooth Low Energy
(BLE), ZigBee, LoRaWAN and Z-Wave. As in the previous case, in [18] D. Celebucki et al.
focus their attentionyon the wireless protocols and identify possible exploits for ZigBee, Z-
Wave and BLE/Furthermore, other works [20-23] focus on specific security applications, such
as authentication, access control and Intrusion Detection and Prevention Systems (IDPS).
For instance, {25 L.Chen et al. studied methods for enhancing the privacy protection
and robustness of location-based systems in the IoT. [20, 23] provide instances about the
authentication and access control systems in the IoT. Regarding the IDPS systems, in [21]
the authors introduce a comprehensive survey. Finally, M. Ammar et al. in [22] provide a
detailed security analysis of 8 IoT frameworks.

Undoubtedly, the aforementioned papers constitute significant and useful efforts concern-
ing the security of the IoT, by providing valuable information and taxonomies. Specifically,
a great work took place regarding the analysis of the threats, countermeasures as well as
security issues of the IoT protocols. However, the articles dealing with the various security
threats do not take into account the risk level, thus making it impossible to properly de-
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termine the appropriate countermeasures. Moreover, most of the papers that examine the
security issues of the IoT protocols do not analyze their security features in detail, thus
making it impossible to identify possible vulnerabilities, limitations and corresponding so-
lutions. Only the [15] exhaustively investigates the security issues of various IoT protocols
and determines the relevant security gaps. Nevertheless, this article is limited only to the
IEEE 802.15.4 protocol without taking into consideration other wireless protocols at the
Physical (PHY) and Medium Access Control (MAC) layers.

In this paper, we aim at covering the aforementioned deficiencies, by conddcting a com-
prehensive security analysis of the IoT. In particular, at first, we determine the security
requirements and identify the challenges that may affect the applicability and the imple-
mentation process of conventional security mechanisms. Then we define a‘risk assessment
model which calculates qualitatively and quantitatively the risk level ofspeotential threats.
More specifically, this model rates each threat as (1) Low, (2)/Medium and (3) High by
taking into account the impact and probability of each invasion, as well as the existence
of corresponding countermeasures. Each of the previous valuessis specified through precise
limits. Subsequently, based on this model, we carry out an exhaustive analysis and eval-
uation of each possible threat in the IoT. Next, we investigate potential countermeasures,
paying special attention to the security mechanisms of the ToT protocols. Concretely, we
analyze in detail the security issues of IEEE 802.15.4, ZigBee, Z-Wave, BLE, LoRaWAN,
RPL, Transport Layer Security (TLS), DTLS and,CoAP. Finally, based on this analysis, we
identify security gaps, vulnerabilities and limitations and provide directions for future work.
The contribution of this paper is summarizedin the following sentences:

e Comprehensive risk assessment and amalysis of security threats in the IoT.

e Determination of appropriate,countermeasures.

Comprehensive analysis of the security issues of many IoT protocols (IEEE 802.15.4,
ZigBee, Z-Wave, BLEy, WAN, RPL, TLS, DTLS and CoAP).

Determination of,security gaps, vulnerabilities and limitations of the aforementioned
[oT protocals.

Providing directions for future research work.

3. IoT Overview

In\thisjsection, we aim at providing a brief overview of the IoT technology, by presenting
its entities and the potential communication architectures. To analyze the security threats
and identify the corresponding countermeasures, we adopt a four-layer architecture which
consists of (1) perception layer, (2) communication layer, (3) support layer and (4) business
layer.



3.1. IoT Devices

As mentioned before, the IoT can encompass many communication networks in which
the devices can interact with each other via the Internet. These devices are usually called
as "things” or "entities” and as illustrated in Fig. 1, they possess specific properties which
are analyzed further below [26].

loT Device

Identification Sensing Communication Computation Services Semantics

&= f& é@%@ ':230

Figure 1: The properties of the IoT devices [26].

e Identification: Each IoT device needs to possess an_identity, such as an Internet
Protocol version 6 (IPv6) address in order to commiunicate/with other objects [26].

e Sensing: The sensing methods are employed torobtain/information from the physical
environment [26].

e Communication: Communication refers tosthe interconnection methods which are
utilized in order to communicate the @bjects with the users or with other objects [26].

e Computation: The computation methods are used to process the information which
is obtained from the objects [26].

e Services: Services refer to the functions which are provided by the objects to the users

in accordance with thednformation which they receive from the physical environment
[26].

e Semantics: Semantics implies that the objects in the IoT have the ability to take the
right informationfrom an environment and provide this information as services at the
appropriaté time [26].

Examples of these devices, are Arduino [27, 28], Beagle Board [28, 29], Rasberry Pi
[28, 30], CubieBoard [28, 31|, and Radio Frequency Identification (RFID) tags [32]. These
development boards include microcontrollers (MCUs), which contain a processor, a Read
Only'Memory (ROM), a Random Access Memory (RAM) and a number of both digital
and analog general purpose input/output pins. Furthermore, these devices usually include
various sensors, which are frequently hardwired in the MCU for local processing, responsive
actuation, and relay to other systems. Examples of these sensors are temperature sensors,
accelerometers, air quality sensors, potentiometers, proximity sensors, moisture sensors, and
vibration sensors. Finally, they require a Real-Time Operating System (RTOS) for the
information processing, memory management as well as utility services supporting messages
and other communications. The selection of each RTOS is based on needed performance,
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security and functional requirements of the product. Some popular IoT operating systems
are TinyOS [33, 34|, Contiki [34-36], Mantis [34, 37], FreeRTOS [34, 38|, BrilloOS [34, 39|
and ARM’s mbedOS [34, 39].
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Figure 2: IoT Comm i rchitecture and Protocols.

e loT
echnology (IT) networks, the IoT is divided into com-
dard architecture has not been specified yet [26]. Many
their own models, including three, four or five layers [26].
e adopt and analyze the security issues of the IoT in a four-layer
s of: (1) Perception Layer, (2) Communication Layer, (3) Sup-
port Layer a ness Layer. The perception layer includes the IoT devices that, as
mentioned b@@ prise technological elements such as sensors and actuators in order to
sense th ¥ nvironment. The communication layer undertakes the reliable transmis-
sion of information among the other layers [8]. We consider that the communication layer

cons% sublayers: (1) PHY, (2) MAC, (3) transport (4) network, (5) transport, (6)
on/an

3.2. Communication Architecture

research efforts have
As illustrated in Fig’
architecture which ¢

sessi (7) application. The support layer enhances the operation of the other layers,
providing storage and computing services. The main technologies of this layer are the cloud
and fog/edge computing. Finally, the business layer includes the software applications which
are developed based on the user needs and the industry specifications.



4. Security Requirements in the IoT

Before evaluating the possible security threats in the IoT paradigm, firstly we should
determine the corresponding security requirements. Many studies have investigated and
determined the security requirements for ToT [13, 16, 40]. Based on them, we define the
following security principles.

e Confidentiality: This term covers two related concepts. First, it signifie$ithat unau-
thorized services must not access private information. Secondly, it assures the protec-
tion of privacy and proprietary information.

e Integrity: Integrity means that information and the IoT devigesycannet be modified
or utilized, by unauthorized users and objects.

e Availability: Availability implies that the computing Tesources and information
should be available when they are needed by a service...This means that the IoT
devices which are utilized to sense the physical envirgnment, the computing systems
that are used to store and process the information and the communication channels
must operate properly.

e Authenticity: Authenticity assures that the information and transactions are gen-
uine. In more detail, this principle must validate that the parties that participate in
a transaction must be the ones whom they'claim to be.

5. Security Challenges in the 10T

The security in [oT is characterized by high priority research interest since it is an
evolution of the traditional,<ungecuréd Internet model where the communications in the
digital world meet the physicalibwerld. In particular, the security mechanisms in the IoT
have to address the traditional networking attacks and at the same time, they have to offer
secure communications for both type of interactions: human-to-machine and machine-to-
machine. In order to fulfill the aforementioned security requirements and specify appropriate
countermeasures, the following challenges have to be addressed.

e Interoperability: The development and the use of security mechanisms in the IoT
should naot largely limit the functional capabilities of the IoT devices.

e Resource constraints: The devices in the IoT are characterized by constrained
résources in memory and computation; therefore, they may not support the expensive
operations of the conventional security measures, such as the asymmetric encryption.

e Resilience to physical attacks and natural disasters: The IoT devices are typi-
cally small with limited or no physical protection. For instance, a mobile or a sensor
device could be stolen, and the fixed devices could be moved or destroyed by natural
disasters.



e Autonomic control: The traditional information systems require the users to con-
figure them. However, the IoT devices have to establish their settings autonomously.

e Information volume: Many [oT applications such as the smart grid and smart city
process a huge volume of sensitive and personal information, which is a potential target
of an ever-increasing number of security threats.

e Privacy protection: Typically, the [oT devices include sensitive data which must be
secured and not be identifiable, traceable and linkable.

e Scalability: The [oT networks usually involve an enormous number'of objects. There-
fore, the security and privacy protection mechanisms should be.able to scale.

6. Security Threats in the IoT

The multiple interconnections and the heterogeneity of devices and technologies in the
[oT generate possible cyber-physical security vulnerabilities that/can be exploited by vari-
ous cyberattackers. On the one side, sophisticated kinds of ¢yberattacks, such as zero-day
attacks have been largely evolved having the capability to-cause disastrous consequences
in the human ecosystem. For instance, in December 2015 a Ukraine power grid was at-
tacked, and electricity knocked out for 225.000vpeopley41]. Furthermore, on the other side,
the hacking toolkits have been largely automated so even a novice can execute destructive
cyberattacks. This section aims at analyzing and evaluating the potential cyber-physical at-
tacks for each layer of the aforementionedsleT stack. The next subsections firstly introduce
our risk assessment model and subsequently examine and evaluate each possible threat per
layer.

Table 1: Probability ofdT'hreat, Table 2: Impact of Threat.
No Value Rate No Value Rate
1 Rare 2.5 1 Unimportant 2
2 Unlikely 3.5 2 Minor 3
3 Moderate 4.5 3 Moderate 4
4 Possible 6.5 4 Significant 5
) Very/ Possible 7.5 ) Destructive 6
6 | Almost Certain 7.5 6 Doomsday 7

. Table 4: Risk Level.
Table 3: Rating of Countermeasures.

No Value Rate No | Value Rate
1 Th ilabl t 5 L Low =1
ere are aval a‘ e countermeasures 5 Medium | > 1 AND < 2
There are not available countermeasures 0 -
3 High > 2




6.1. Risk Assessment Model

To examine and evaluate the possible threats, firstly we have to introduce and explain
our risk assessment model. This process identifies the risk level of each threat based on the
Equation 1. The Probability variable identifies the probability of the specific threat being
achieved, while the I'mpact variable determines how destructive can be this threat. Finally,
the Countermeasures variable denotes whether there are possible security solutions or not.
The Tables 1-4 define the possible values for each of these variables.

(Probability x Impact) — CountermeaSures (1)

sk Level =
Ris eve E

6.2. Security Threats at the Perception Layer

For the IoT networks, the purpose of physical security is te.pretect the loT devices that
manage the information of the physical environment. In_ particular, the physical security
includes two complementary requirements. Initially, it must prevent the damages in the
physical infrastructure and secondly, it must prevent; misuse of the physical infrastructure
that can lead to the abuse or damage of the sensitive information. The main threats that
dominate at the perception layer are listed below.“Based on the previous risk assessment
model, Table 5 and Fig. 3 provide a qualitative and quantitative evaluation of these threats
respectively.

e Natural disasters and environmental threats: The natural disasters such as tor-
nadoes, hurricanes, earthquakes, ice.storms, lightning, and floods could destroy the
physical infrastructures of the ToT networks. Also, environmental threats like inap-
propriate values of temperature and humidity, water accidents (e.g., electrical short
circuit), fires, chemicaldccidents and infestations from living organisms (e.g., insects,
rodents) could causesignificant damages in the IoT networks. Consequently, this kind
of threat results in the destruction of services, making impossible their availability.
The impact of these threats can be characterized as "Doomsday”; nevertheless, their
probability is””Rare”, because such phenomena are very seldom and there are existent
security mechanisms that can detect and mitigate them. Therefore the risk level of
these threats is” Low”.

e Human-caused physical threats: Human-caused physical threats are more chal-
lenging to0 address in comparison with the mentioned natural disasters and environ-
mental threats, since they are specially designed to overcome protection measures and
at the same time they target on the most vulnerable point of the physical infrastruc-
ture. Eavesdropping, vandalisms, device tampering, and misuse fall into this category.
This kind of threats can affect all the aforementioned security requirements. Their
impact can be considered as "Doomsday”; however they are ”Unlikely” to happen
because as in the previous case there are appropriate security measures. Hence, the
level of this attacks is rated as "Medium”.



Table 5: Qualitative Evaluation of Security Threats at the Perception Layer.

Security Threat Probability Impact Countermeasures Risk level
Nat'ural disasters and Rare Doomsday v Low
environmental threats

Human-caused Unlikely Doomsday v Medium

physical threats

14—

- Natural Disasters and Environmental Threats
- Human-caused Physical Threats

12—

0.8

Risk Level

04—

02

1 1 1 1
Security Threats at the Perception Layer

Figure 3: Quantitative Evaluation of Security Threats at the Perception Layer.

6.3. Security Threats at the Communication Layer

Both académia and industry had anticipated the security issues in the IoT and on this
ground, itsintegrated appropriate authentication and encryption mechanisms in the IoT
protocols. However, despite the existence of these mechanisms, the addressing of the network
attacks isistill an important security challenge [42]. Subsequently, we examine the most
significant, of these attacks. Moreover as in the previous case, based on the previous risk
assessment model, Table 6 and Fig. 9 present a qualitative and quantitative analysis of these
threats respectively.

e Jamming attacks: A jamming attack hinders the nodes to communicate with each
other occupying the communication channel. More specifically, this kind of attack
can be divided into four categories: constant jamming, deceptive jamming, random
jamming, and reactive jamming [43, 44]. In general, the MAC protocol permits the
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authorized nodes to transmit packets only if the corresponding communication channel
is not used. However, in the case of the constant jamming attack, the attacker seeks to
continuously utilize the communication channel by emitting a radio signal. Therefore
the legitimate nodes cannot utilize the channel. On the other hand, in the deceptive
jamming attack, the attacker continually sends packets to the communication channel
without any pause. Hence, during the attack, a legitimate node is compelled to remain
in receiving mode because it believes that there are remaining packets to receive. The
random jamming model pursues to take into consideration the energy «conservation.
Specifically, the attacker possesses the ability to operate either in non-agtive state or
in jamming state. The operation of the jamming state is based on.éne of the previous
two models. In contrast with the previous models, the reactive jamming model utilizes
an alternative strategy, in which it operates in a quiet mode when the-communication
channels are not used. However, when it realizes that there isha network activity
in a specific communication channel, then it starts immediately to transmit a radio
signal. A significant advantage of this model is that, it.issmore challenging to detect.
This kind of attacks targets the availability of the information and services. Their
impact is ”Significant” since they can destroy the TeT devices and be the first step for
other attacks. They are considered as ”Very Possible” because most of the existent
countermeasures cannot fully prevent them. Gonsequently, the risk level is "High”.

Selective forwarding attacks: In selective ferwarding attacks, the malicious nodes
decline to transmit some packets, in order te destroy the routing paths of the network
[42, 45]. Fig. 4 illustrates an instamee of these attacks, in which node Z arbitrarily
drops the packets coming from the nodes A and D. There are various kinds of these
attacks. A typical case is the blackhole attack, in which the malicious node rejects
each packet and does not*forward any of them [46]. Another type is the Neglect and
Greed attack, in which,the attacker drops some packets or segments of them [47].
These attacks aim atidestroying the availability of the information and services. Their
impact and probabilitysare ”Significant” and ”Possible” respectively. However, there
are effective security mechanisms, such as IDPS systems that can detect and prevent
this type of threats, Therefore, the risk level of these attacks is ” Medium”.

Sinkhole attacks: In sinkhole attacks, the purpose of the malicious nodes is to direct
the network traffic to a specific node. Usually, they advertise a particular route of the
network and attracts the other nodes to utilize this route [42, 46, 48]. Fig. 5 presents
a sinkhole attack, in which node E advertises itself. Nodes A, B, K, and Z are affected
by'the offensive and transmit the network traffic to node E. This kind of attack may
not be able to cause significant damages to the network functionality, but it may be
destructive when combined with other attacks [42]. As in the previous case, also the
target of these attacks is the availability of systems. Their impact is ”Significant”,
while their probability can be considered as ”Possible”. Nevertheless, IDPS systems
are able to detect and prevent these attacks, hence the risk level is characterized as
"Medium”.
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Figure 6: Wormhole Attack.

e Wormhole attacks: In wormhole attacks, the maliciousrhodes create a direct com-
munication link which is utilized to forward thenetwork traffic data ignoring the inter-
mediate nodes [49]. This communication link is named wormhole and is characterized
by exceptional network metrics such as high throughput. Usually, two collaborating
nodes are needed to establish a wormhole; Ttuis worth mentioning that such a connec-
tion could be utilized for specific significant reasons without malicious purposes [42].
However, when it is combined with other network attacks, such as a sinkhole attack
or a sybil attack, then it constitutes a'severe threat. Fig. 6 illustrates this state, in
which nodes H and Z are conmeeted through a wormhole link. The Wormhole attacks
target the availability of services.) Their impact is ”Significant”, while the probability
to occur is "Possible”. IDPS systems, as well as visualization mechanisms, can detect
this kind of threats. Consequently, the risk level of these attacks is ”Medium”.

e Sybil attacks: Imthe sybil attack, the malicious nodes forge or create multiple iden-
tities in order toymislead other nodes [50, 51]. The purpose of the attacker, in this
case, is to take under control different areas of the network, without using any physical
node. In“more, detail, this attack can be classified into three types: SA-1, SA-2, and
SA-3 [50]. A general model of the sybil attack is presented in Fig. 7, where nodes X, Y,
and’Z forge-the identities of various nodes. Specifically, node K copies the identities of
nodes A and D; similarly, node B utilizes the identities of nodes C and E; and finally,
node 7 forges the identities of nodes E and G. The target of these attacks is the au-
thenticity and availability of the systems and services. Their impact can be considered
as ”Significant”, while their probability to happen is ”Possible”. As in the previous
cases, IDPS systems can address these attacks. Thus, the risk level is ” Medium”.

e HELLO flood attacks: Typically, a node utilizes HELLO messages to join a net-
work; however, a malicious node can employ the specific messages in order to mislead
other nodes aiming to identify it as a neighbor. In RPL networks, the DODAG Infor-
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mation Object (DIO) messages can be utilized with strongTouting metrics in order to
start such an attack [42]. Fig. 8 represents the(first stage of a HELLO flood attack,
where node D transmits HELLO messages to the other nodes in the network. It is
worth mentioning, that this attack can endure for a limited time in the RPL networks,
since the RPL protocol includes defense méehanisms that are able to hinder this kind
of attacks. These attack target mainly on the authenticity of the systems and sec-
ondly the availability of the information and services. Their impact and probability is
"Moderate” and ”Possible” respectively: However, the communication protocols, such
as RPL can address them effieiently. Therefore, their risk level is "Medium”.

Conventional IT User

E =
»

Figure 8: HELLO Flood Attack.

e Traffic analysis attacks: Traffic analysis is the procedure of capturing and analyzing
network packets in order to gather significant data, such as network flows or the
payload of decrypted packets. There are many traffic analysis software packages, such
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as Wireshark [52-54], Tepdump [52, 55], Kismet [56] and Scapy [57]. More specifically,
this kind of software is divided into two components: a sniffer and a protocol analyzer.
The sniffer captures a copy of the transmitted network packets, while the protocol
analyzer undertakes to decode and analyze these packets. The target of these attacks
is the confidentiality of information. They are ” Very Possibly” to happen, while their
impact can be considered as ”Moderate”. Encryption mechanisms can prevent the
consequences of such kind of attacks. Consequently, their risk level is "Medium”.

e Man-in-the-middle (MiTM) attacks: This kind of attack is defined as apform of
eavesdropping in which the intruder can illegally monitor the communieation messages
that are exchanged between two parties. Examples of these attacks are Neéighbor Dis-
covery Protocol (ND or NDP) poisoning [58, 59], Address Reselution Protocol (ARP)
poisoning [60, 61], replay attacks [62, 63], session hijacking [64,65]and malicious proxy
servers [66, 67]. These attacks threaten at the same time(the confidentiality and au-
thenticity of the systems. They are ”Very Possibly” (to oceur while their impact is
”Significant”. Encryption mechanisms and IDPS systems ¢an prevent these attacks.
Their risk level is " High”.

Table 6: Qualitative Evaluation of Security Threats at the Communication Layer.

Security Threat Probability Impact Countermeasures Risk level
Jamming Attacks Very Possible | Significant v High
Selective Forwarding Possible Significant v Medium

attacks
Sinkhole Attacks Passible Significant v Medium
Wormhole Attacks Possible Significant v Medium
Sybil Attacks Possible Significant v Medium
Hello Flood Attacks Peossible Moderate v Medium
Traffic Analysis Attacks | Very Possible | Moderate v Medium
MiTM Attacks Very Possible | Significant v High

6.4. Security Threats at the Support Layer

As méntioned above, the key technologies of the support layer are the cloud [68, 69] and
fog computing/[70, 71]. However, the use of them raises a number of security issues, particu-
larly insthe area of database security. The main security threats in this layer are listed below.
Furthermore, Table 7 evaluates these threats qualitatively, while Fig. 10 quantitatively.

e Unauthorized access: The unauthorized access refers to stealing the credentials of
legitimate accounts or illegally utilizing the resources of an organization. Therefore,
the unauthorized users have the ability to access significant information and compro-
mise the security requirements that we discussed before. Usually, the target of these
attacks is the confidentiality and authenticity. Their probability is ”Possible” while
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Figure 9: Quantitative Evaluation of Security Threats at the Communication Layer.

their impact is considered as ”Significant”. Effective authentication and access control
mechanisms can prevent thesesattacks. Hence, their risk level is ” Medium”.

Malicious insiders: Erom the/ nature of the cloud and fog/edge computing, the
users are obliged to grant-/an unusual level of trust onto the cloud provider. Hence, a
significant risk is thé,actions of the malicious insiders [72, 73]. This attack can affect
all the security requirements. Their probability is ”Possible” while their impact is
considered as,”Destructive”. The potential security solutions maybe cannot prevent
these attacks. Hence the risk level is ”High”.

Insecure software services: The cloud computing technology provides services such
as, wéb applications, operating systems, Application Programming Interface (API) and
virtual machines creation. However, there is a likelihood that these services may be
comprerised by malware. In general, the security requirements of a cloud computing
technology depend on the protection of the provided services [74]. This kind of attack
can affect all the security requirements. Their impact can be ”Significant” however,
they are ”Unlikely” to occur. Through the secure programming, these attacks can be
avoided. Consequently, their risk level is ”Low”.

Unknown risk profile [74]: This layer includes services that may be provided and
controlled by external entities. Therefore, these entities are responsible for multiple
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functionality issues that comprise, among others the security of applications and infor-
mation. For instance, an organization or a company could use the storage services of
an independent cloud computing provider. Hence, the security and privacy of the in-
formation which is stored in the specific services are controlled by an external provider.
This threat is not specific. Consequently, it can simultaneously affect all the security
requirements. However, its probability is "Rare” and the corresponding impact can
be considered as "Moderate”. Based on this information, the risk level, in"this case,

is " Low”.

Table 7: Qualitative Evaluation of Security Threats at the Support Layer.

Security Threat Probability Impact Countermeasures Risk level
Unauthorized Access Possible Significant v Medium
Malicious Insiders Possible Destructive v High

Insecure Software Unlikely | Significant v Low
Services
Unknown Risk profile Rare Moderate X Low

Risk Level

Il Unauthorized Access
[_IMalicious Insiders

[ Insecure Software Services
[ Unknown Risk Profile

Figure 10: Quantitative Evaluation of Security Threats at the Support Layer.

Security Threats at the Support Layer

6.5. Security Threats at the Business Layer

As mentioned before, this layer provides services according to the user’s needs. Therefore,
the main threats in this layer include social engineering techniques [75, 76] and the exploit of
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Figure 11: Quantitative Evaluation of Security Threats at the Business Layer.

programmatic gaps in these services. Subsequently, we analyze further these threats. As in
the previous cases, Table 8 identifies the risk level of these threats in a qualitative manner,
while Fig. 11 quantitatively.

e Social engineering: Social engineering is a psychological attack which aims to mis-
lead users in order to’disclose confidential information or unwittingly perform specific
malicious activities [75;.76]. The most prolific social engineering technique is the phish-
ing attack in which the intruder pursues to gain the trust of the user by using spoofed
emails, instant messages or Domain Name System (DNS) spoofing processes. Usually,
the users are.dirécted to a fake website which urges them to insert sensitive infor-
mation/ A more hazardous variation of this kind of attack is the spear phishing. In
this case, the/attacker has examined the recipients thoroughly, and each fake message
is carefully crafted in order to suit with recipient profile [74]. These attacks mainly
focus,on‘the confidentiality, integrity and authenticity of information. They are ” Very
Possibly” to occur while their impact can be ”Destructive”. Security management and
education processes are possible countermeasures against these attacks. Based on the
previous information, their risk level is considered as ”High”.

e Buffer overflow: According to NIST, a buffer overflow or differently buffer overflow
or buffer overrun is a kind of attack which permits the intruder to insert more data
in a buffer than the capacity limit allows. The attacker aims to overwrite the existing
information in the buffer in order to insert malicious code that will make it possi-
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ble to control the overall system [77, 78]. Some examples of these attacks are stack
overflow, global data area overflow, format strings overflow, heap overflow and integer
overflow. Usually, the attacker utilizes assembly code to execute such an attack. These
attacks aim at compromising the integrity and authenticity of systems. Their impact
is ”Significant”, while the probability to occur is ”Possible”. An efficient countermea-
sure against this threat is the secure programming. Their risk level is calculated at

” Medium”.

Backdoor: A backdoor or differently trapdoor is a code segment in seftware ghat en-
ables an intruder to overcome specific processes that can include security’ controls [74].
More precisely, a backdoor is activated when the user employs particular credentials,
or a specific sequence of events is performed. It is noteworthy{that a backdoor is not
necessarily a security threat, as a system administrator cam utilize them to overcome
time-consuming procedures and control the functionality of the software expeditiously.
However, extremely adverse effects can be caused if anattackeris aware of the specific
block of code. The malicious backdoors usually operate as a network service which
enables the attacker to connect to an unusual néetwork port and executes malicious
activities. The target of backdoors usually is the.confidéntiality, integrity and authen-
ticity of information. Their impact is ”Significant™, while the probability to happen
is "Possible”. As in the previous case, the safé\programming is the solution for this
threat. Consequently, their risk level is calculated at ”Medium”.

Table 8: Qualitative Evaluationwof Security Threats at the Business Layer.

Security Threat Probability Impact Countermeasures Risk level
Social Engineering | Very Possible /| Destructive v High
Buffer Overflow Possible Significant v Medium
Backdoor Possible Significant v Medium

6.6. Multi-Layer Secuwity Threats

In this subseétion; we consider cyberattacks and malware that can be performed in
multiple layers. More specifically, we distinguish the following cases. Moreover, Table 9 and
Fig. 12 calculates their risk level qualitatively and quantitatively.

e Cryptanalytic attacks: Cryptanalysis [79, 80] can be defined as the process in

which the attacker attempts to discover the original message (plaintext) from the
scrambled message (ciphertext). These attacks can be executed in all layers and tar-
get the confidentiality, integrity and authenticity of information. Some kinds of these
attacks are Ciphertext-only attack, Known-plaintext attack, Chosen-plaintext attack,
Chosen-ciphertext attack and Side-channel attack. Their impact can be ”Destruc-
tive”; however, they are ”Unlikely” to happen. The encryption mechanisms of the
communication protocols can address these attacks. Consequently, their risk level is

”Medium”.
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e Denial-of-service (DoS) attacks: The DoS attacks [81] target the availability of
the computing systems and they can be performed in all layers of the proposed IoT
stack. In particular, they pursue to hinder the legitimate entities to utilize applications
or services by weakening the computing resources that support them. For instance,
they attempt to reduce the performance of the Central Processing Unit (CPU) or
to flood the memory size [82]. Some examples of this type of attacks are flooding
attacks, distributed DoS attacks (DDoS), reflection attacks, amplification attacks and
jamming attacks that were discussed before. These attacks are ”Very! Passible” to
happen, while their impact can be ”Destructive”. IDPS systems can mitigate these
attacks, but cannot fully prevent them. Hence, their risk level is ”High?.

e Spyware: Spyware is a type of malware that collects sensitive information such as,
among others, keystrokes, screenshots, authentication credentials;network traffic, and
internet usage habits from a system and transmits it to anothér system. It can be
performed at the support and application layer and targets the confidentiality of the
[oT system. Spyware is a type of malware that collécts sensitive information such as
keystrokes, screenshots, authentication credentials, network traffic, and internet usage
habits from a system and transmits it to another system. It can be performed in all
layers and target the confidentiality of information. Their impact is ”Destructive”,
but they are ”Unlikely” to happen, as encryption mechanisms and IDPS systems can
hinder this malware. Therefore, their risk\level"is ”Medium”.

e Botnets: A bot (robot), or zombie or ‘drone is a malware which aims to put un-
der control the services of a computing system in order to utilize them for malicious
activities. For instance, thesé“services can be used to perform a DoS attack or to
infect more systems. Ordinarily, the infected systems form groups that are named
botnets and operate inda ¢eordinated manner. The payload attacks of this malware
can be performed insall layers and usually target the availability and authenticity of
systems [83, 84]. Theirimpact can be ”Destructive”, while their probability to occur is
"Moderate”. Thie IDPS systems have the ability to address these attacks, by adopting
anomaly deteCtion,processes. The risk level of this malware is " Medium”.

e Rootkit? A rootkit [85] constitutes a set of services that are installed on a computing
system land aim to provide uninterrupted and covert access with administrator priv-
ileges. Specifically, the administrator privileges enable the attacker to perform any
action, such as modifying files or installing a backdoor. This type of malware can
be,performed in all layers and classified based on the following features: persistent,
tser’ mode, memory based, kernel mode and virtual machine based [74, 85]. They
mainly aim at compromising the integrity and authenticity of systems. Their impact
can be "Destructive”, while the probability to happen is ”Possible”. IDPS systems
and maintenance processes can detect and prevent these attacks. Their risk level is
"High”.

e APTs: Advanced Persistent Threats (APTs) [86-88] do not refer to a new malicious
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software, but they are organized, persistent cyberattacks against specific targets that
usually come from the political and business environment. They can be performed
in all layers of the aforementioned IoT stack and commonly seek to steal significant
information or to destroy the overall operation of the target including the physical
infrastructures. Mainly, they are characterized by abundant computational resources,
the precise target choice and the extended period of their implementation. Examples
of this type of attacks are Stuxnet, Duqu, Flame, and Red October [89]. Thése attacks
threaten all the security requirements. Their impact can be considered as? Deomsday”,
while their probability can be characterized as "Moderate”. There are not sufficient
countermeasures that fully prevent these attacks. Therefore their risk lével is "High”.

Table 9: Evaluation of Multi-Layer Security Threats.

Security Threat Probability Impact Countermeasures Risk level
Cryptanalytic Attacks Unlikely Destructive v Medium
DoS Attacks Very Possible | Destructive v High
Spyware Unlikely Destructive v Medium
Botnets Moderate Destrugtive v Medium
Rootkit Possible Destructive v High
APTs Moderate Doomsday X High

Risk Level

Multi-Layer Security Threats

Il Cryptanalytic Attacks
[ Do Attacks

I Spyware

[ IBotnets

[ IRootkit

CAPTs

Figure 12: Quantitative Evaluation of Multi-Layer Threats.
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7. Countermeasures

In this section, we investigate possible security solutions for the aforementioned threats.
The ideal solution is the prevention of the possible threats; however, the specific goal is
nearly impracticable, but appropriate countermeasures can mitigate the impact of these
threats.

7.1. Countermeasures at the Perception Layer

The security mechanisms at the perception layer have to address the natural disasters,
the environmental threats, the human-caused physical threats and the jamming attacks.
Open Web Application Security Project (OWASP) has pointed out that, the inadequate
physical security remains in the top 10 of IoT vulnerabilities [13]£ More specifically, on
the one hand, specific technical approaches such as infrastructure-design, sensor design and
placement, mitigation procedures, personal training, and recovery mechanisms can efficiently
handle the natural disasters and the environmental threats. (On_the-6ther hand, in order to
address the human-caused physical threats, the first steptis to agsure that only legitimate
users and objects can access the physical devices and{their\information. Therefore, user
authentication systems, physical access control mechanisms, and a trust framework are
required. In more detail, user authentication mechanisms. such as password-based schemes,
token-based schemes (e.g., electronic keycards, smart sards) and static or dynamic biometric
systems (e.g., recognition by fingerprints, retina, aris; facial characteristics, hand geometry,
voice) determine if a user or an object cantaccess the physical resources and their data.
Access control mechanisms determine thesaccess privileges of the authenticated users and
objects. Finally, a trust framework should*accompany the previous requirements in order to
apply the need-to-know principle”” What do you need to know about someone in order to
deal with them?”.

7.2. Countermeasures at the Communication Layer

As mentioned previously,the IoT protocols [90] integrate important security mechanisms
that guarantee the c¢onfidentiality, integrity and authenticity of the communications. In
this subsection, we analyze the security mechanisms that are provided by the most used
[oT protocols of the communication layer, and also we provide their limitations as well
as corresponding selutions from the literature. More specifically, we discuss the security
mechanisms-that are implemented by IEEE 802.15.4, ZigBee, Z-Wave, BLE, LoRaWAN,
6LoWPAN, RPL, TLS, DTLS and CoAP. Table 10 provides on an abstract level the security
capabilitiessand vulnerabilities of these protocols. Although most of the previous protocols
satisfy the'essential security requirements, the next subsections provides their limitations and
possible’ vulnerabilities. Moreover, a subsection refers to the countermeasures against the
jamming attacks, as this kind of attacks target on the availability of services and constitutes a
common threat for many communication protocols. Finally, the firewall and IDPS systems
are analyzed, since they have the ability to monitor and control all the communication
sublayers.
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7.2.1. IEEFE 802.15.4 Security

The IEEE 802.15.4 protocol constitutes a common option for short-range communica-
tions in an IoT environment. Specifically, it controls the transmission of information at
the PHY and MAC sublayers. At the PHY sublayer, it supervises the radio frequency, the
energy consumption, the signal management and the determination of the communication
channel. On the other hand, at the MAC sublayer, besides the data processing, it supports
additional services, such as security mechanisms, node association and packets validation.

Although IEEE 802.15.4 is responsible for the communication management atithe PHY
and MAC sublayers, it includes security mechanisms only at the MAC sublayer. However,
these security mechanisms are significant for the overall security of the higher protocols that
conclude the architecture of the IoT communication stack. More spegificallyy the activation
of the security mechanisms in IEEE.802.15.4 is a non-obligatory setting/Fhe Frame Control
field involves a bit called Security Enabled Bit (SEB) which detefmines $he implementation
of the security services included in the Authentication Security Header (ASH) field. ASH
determines the combination of the security algorithms and, alsesdefines the key construction
procedure for the symmetric encryption. The applicationsswhich require only information
confidentiality at the MAC sublayer could utilize Adyaneed Encryption Standard (AES) in
Counter (AES-CTR) security mode. On the other hand, the applications which demand
both integrity and authenticity of data could empley AES in the Cypher Block Chaining
(AES-CBC) security mode. Finally, the applicatiens, which require confidentiality, integrity,
and authenticity can utilize the combined Counter with CBC (AES-CCM) security mode.
Finally, it should be noted, that the specific\protocol comprises solutions against replay at-
tacks and also supports access control capabilities. More precisely, the sender has the ability
to break the original packet into 16-blocks which are encrypted utilizing either a nonce or
an Initialization Vector (IV). Congerning the access control mechanisms, IEEE 802.15.4 uti-
lizes Access Control Lists (ACL), that ¢an involve 255 records. These records determine the
access privileges for security=related information, such as IEEE 802.15.4 addresses, security
suite, encryption key, lagt IV and replay counter.

Despite the fact thatithe TEEE 802.15.4 protocol comprises important security services,
it is characterized by seme limitations. More specifically, it cannot protect acknowledgment
messages (ACK)<oneerning integrity and confidentiality [15]. This constraint may lead the
adversaries torforgenacknowledgment messages and execute various kinds of DoS attacks.
Also, the supported ACLs do not effectively manage the records which employ the same
encryption key.*This state could lead the sender to reuse the nonce value with the result
when stream ciphers are utilized then there is a likelihood of recovering a plaintext from a
ciphertext [15]. The RFC 5246 document [91] defines the term stream ciphers as follows: ”In
stream( cipher encryption, the plaintext is exclusive-ORed with an identical amount of out-
put generated from a cryptographically secure keyed pseudorandom number generator.” In
addition, in some cases, the re-employment of the nonce values is probable, if the ACLs data
are erased. Finally, it is worth mentioning that the particular protocol cannot sufficiently
implement all keying models [15]. Therefore, in conclusion, the aforementioned limitations
offer future work possibilities.
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7.2.2. ZigBee

The ZigBee technology was designed to provide an efficient and secure short-range com-
munication in an IoT environment, paying attention to the energy consumption issue. More
specifically, ZigBee introduces a communication stack which consists of: (1) PHY layer, (2)
MAC layer, (3) network layer and (4) application layer [92]. In a ZigBee environment, there
are three kinds of devices: coordinator, routers and end nodes. The coordinator device con-
stitutes the core of a ZigBee network as it undertakes to establish and initialize the network,
by identifying the communication channel, managing and configuring the privileges of the
other entities as well as determining the security mechanisms. It should b€ noted that the
coordinator device should be alive continuously and it determines whether a new device can
join the network or not. On the other side, routers are responsible<for the intermediate
communication either between the coordinator and the end devices or/among end devices.
As in the previous case, the routers have to operate continuously as long as the ZigBee
network is active. Finally, the end nodes are power constrained IoT devices whose role is to
sense the physical environment. The end nodes can communicate with other devices only
via a parent device (e.g. router) and also they have the abilityto operate in sleep mode,
thereby reducing the energy consumption.

Concerning the security issues, ZigBee utilizes the TEEE 802.15.4 protocol at the PHY
and MAC layers and it itself provides the communication and security processes at the
network and application layers. Therefore, the Security of the MAC layer is based on IEEE
802.15.4 and specifically, it utilizes the AES«CCM* mode which is a modified version of AES-
CCM [92]. More detailed, AES-CCM* offersithe capability to select either encryption or
authentication processes while both of themare applied in the AES-CCM mode [93]. ZigBee
provides the capability to choose various security models [94]. The centralized security model
offers the most sufficient security, processes. Its functionality is based on the coordinator
device which is called Trust Center (ILC). In particular, in this model, five security keys are
defined that are coordinated by the corresponding communication layer. The network key
is a 128-bit key which isShared among all devices. ZigBee provides two security levels: (1)
high-security and (2) standardssecurity. In the first case, the network key is always encrypted
when it is distributed ‘among the devices. On the other hand, the standard security level
does not introduge eéncryption processes which is a well-known vulnerability [93]. In the
high-security lével, ‘a global link key undertakes to encrypt the network key, when it has
to be transmitted from TC to the existing devices of the network. This key is predefined
between the TC"and the other devices and also is used during the joining process of a new
device [94]. Similarly, a unique link key is utilized when the network key has to be sent from
TC toawnew a device which has not already joined the network. As in the previous case, also
this key is predetermined between the TC and the new device [94]. Furthermore, the TC
link key is responsible for the communication between TC and the other devices. This key is
randomly generated by TC and replaces the previous key [94]. Finally, the application key
is encrypted via the network key and is employed for the interaction between the routers
and end nodes. This key is produced by TC [94]. All the aforementioned security keys
can be transmitted over the air or be pre-established in the corresponding devices [93]. In
addition it is noteworthy, that a Message Integrity Code (MIC) which is generated inside
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the AES-CCM* mode guarantee the integrity and freshness of data. Finally, regarding the
replay attacks, ZigBee devices can employ a frame counter which is increased whenever a
frame is received, thereby rejecting the frames that do not meet with the specific counter.
These counters are set to zero whenever the network key is updated [93].

Although, we described previously a security mechanism of ZigBee against replay attacks,
it is possible to perform such type of attacks successfully by combining specific hardware
and software equipment. More specifically, the AVR RZ Raven USB can be used/either as a
ZigBee Personal Area Network (ZPAN) or end node to sniff and capture the nétwerk traffic
and accordingly the network key whether it is not encrypted [93]. Furthermore, Killerbee
[95] is a software tool developed using the Python programming language ‘and it can be
used to capture and analyze the ZigBee traffic. In particular, it comprises the following
modules (1) zbdsniff which can capture the network traffic and the,network key whether
it is not encrypted, (2) zbstumbler which constitutes a ZigBee networkydiscovery tool and
(3) zbassocflood which can flood a device with multiple connections/[96]. In [93] the au-
thors describe a sniffing attack, utilizing the aforementioned ‘teehmologies. Another common
attacks against ZigBee are DoS and specifically the jamming attacks that target on the bat-
tery lifetime of the end nodes. In [93] the authors describe theoretically a jamming attack
against ZigBee called ZigBee End-Device Sabotage Attack."More detailed, they consider an
attacker which represents a router or the TC, transmitting continuously request messages to
the end nodes. This situation leads end devicestto. send reply messages thus exhausting the
battery lifetime. Moreover, as in the previous cases, the unauthorized physical access can
lead to critical states. Based on [93], in such aicase, the attacker will be able to extract the
security keys. Therefore, the research efforts'should pay particular attention to the specific
kind of attacks, deploying appropriate countermeasures. First of all, the standard security
level should not be used, as it enables replay attacks. Subsequently, intrusion detection and
prevention systems can be conSidered as an effective solution which will detect, mitigate or
prevent these attacks timely. “Finally, anti-jamming countermeasures and physical security
mechanisms are necessary for the normal operation of such a network.

7.2.3. Z-Wave Security

Z-Wave is a proprietary technology, which is designed for short-range IoT communica-
tions. Z-Waveis-provided by the Z-Wave Alliance, which includes more than 600 companies.
Characteristic examples are Huawei and Siemens. In particular, this technology is deployed
in a mesh network utilizing a four-layer architecture which on the basis of the OSI model
includes:'\(1) PHY layer, (2) data link layer, (2) network layer and (4) transport layer [97].
It should be noted that PHY and the data link layer have been standardized as the (G.9959
standard by I'TU. Z-Wave is capable of connecting 232 devices. More specifically, the devices
in a Z-Wave network are divided into two categories: (1) controllers and (2) slaves. The
controllers are responsible for the network management by determining the corresponding
specification and controlling whether a new device can join the network or not. Moreover,
a primary controller defines a specific and unique home ID to the network. On the other
hand, the slaves constitute typical IoT devices.

Based mainly on a network key, Z-Wave provides multiple security mechanisms, thus
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enabling safe communications. More specifically, Z-Wave organizes the security mechanisms
into two main classes: (1) Security 0 (S0) and (2) Security 2 (S2) [17]. Furthermore, S2
consists of three subclasses: (1) S2-Access Control subclass, (2) S2-Authenticated subclass
and (3) S2-Unauthenticated subclass [97]. S2-Access control is considered the most secure
option, while S2-Unauthenticated and SO focus on very constrained and legacy devices re-
spectively. The security of the previous classes and subclasses include AES-128 CCM mode
encryption and authentication processes, except the S2-Unauthenticated subclasS: Regard-
ing the key exchange process, S2 enables the sharing only among the devices ofithe same
subclass. For example, a device which belongs to S2-Access Control cannot exchange the
network key with a device of the S2-Unauthenticated subclass. The key, exchange process
of the S2 class is conducted via the Curve25519 model which is considered a safe option.
However, a side-channel attack against this model was recently discovereds[98]. On the other
side, the ECDH scheme is used for the key exchange process of the SO-class. Finally, S2
provides AES-128 Cipher-based Message Authentication Code (AES-128-CMAC) and pre-
determined nonces, thereby ensuring the integrity of data andsthe protection against the
replay attacks respectively.

Z-Wave assures the confidentiality and integrity of imformation. So far, there have not
been identified specific security issues against Z-WaveThere are only some successful ex-
ploits against specific implementations. In particular, Z-Wave allows the communication
with legacy devices that may not include sufficient _security mechanisms. This fact can lead
to various security threats such as replay attacks. ‘Moreover, although Z-Wave integrates
AES-128 encryption processes, in many cases the manufacturers do not activate these mech-
anisms. In [99], the authors tested various Z=Wave devices and they argue that only 9 of 33
incorporates the available security measures. In [99], the authors demonstrate a successful
cyberattack against a Z-Wave-based door lock application by exploiting a vulnerability of
the key sharing process. This vulnerability is rated 6.5 in the Common Vulnerability Scoring
System (CVSS) [18]. Finally,sin [100] M. Smith provides a tool called EZ-Wave, which is
capable of performing various penetration testing processes against Z-Wave. The efficiency
of this tool is demonstrated by turning on and off various bulbs of a Z-Wave network thus
leading to their desfrugtion. This vulnerability is rated 6.5 in CVSS [18]. In conclusion,
Z-Wave providesd{valuable security mechanisms that can largely guarantee the safe oper-
ation of the network. /The manufacturers and vendors should always follow the security
updates, configuring appropriately the corresponding devices. The IDPS systems can be
a useful ¢ountermeasure against the potential cyberattacks. Moreover, the research efforts
should foeus on self-healing mechanisms, thus providing additional preventive measures for
the pretection of the critical facilities.

7.2.4. Bluetooth Low Energy Security

The BLE technology is a modification of Bluetooth to support short-range communi-
cations, especially for constrained IoT devices, providing them the ability to form wireless
networks, called piconets [101]. Bluetooth was introduced with the formation of a non-
profit consortium of many organizations and companies, called Bluetooth Special Interest
Group (SIG). More specifically, BLE was generated from the Bluetooth 4.0 specification
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and subsequently, the specifications 4.1 and 4.2 updated its features. The architecture of
a BLE piconet mainly consists of two kinds of devices: (1) master nodes and (2) slave
nodes. The master node is responsible for initiating the network, while the slave nodes are
power-constrained devices sensing the physical environment. It is noteworthy, that a slave
node can be a master node in a different piconet. A chain of piconets is named scatternet
[101]. Moreover, BLE enables the existence of broadcasters and observers that periodically
broadcast and listen messages respectively. Finally, BLE enables the communication up to
50m, while the maximum data rate is calculated to 1Mbps.

Based on [101], the security features of BLE focus on the authentication; confidentiality,
integrity and pairing properties. The pairing term refers to the generation and storage
processes of the secret keys that are used for the encryption and authentication mechanisms
provided by BLE. There are three keys that should be distributeds (d)-Long-Term Key
(LTK), (2) Identity Resolving Key (IRK) and (3) Connection/Signature Resolving Key
(CSRK). LTK is used for the encryption mechanisms. IRK and\CSRK are responsible for
determining private addresses and data signing respectively, Itsshould be noted that LTK
is divided into Master LTK (MLTK) and Slave LTK (SLTK). In particular, two security
modes are defined. The first security mode (Security Mode 1)} includes four levels. The first
level does not integrate any security mechanism. The'second level encompasses encrypted
communication, but it does not require authenticated pairing. The third level requires
both authenticated pairing and encryption proeesses. Finally, level 4 introduces upgraded
encryption and authentication processes, galled/Secure Connections. On the other side,
the second security mode (Security Mode 2) @emprises two levels that are related with the
signing processes. Specifically, the first\level defines data signing with non-authenticated
pairing, while the second demands_authenticated pairing and data signing. Regarding the
pairing process, there are four mo@els: (1) Numeric Comparison, (2) Passkey Entry, (3) Just
Works and (4) Out of Band (OOB)."The devices that follow the specification 4.0 and 4.1 use
a legacy pairing process in whiel the devices firstly, utilize a temporal key (TK) to exchange
some random values and./then based on TK and these random values, they generate a Short
Term Key (STK) whiehuis used to distribute securely LTK, IRK and CSRK. On the other
side, the devices that fellow the specification 4.2 use a Secure Connections pairing process,
in which the LTK is not distributed but is generated autonomously in each device utilizing
AES-128-CMAC: Subséquently, this LTK is used to distribute securely IRK and CSRK. It
is noteworthy, that)in contrast to specifications 40 and 4.1, the specification 4.2 enhances
the security of the pairing process through the addition of AES-128-CMAC as well as P-256
Elliptic curve. /Finally, concerning the confidentiality of data, BLE utilizes AES-CCM, while
theretissnot an explicit authentication mechanism, as the encryption of the link satisfies the
authentication process.

BLE presents various security vulnerabilities. In particular, the privacy of users and
BLE devices can be compromised, if an attacker is able to associate the address of a device
with a specific user [101]. Moreover, replay attacks constitute a possible threat, since the
attackers can violate the legacy pairing process, by capturing LTK, IRK and CSRK. In
[102], the authors demonstrate this vulnerability, by predicting and identifying TK within
20 seconds. This vulnerability is rated with 7.4 in CVSS [18]. Furthermore, a crucial issue

27



is that the first level of Security Mode 1 does not incorporate any security mechanism [101].
In addition, although the specification 4.2 introduced efficient processes that ensures many
security requirements, the manufacturers and vendors have the ability to select the level of
security thus can lead to various security accidents [17]. Certain vendors have attempted to
deploy encryption mechanisms at the application layer; nevertheless, the MiTM attacks are
a severe security issue [103, 104]. Finally, the specifications themselves are characterized by
high complexity, thereby resulting in several security issues and vulnerabilities [17]. Conse-
quently, on the basis of the above analysis, we consider that vendors and manufacturers that
follow the specification 4.2 should employ Security Mode 1 Level 4, whilethey that follow
the specifications 4.0 and 4.1 should employ the Security Mode 1 Level 3.

7.2.5. LoRaWan Security

The LoRaWan technology was adopted in an effort to enhance the functionality of Low
Power Wide-Area Networks (LPWAN) regarding mainly the consumption capability, storage
capacity, long-range communication and transmission cost, Its architecture is based on
four main entities: (1) end nodes, (2) gateways, (3) nétwork server and (4) application
server. The end nodes are usually IoT devices that collect information from the physical
environment and transmit them to gateways via thesLLoRa physical layer. In turn, the
gateways transmit this data to a network server. “This communication can be conducted
through various technologies such as IEEE 802:8«(Ethernet), IEEE 802.11 (Wi-Fi), satellite,
etc. [105]. The network server is respongible\for ‘controlling the data by executing the
appropriate security operations and checkingifor redundant packets. Finally, it transmits
the data to application servers that constitute software applications.

LoRaWan technology includes two security layers. The first security layer undertakes to
authenticate the end nodes data. L his process is carried out through an AES-CTR, 128 secret
key, called Network Session Key(NwkSKey) between the end nodes and the network server.
On the other side, the secondlayeris responsible for assuring the privacy protection of end
nodes by utilizing an AES=CTR 28 secret key called Application Key (AppSKey) between
the end nodes and the-application servers. Consequently, a crucial issue for the LoRaWAN
technology is the safety of these keys. If any of them is stolen, then a potential attacker will
be able to access.andmodify the specific data. Furthermore, concerning the communication
between the end nodes and the gateways, it is worth mentioning that the payload length
remains unchanged before and after the encryption. An attacker can exploit this situation,
attempting to restore NwkSKey from the encrypted messages [106]. Moreover, an attacker
with physical access to the end nodes has the ability to extract the aforementioned keys.
Moréspecifically, an end node includes a LoRa radio module and an MCU. The LoRa radio
module’interacts with MCU utilizing Universal Asynchronous Receiver Transmitter (UART)
and Serial Peripheral Interface (SPI) interfaces. However, LoRa radio module does not in-
clude embedded encryption mechanisms, thus enabling the attacker to extract the keys,
by using external hardware equipment such as a Future Technology Devices International
(FTDI) interface [106]. In [106], the authors demonstrate this vulnerability by utilizing
physical equipment. Additionally, it should be noted that the LoRaWAN packets do not
integrate time information to verify the integrity of the messages. This situation could be
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lead to replay and wormhole attacks. In [106], the authors describe the process of a possible
wormhole attack against LoRaWAN. Finally, in [107], B.Reynders et al. demonstrate that
the LoRa transmissions are prone to jamming attacks. Specifically, simultaneous communi-
cations that employ the same spreading factor and frequency can conflict with each other.
E.Aras et al. in [106] present how an attacker can use Commercial-Off-The-Shelf (COTS)
LoRa devices to perform a jamming attack against LoRa networks.

Concerning the possible security solutions for the aforementioned LoRaWAN security
issues, the key management schemes can provide reliable solutions for the &afety of the
encryption keys. In particular, most of the key management schemes in the ol applications
utilize cryptographic algorithms, such as Diffie Hellman and Elliptic Curve ‘Cryptography
(ECC) [105]. More specifically, in [108] the authors present a key management scheme which
generates a session key for two different entities, by combing the Elliptic/Gurve Qu-Vanstone
(ECQV), ECDH and nonces. ECQV is used to provide appropriate certifieates. Accordingly,
ECDH is responsible for the data exchange and finally, the nonces guarantee the protection
from replay attacks. Moreover, in [109] the authors provide akeymmanagement scheme for the
[oT devices, utilizing intermediate nodes called proxies. The IoT devices have the ability
to establish a shared session key, while the proxies undertake the complex cryptographic
processes. In [105] S.Naoui et al. improve the functionality of the previous scheme in [109],
by providing a reputation mechanism which offers the capability to opt trustworthy nodes.
Finally, regarding the jamming, replay and wormholerattacks, thereafter of the article, we
provide appropriate countermeasures such as anti-jamming solutions and IDPS systems.

7.2.6. 6LoOWPAN Security

Utilizing the IEEE 802.15.4 protocol at the PHY and the MAC sublayers, the Low Power
Wireless Personal Area Networks'(WPANs) can use only 102 bytes for the transmission of
information at next communication, layers. However, the value of the Maximum Trans-
mission Unit (MTU) that is'neéded for the IPv6 requirements is equivalent to 1280 bytes
which is considerably higher than‘the previous number. The purpose of the IPv6 low power
WPAN (6LoWPAN) standardyis to solve this complication by deploying the interconnection
between the IEEE 802.15.4 and IPv6 protocols for WPANs. In particular, it operates as
an adaptation layer that utilizes compression, fragmentation and encapsulation mechanisms
and transmits,the modified IPv6 packets at the MAC sublayer.

Currently, 6LOWPAN standard does not provide any security mechanism, such as IPSec
due to the limitations of IoT devices [15, 110]. However, individual research proposals [111-
114] examine possible solutions to address these constraints, designing compressed security
headers_for the 6LoWPAN adaptation layer which have the same purpose as the existing
Encapstlating Security Payload (ESP) and Authentication Header (AH) of IPSec. Also,
some studies [115, 116] consider the incorporation of specific mechanisms in the 6LoWPAN
against fragmentation attacks. More specifically, the authors in [115] discuss the addendum
of a timestamp and a nonce field to the 6LoWPAN fragmentation header in order to address
such attacks. In addition, [116] proposes the use of mechanisms that can support the pre-
fragment sender authentication and prevent messages that are considered as suspicious.
Finally, a significant security addition to the 6LoWPAN standard is the key management,
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as the keys must be regularly renewed in order to assure the principles of confidentiality,
integrity and authenticity. For instance, the Internet Key Exchange version 2 (IKEv2)
protocol could be adopted, which is appropriate for use in devices with constrained resources.
Therefore, as a result, the lack of security mechanisms in the 6LoWPAN standard offer
research opportunities for improvements in future versions.

7.2.7. RPL Security

The RPL protocol was created by the Internet Engineering Task Force (IETF) and is
appropriate to route messages in Low Power and Lossy Networks (LLNs). Its operation
is based on the creation of a Destination Oriented Directed Acyclic Graph (DODAG) that
utilizes an objective function [42]. In more detail, the DODAG consists of,a set of nodes,
which possess oriented edges in order not to create loops. The creation/of.a DODAG starts
when the root node transmits a DIO message to their neighbors. The,neighboring nodes
receive the DIO message and take the decision whether they, join in the graph. If a node
joins the graph, then the corresponding path to the root node.is created. Then, using the
objective function, the new node of the graph calculates a‘wvalue which is called rank. This
procedure is repeated for each node in the graph. Finally, it)is worth mentioning that the
nodes have the ability to transmit a DODAG Information Selicitation (DIS) message in order
to discover new DODAGSs and as well as they can’send DODAG Destination Advertisement
Object (DAO) messages to advertise a routingpath.

The security in the RPL protocol is based on the existence of secure variations of the
RPL packets (DIS, DIO, DAO, DAO-ACK), and also the capability to apply three security
modes. These variations provide integrity,"replay protection, delay protection and optional
confidentiality. Specifically, the cryptographic algorithms and the overall security strategy
are identified by the Security field that is analyzed further in the following subfields [117].

e Counter is Time (T):lf'this field possesses a value, then it represents a timestamp.
On the other hand,/t is employed as a counter.

e Reserved: The transmitter should initialize the specific field to zero and the receiver
have to disregard it.

e Algorithm: The specific field determines basic features of RPL secured packets, such
as the encryption algorithm, the signature algorithm and the message authentication
code. In particular, the supported options are AES-CCM 128-bit and RivestShami-
rAdleman (RSA) combined with the Secure Hash Algorithm (SHA)-256 hash function.

e Key Identifier Mode (KIM): This field consists of two bits that identify if the
encryption key has defined indirectly or directly and also indicate the form of Key
Identifier field respectively. More precisely, it can support group keys, per-pair keys
and signature keys.

e Resvd: The transmitter should initialize the specific field to zero and the receiver has
to disregard it.
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e Security Level (LVL): The specific field consists of three bits that determine the
security of the packet. According to KIM field, LVL can provide different levels of
data authenticity and confidentiality.

e Flags: The transmitter should initialize the specific field to zero and the receiver have
to disregard it.

e Counter: This field involves the required information for the creation ofithe crypto-
graphic mechanism.

e Key Identifier: This field identifies the encryption keys. It suppotts multiple keying
models, such as group keys, peer-to-peer keys and signature keys. Mere specifically,
it is separated into Key Source and Key Index subfields. The IKey~Source subfield
occupies 8 bytes and it is employed in order to identify thé groupkey originator. On
the other hand, the size of the Key Index subfield is 1 byte and it is utilized to recognize
keys that are controlled by the same originator.

Previously, we described how the security-related imformation is incorporated in the
RPL control messages. In this paragraph, we will discuss the three security modes, which
can be employed by the RPL protocol. The default usage mode is the "unsecured”, in
which the RPL messages are transmitted witheut any additional security mechanism. In
the second mode, called "preinstalled”, thesnodes must possess a pre-configured key, which
is employed to connect to the DODAG as a router or a host. Finally, the third mode, called
"authenticated” is appropriate for the nodes:that operate as routers. Specifically, the nodes
must have a pre-configured key as the previous case, and then they must acquire a different
key from a validated authority.

In conclusion, the RPL protocol prevides significant security mechanisms that guarantee
the confidentiality, the integtity-and the authenticity of information. However, as mentioned
above the addressing of the routing attacks is still an important security issue. Research
efforts have to be focused on appropriate mechanisms that can address these threats. Such
mechanisms are discussed in the subsection 7.2.13.

7.2.8. TLS Security

Many IoTl appligation protocols, such as Message Queuing Telemetry Transport (MQTT),
Extensiblé Messaging and Presence Protocol (XMPP), and Advanced Message Queuing Pro-
tocol (AMQP) utilize TLS in order to guarantee security in the application layer communica-~
tionswSpecifically, the TLS protocol deploys security mechanisms at the transport sublayer
and censists of individual protocols which are separated into two layers. The first layer
includes the Record Protocol while the second layer contains the Alert Protocol, the Change
Cipher Spec Protocol, the Handshake Protocol and the Heartbeat Protocol.

Regarding the operation of the Record Protocol, the application data are separated into
blocks of 214 bytes or less. Subsequently, these blocks of data are compressed optionally.
Next, a message authentication code (mac) is computed for the specific blocks and a sym-
metric encryption algorithm is employed in order to encrypt them and the mac. The final

31



step is the addition of a specific header which includes version and length fields. After the
aforementioned procedure, the Record Protocol encapsulates the combined total information
in a Transmission Control Protocol (TCP) packet and transmits it. On the other hand, the
received information is decrypted, validated, reassembled and then delivered to higher-layer
endpoints.

The operation of the Change Cipher Spec Protocol is based on a single byte, which
always has the value 1 and copies the pending state to the current state in order"to update
the cryptographic algorithm and its characteristics, which will be employed fer the specific
connection.

The Alert Protocol provides alerts about the overall TLS operationd, Each message of
this protocol involves two bytes. The functionality of the first byte is tesindicate the severity
level of the message. In particular, it can obtain the values (1) warning-er(2) fatal. In the
case that the severity level is fatal, then the TLS directly aborts the specific connection.
The remaining connections of the session can exist; however, any:new connection cannot be
created. On the other hand, the second byte comprises a code, which identifies the particular
alert.

The Handshake Protocol implements the most critical operations of the TLS, and it is
applied before any application data transmission. More precisely, it includes two primary
operations: (1) an authentication process for the seryer and the client and (2) a negotiation
process of the encryption algorithm, the madgrand the cryptographic keys. The overall
operation of the Handshake Protocol can be divided into four phases. In phase 1, the client
starts the communication by transmitting a\ClientHello message that includes the following
information:

e Version: This field implies(the last version of the TLS protocol, which is utilized by
the client.

e Random data: This field indicates a data structure which consists of a timestamp
that occupies 32 bit and a random value that involves 28 bytes.

e Session ID:*This field refers to the session identifier. If the value of the specific
field is equal to zero that means that the client desires to renew the features of a
current €onnection or to establish a different connection for the particular session. On
the other hand, a value equal to zero implies that the client needs to create a new
connection for a different season.

o CipherSuite: The CipherSuite field identifies the combinations of the cryptographic
algorithms that can be employed by the client.

e Compression methods: This field carries the compression methods that can be
utilized by the client.

When the server receives the ClientHello message, it transmits to the client a ServerHello
message that contains the similar types of information such as the ClientHello message.
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The operations of phase 2 are determined according to the requirements of the asym-
metric encryption algorithm which will be employed. Usually, the server sends information
about the public-key encryption process, such as the certificate, details about the crypto-
graphic keys as well as a request for a certificate from the client. The last work of the
particular procedure is always the transmission of a ServerDone message, which indicates
the end of this phase.

Similarly, the processes of phase 3 are defined according to the characteristics of the
asymmetric cryptographic algorithm. Initially, the client validates the server’s‘gertificate
and checks the information that is included in the messages of phase 2 and in'the ServerHello
message of phase 1. Subsequently, it sends back to the server one or more messages, which
are associated with the public-key encryption scheme. For instance, it-can send a certificate
if requested, key exchange information, and certificate verification,

Phase 4 completes the establishment of the secure connection, whieh implements the
Handshake Protocol. In particular, the client transmits a ChangeCipherSpec message and
renews the pending CipherSpec in the current CipherSpec.t Next, it sends to the server a
finished message which indicates that the verification of authentication and key exchange
processes was succeeded swimmingly. On the other hand, the)server transmits to the client
its own ChangeCipherSpec message, refreshes the pending to the current CipherSpec, and
finally transmits its finished message.

The Heartbeat protocol serves two purposesi=First,it assures the sender that the receiver
is still alive, in a specific TCP connection. sSSecondly, it creates additional network activity
in idle connections in order to avoid the closute of these connections by a firewall or an in-
trusion detection and prevention system: Mere specifically, the Heartbeat protocol involves
two kinds of messages: a HeartbeatRequest packet and a HeartbeatResponse message. A
HeartbeatRequest message can be used at any time. Whenever a HeartbeatRequest mes-
sage is received, it has to be answered/immediately with a corresponding eartbeatResponse
message. [t is noteworthy that/the requirement of the Heartbeat protocol was introduced
for the DTLS protocol. However, for reasons of simplicity, the same version of the Heartbeat
protocol is utilized with®both'I'LS and DTLS.

TLS performs signifieant security operations which assure the principles of confidentiality,
authenticity and<integrity of communications; nevertheless, it is an expensive protocol to
use in IoT deyices [L18].

7.2.9. DTLS Security

The DTLS protocol is a variation of the TLS and assures the existence of the same secu-
rity principles. In particular, DTLS operates over datagrams which can be lost, duplicated
or received in wrong order. For this reason, in comparison with the TLS, it supports some
additionial mechanisms which are listed below. The RFC 6347 document [119] explains these
mechanisms in great detail.

e One difference is the extension of the TLS Record Protocol with two additional fields.
In particular, an epoch and a sequence number field are utilized in order to compute
the mac.
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e The DTLS does not permit the utilization of the stream ciphers.

e The operation of the TLS Handshake Protocol is improved with the addition of a
stateless cookie and also it is able to address fragmentation, message loss and reorder-
ing. More specifically, the phase 1 of the TLS Handshake Protocol is differentiated
as follows: The client transmits its ClientHello message. The server responds to the
client with a HelloVerifyRequest packet which contains a stateless cookie, that must
be transmitted back as a second ClientHello message.

Many IoT application protocols such as the MQTT for Sensor Netwotks (MQTT-SN)
and the CoAP utilize the DTLS; however, the DTLS is characterized by several limita-
tions. More specifically, the DTLS Handshake Protocol may not probably»support some
IoT communications, as the large messages can be fragmented atithe 6L6WPAN adapta-
tion layer [15]. This state may lead to retransmission of some packets, which may produce
complications. Also, the calculation and transmission procedures, of the finished messages
are costly for the IoT devices [15]. In addition, the DTLS eanmot be efficiently applied to
some application protocols. For instance, the DTLS is not, suitable to be used in CoAP
proxies [15]. Furthermore, the future IoT applications may need to incorporate the online
verification of X.509 certificates; the mechanisms which implement this functionality require
further investigation [15]. Finally, the DTLS cannot.implement multicast communications
[15]. Therefore, in conclusion, research efforts could,be focused on appropriate mechanisms
that can address these limitations.

7.2.10. CoAP Security

The CoAP protocol can be considered jas a lightweight version of the HTTP protocol
which is devoted to implementing the communications at the application layer for power
constrained [oT devices. It runs, over.the User Datagram Protocol (UDP) utilizing 6LoW-
PAN and follows the Representational State Transfer (RES) architectural scheme which
consists of the methodsy (1) GET, (2) POST, (3) PUT and (4) DELETE. The architec-
ture of CoAP consists/of two Jayers: (1) message layer and (2) request/response layer. The
message layer undertakes to control the communication over the UDP protocol, while, the
request /responsedprotocol is responsible for sending the corresponding messages, by main-
taining specifi¢ codes that are used to manage and avoid functional issues such as the loss
of messages (120, 121].

The security”of CoAP is mainly based on the adoption of the DTLS protocol at the
transportilayer. Usually, the implementation of DTLS over CoAP is referred to as CoAPs.
As mentioned before, DTLS assures the confidentiality, integrity and non-repudiation of
information and services. The security provided by DTLS, adds 13 bytes overhead per
datagram. More detailed, CoAP involves four security modes: (1) NoSec, (2) PreShared-
Key, (3) RawPublicKey and (4) Certificates [15, 120]. The first mode does not incorpo-
rate any security mechanism. The second mode utilizes symmetric encryption, where each
device possesses pre-programmed symmetric keys. The applications that utilize the spe-
cific method have to support the TLS_PSK_WITH_AES_128 CCM_8 [122] suite. The Raw-
PablicKey mode is devoted to establishing asymmetric encryption on such devices that
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cannot use the Public Key Infrastructure (PKI) technology. Each device possesses a pre-
programmed pair of private and public keys that are determined during the manufactur-
ing process. The public key constitutes the identity of the corresponding device. Fur-
thermore, each device possesses a catalog of public keys which indicates the other devices
with which it can communicate. The applications use the particular mode have to support
the TLS_ECDH_ECDS_WITH_AES_128 CCM_8 suite [123, 124]. Finally, the last mode re-
quires the presence of a trusted authority thus making possible the functionality of PKI.
Each device is identified by an X.509 certificate. The applications that use(this method
should apply either the TLS_ECDH_ECDS_WITH_AES_128 CCM_8 suite [123, 124] or the
TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA suit. Adopting DTLS, it4ds noteworthy that
the security processes of the two last modes (RawPublicKey and Certificates) are imple-
mented through ECC [15, 120]. Specifically, the Elliptic Curve Digital=Signature (ECDS)
algorithm is responsible for the device authentication, while the ECDH counterpart and
ECDH with Ephemeral Keys (ECDHE) undertake the key agreement,

According to the above, the security of CoAP depends on DTLS. However, as described in
the previous subsection, DTLS suffers from various functional issues in an IoT environment.
Consequently, maybe CoAP should integrate new security. solutions without utilizing DTLS.
In [125], the authors introduce three new security optionsfor CoAP. Specifically, the first
option identifies the security capabilities of a CoAP.packet as well as the security measures
and requirements of the entity which is respomnsible for securing this packet. The second
option determines how the respective datadcan'be transmitted for the authentication and
authorization processes. Finally, the third\option is responsible for determining how the
data should be transmitted for the encryption processes.

7.2.11. Protection against Jamming Attacks

None of the previous protecols'is able to provide efficient countermeasures against the
jamming attacks. This subséction aims at providing a general overview of possible solutions
against the specific kind of.attacks. In particular, these solutions can be classified into four
categories: (1) detection techmiques, (2) proactive countermeasures, (3) reactive counter-
measures, and (4) mobile agent-based countermeasures. The countermeasures of the first
category aim to deteet the jamming attacks instantly, but they can offer notable protection
only if they are“eoupled with the other models. On the other hand, the proactive counter-
measures pursue torender an [oT system resistant to jamming attacks. More precisely, they
can effectively ‘address the models of constant jamming, deceptive jamming, and random
jamming., Also, they can be classified further into software and combined software-hardware
solutiens. The third protection model takes into consideration the energy consumption and
is an ‘appropriate solution for the reactive jamming attacks. In more detail, it operates
only if the IoT devices perceive a jamming attack. Also, as the previous model, it can be
categorized into software and coupled software-hardware solutions. Finally, the last model
utilizes mobile agents, which is able to be transferred to multiple IoT devices and attempt
to abort the jamming attacks. However, this model is characterized by high implementation
cost and complexity. Various countermeasures against jamming attacks are listed in [126—
130]. In [126] the authors provide a game theoretic approach to prevent jamming attacks.
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Specifically, this method is based on the Colonel Blotto game where a controller device can
hinder jamming attacks against the [oT devices. Similarly, in [127] the authors implement
a hierarchical game which mitigates the jamming attacks. Another Colonel Boloto game
against jamming attacks is presented in [128]. Accordingly, in [129] H. A. Bany Salameh et
al. pay their attention to proactive and reactive jamming attacks, providing a probabilistic
method which reduces the ratio of invalid cognitive radio transmissions. Finally, in [130]
Y.Chen et al. provide a deep reinforcement learning model which is devoted to saving power
and optimizing the transmission performance, thus mitigating the jamming a

7.2.12. Firewalls

A firewall is a protection system in the form of hardware or software which continuously
controls the network activities by using a set of predefined rules. These.systems have the
ability to monitor the network traffic at a number of levels, from low-level network packets
to application protocols packets. The choice of the level is determined by the desired fire-
wall access policy, which should, in turn, be defined by the security management and risk
assessment processes. More specifically, the firewalls can ‘be_categorized either by their op-
eration mode or by their placement. In the first case, the firewall can be classified into four
categories: (1) Packet filtering firewall, (2) Stateful inspection firewall, (3) Application-level
gateway and (4) Circuit-level gateway [74]. On the.other hand, different topologies can be
created depending on the risk assessment processes. A'firewall in an [oT environment can be
installed either in the IoT devices or in a central intermediate node which will be responsible
for the communication between the IoT deviees &nd the conventional ICT systems. Some
firewalls for the IoT are listed in [131, 132]#ln particular, in [131] the authors present a cen-
tralized firewall which operates in the context of an IDPS system, proving appropriate rules
based on the detected attacks. Accordingly, in [132], N. Gupta et al. provide a firewall for
[oT which utilizes a Raspberry”Pi device as a gateway as well as a cloud database, adopting
heuristic functions and signature rules.

7.2.13. Intrusion Detection and Prevention Systems

The IDPS systemsycomprise a set of protection mechanisms that aim to detect, record
and prevent potential threats in real-time. They can control information, which is generated
by multiple computing/resources, such as the system calls of OS or the network activities.
More specifically, as in the case of firewalls, these systems can be classified either by their
operationmodesor by their placement. In the first case, three types of IDPS are distin-
guished: (1) Signature-based IDPS, (2) Anomaly-based IDPS and (3) Specification-based
IDPS:.he opération of the signature-based IDPS is based on the comparison of the monitored
data with’a set of predetermined threat models called signatures. This approach presents
high accuracy rate, but cannot counter new types of threats and is characterized by a sig-
nificant storage cost. The anomaly-based IDPS attempt to identify possible anomalies by
using statistical models or machine learning techniques, such as Bayesian networks, genetic
algorithms and Markov chains. This method has the advantage to prevent new types of
threats, but typically presents high false positive rate and is characterized by important
computation cost. Finally, the third method analyzes the monitored data with a set of rules
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that determine the normal function of the system. As in the previous case, this approach
can detect unknown threats but in a dynamic environment such as the IoT, these rules may
change continuously or periodically. On the other side, as in the case of the firewall systems,
an IDPS can be installed either in the IoT nodes or in an intermediate node. Some IDPS
for the IoT are listed in [21, 131, 133-135]. In [131] the authors provide an IDPS system for
6LoWPAN-RPL networks which is able to detect sinkhole, sybil and selective forwarding
attacks utilizing a hybrid approach which combine signatures an anomaly-based miethod. In
[133] M. Surendar and A. Umamakeswari provide an IDPS which devoted to déteeting sink-
hole attacks adopting particular specifications. D. Midi et al. in [134] propose Kalis which
constitutes an IDPS capable of monitoring and controlling multiple comimunication proto-
cols, combining signature rules and anomaly detection processes. Finally, C::Cervantes et al.
in [135] presents INTI which performs reputation and trust mechanismssto-detect sinkhole
attacks. An analytical survey of IDPS systems in the context ofIoT is'listed in [21].

7.3. Countermeasures at the Support Layer

The security mechanisms at the support layer have to econtrel the unauthorized access,
the malicious insiders, the insecure software interfaces;’and the unknown risk profile threats.
First, it should be ensured that only legitimate userssand objects are able to utilize the
services and the data of the storing systems. Therefore, remote authentication systems,
access control mechanisms and a trust framework are'required. Also, secure programming
techniques, firewalls and IDPS systems aredmportant countermeasures as they can prevent
the data loss or leakage. Finally, concerning the;malicious insiders, possible security solutions
include the implementation of a specific.pelicy which involves stringent management and
security rules, the specification of notification processes and the requirement of transparency
into the overall information security and management processes [74].

7.4. Countermeasures at the Business Layer

The security mechanisms at the business layer have to ensure the protection of the soft-
ware applications and.the Operating System (OS) of the IoT devices and the user interfaces.
The main security threats of the software applications are due to the insecure programming.
Possible security<solutions for this issue include the utilization of a high-level programming
language, whieh autematically manages the memory issues. Some examples are Java, Python
and C#. Also, as in the support layer, the OS security should be enhanced by various se-
curity togls and"processes, such as access control and IDPS systems. A survey paper which
analyzes'and evaluates various authentication and access control systems for IoT is listed
in [20]=FEinally, management and education processes are very critical at this level, as they
can protect the users from social engineering techniques.

8. Discussion and Research Directions

In this paper, we aimed at providing a comprehensive analysis regarding the security
issues in [oT. Our goal was to provide a study which lists and evaluates the potential security
threats in IoT, identifies the possible vulnerabilities and limitations of the IoT protocols
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and finally proposes appropriate solutions. Firstly, we introduced the necessary security
requirements as well as the various challenges that in contrast to the traditional computing
systems can difficult and limit the efforts for deploying appropriate security countermeasures.
Next, by introducing a risk assessment model, we conducted a risk assessment, evaluating
qualitatively and quantitively the various security threats in IoT. Subsequently, we discussed
the possible countermeasures per layer. Specifically, in this section, we mainly focused
on the communication protocols, by analyzing and identifying their security features and
vulnerabilities.

Based on our risk assessment, the security threats at the perception layer cannot be con-
sidered as very crucial, as the risk level of the natural disasters and envirenmental threats is
low, while the risk of the human-caused physical attacks is medium. Insparticular, appropri-
ately designed infrastructures, as well as physical authentication and aceess.control systems,
are sufficient to prevent these threats. Nevertheless, it should/be noted that the impact
of these threats can be disastrous making possible tremendous health; economic and social
consequences. For instance, in the case of the smart grid, a, physical or a cyberattack can
generate severe issues even human losses. Therefore, we consider that the research efforts
in this field should focus on self-healing mechanisms, thus protecting critical locations and
systems. Specifically, based on the kind of emergency;\the self-healing mechanisms should
be able to either isolate critical systems and locations, thus ensuring their protection or
activate recovery and collaborating mechanisms*te mitigate the possible attacks. Of course,
these mechanisms should take into account/both/of physical and cyber threats.

Based on our risk assessment model, the most dangerous threats in the communication
layer are the jamming and MiTM attaeksw The jamming attacks threaten all the PHY
and MAC communication protocolss. whileythe MiTM attacks remain a critical threat for
all protocols, despite the existing encryption mechanisms. For instance, ZigBee, BLE, Lo-
RaWan and in some cases (e.g., malicious proxies) the application protocols (e.g., CoAP)
suffer from replay attacks. /The routing attacks, such as selective forwarding attacks, sybil
attacks, Hello Flood, sinkheles and wormholes are characterized as a medium threat, since
the routing protocols f(eig., RPL) and IDPS systems possess mechanisms to address them.
Finally, although the impact of the traffic analysis attacks is moderate, they are considered
as a medium threat, since"they can constitute the first step for other cyberattacks. Regard-
ing the jamming attacks, the game-theoretic approaches seem to be a promising solution
to model and address this kind of threats. Consequently, the research efforts can pay their
attention/to suéh”methods. According to the literature [126-128], hierarchical and Colonel
Bloto games can be adopted to hinder these attacks. Concerning, the MiTM attacks, a
cruciabsecurity issue which affects the safety of all communication protocols is the key man-
agement. Hence, the research efforts can focus to implement appropriate key management
protocols for the IoT communications. Another research direction capable of addressing the
MiTM and routing attacks is the firewall and IDPS systems. Although firewall constitutes a
crucial system for the overall security of an IoT network, we found only a few works in this
area [131, 132]. A firewall for the IoT should be able to be deployed in a distributed manner
without reducing the performance of the IoT network. It should include multiple agents
that will be able to inspect all the communication layers and identify possible critical states
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timely. Concerning the IDPS systems, it is clear that their presence is necessary for the se-
curity of the IoT networks. As in the case of the firewall systems, their function should not
hinder the efficiency of the IoT devices. Most of the current IDPS systems are characterized
by functional issues, since they affect either the storage capacity or the energy power of the
[oT devices. We consider that the specification-based IDPS that are deployed and devoted
to specific applications can overtake these issues. The Software Defined Networking (SDN)
technology can contribute significantly to this direction [136, 137]. In particular{"SDN pro-
vides virtualization and global visibility capabilities, making possible the genération of the
specification rules. Moreover, SDN enables the splitting of a network into individual parts,
thus making it easier to control the overall network.

At the support layer, the most critical threats are the malicious insiders,and the unau-
thorized access. Both of them can result in catastrophic consequences. Am.effective solution
against these attacks is the application of a stringent access control framework. In particu-
lar, the specific mechanism can be defined as the process which 'grants or denies particular
requests to obtain and use information or related computingsservices. In more detail, it
consists of three functions: (1) authentication of users or system-entities, (2) authorization
which determines the access privileges and (3) audit, shich constitutes an independent and
continuous analysis of system activities to ensure the“adequacy of the previous functions.
Based on these functions, the access control mechanisms can be classified into four cat-
egories: (1) Discretionary Access Control (DAE), (2)"Mandatory Access Control (MAC),
(3) Role-Based Access Control (RBAC) and (4)/Attribute-Based Access Control (ABAC).
Among these models, the most used is RBAG, which assigns specific roles to the data re-
questors with corresponding access permissions. However, we consider that this model is
inappropriate to identify the accesg.privileges of the IoT devices because they can change
roles continually depending on their function. On the other side, the ABAC model is more
flexible, possessing the capability toyidentify the access control rules depending on the at-
tributes of each device. Consequently, future research works can focus on the ABAC access
control models, taking intowconsideération the constraints of IoT. In [23], the authors provide
a comprehensive analysis andrresearch directions regarding the access control systems in
IoT. A promising appreach in this domain is the combination of the ABAC model with
the blockchain techuelogy [138-142]. Specifically, the smart contracts technology of the
Ethereum blogkchain [143] could be used to identify the potential access control rules, thus
including the benefits of the blockchain technology.

At the business layer, the most critical threat is the social engineering techniques, while
the buffer, overflow attacks and backdoors are less dangerous since the can be addressed
withsecure programming techniques. No countermeasure can prevent the social engineer-
ing attacks; nevertheless, anomaly detection and recovery mechanisms can mitigate them.
Consequently, the presence of the IDPS systems and the self-healing mechanisms is also
necessary at this level.

The various kinds of DoS attacks, rootkits and APTs present a high-risk level for all
layers. These threats cannot fully be prevented, especially in the case of APTs, where
the attackers have studied very carefully their actions. On the other side, the cryptana-
lytic attacks, botnets and spyware constitute threats of a medium level, since encryption
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mechanisms and antivirus software may be able to address them. The interconnected and
independent nature of IoT devices, as well as the heterogeneity of technologies, can generate
multiple unknown vulnerabilities that can be exploited by various attackers. Furthermore,
the hacking toolkits have largely been evolved where even a novice is able to achieve devas-
tating consequences. These situations demand the development of appropriate tools that can
monitor and control the IoT devices in a large scale manner. The System Information and
Event Management (SIEM) tools can provide this capability by integrating aggregation,
normalization and correlation services [144-146]. Usually, these tools consist of multiple
software packages that are responsible for various services, such as data colléction, intrusion
detection, availability checking and vulnerability scanning. For this reason, they were not in-
cluded in the ” Countermeasures” section. However, these systems havemot yet been adapted
to the world of IoT, not having the ability to process protocols. Therefore; adapting these
systems or creating new ones in the I environment is a major challenge.

9. Conclusions

The IoT is an emerging technology that has significantly attracted the interest both of
industry and academia. Despite the fact that it is still ‘at”an early age of development,
several applications have been implemented, such.as smart grid, smart home and smart
city. The use and evolution of this technologywdepend-mainly on the security aspect, since
now the security measures should control the actions both of users and objects. At the
same time, IoT generates new security challenges, since the IoT devices are characterized
by constrained computing resources, making.impossible the use of the conventional security
mechanisms. Furthermore, the multiple interconnections and heterogeneity of devices pro-
duce huge amounts of data that are difficult to manage. Therefore, the security analysis in
[oT is a critical need in order to take the appropriate measures.

In this paper, we conducted’a comprehensive security analysis of IoT, focusing our at-
tention on the possible thteats and the corresponding countermeasures. Once we identified
the security requirements and,challenges, we evaluate the possible threats by introducing a
risk assessment modely, For each threat, we determined its risk level utilizing three values:
(1) Low, (2) Mediumnand-(3) High. These values are characterized by specific quantitative
limits. Next, wé-determined the corresponding countermeasures, paying our attention to the
security mechanisms’of the IoT protocol. The protocols we examined are: IEEE 802.15.4,
ZigBee, Z#WaverBLE, LoRaWan, 6LoWPAN, RPL, TLS, DTLS and CoAP. For each proto-
col, we analyzed its security features and identified potential vulnerabilities and limitations.
Basedwon this analysis, we provide possible directions for future research work.

In‘\eur future work, we intend to exploit the benefits of the SDN technology in order
to provide an efficient hybrid IDPS system for specific IoT applications. The proposed
IDPS will be based on a cross-layer model of IoT [147] and combine anomaly detection
techniques with specification rules, thus detecting with high accuracy the possible cyberat-
tacks. Furthermore, appropriate visualization mechanisms will enhance the functionality of
IDPS, identifying possible cyberattacks patterns. Finally, we will study the integration of
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the proposed system in a STEM tool, such as AlienVault’s OSSIM [148] in order to optimize
its capabilities and prevent timely possible attacks.
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Table 10: Security Attributes of the IoT Communication Protocols.

Protocol

Confidentiality

Integrity

Availability

Authenticity

Protection against
Replay Attacks

Access Control

Vulnerabilities
or Limitations

IEEE 802.15.4

-It cannot protect

ACK messages

-It cannot implement

all keying models
-Inefficient access control
-Vulnerable against
jamming attacks

ZigBee

-Vulnerable against
replay attacks
-Vulnerable against
jamming attacks
-Inefficient access control
-Key management issues

Z-Wave

-Few vulnerabilities in
specific applications
-Vulnerable against
jamming attacks

BLE

-Vulnerable against
jamming attacks
-Vulnerable against
replay attacks

-Key management issues

LoRaWAN

-Vulnerable against
jamming attacks
-Vulnerable against
replay attacks

-Key management issues

6LoWPAN

It does not provide any
security measure

RPL

-Vulnerable against
network attacks

TLS

Heavy for IoT
applications
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ACCEPTED MANUSCRIPT

DTLS

CoAP

via DTLS via DTLS

Various limitations
for ToT applications

It depends only on DTLS




