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Mepi Anuyn

Kabwg n Kolvwvia pag €&aptdtal o€ HMEY QA
(Evépyel a, Yyei a, OL Kovopi a, K. ATT. ), oaTal
AVOoegwv Yyl o Tnv €yKaoalpn ovixvevon Kol TpoANnuy

TexvoAoyl wv MNMArEgo@gmpivawy i ( TMNE) . Akptit BEart
KATAAANAN €yKal pn omoéKkKplL on o€ KuLuPepvoeTml Q¢
ME ONPMAVTII KA Kivntpa Kal ovyPgnAn xpnpatoooTnc
OmoO TI ¢ TIO EUVAAWTECOOUEPV TMTIWWEIN (T XK PpE HL AW

MAEYPHaAa 1 O0i KTULoO, KaBwg miLOBaveEg duoAelToUupy
KaotToaoTdoel C, OMWC AMWAEL €¢ avOpwmt vwov (wdv
TNG NAEKTPILKNAC €VEPYEL OC, KoB wlko Kéng v movoof alp
EVEPYELAKO Oi KTuLvO amoTtTeAcei TO VEO TEYXVOAO
EVEPYEL OC, MapEXOVTOAC KaAO0TEpPN oL axei piL|ol
HMeEyoaALTepn al&lromiotia KabBw¢ Kal SuvaToTnNrE
TeEXVOAOyi ool € UETTAPE®E D ai OV C puvBpuovc, Ta K|V
aovavovrtal avitiotolxa. Qotdoco, 0l TPEXOULO
T1 C duvaToTINTEC TNC availvong KOl OTITI K0T

TauvTOXpoVva 0€ev mTapéE Xouvv D1 BDV K 0OOTi0EICY € O W A
EMI BETI KEG eVEPYELEC, Ol oOomoieg Ba ATAV K/p
To e€peuvvntl KO -DPAY-20462Q1)d BecureZa@dPivatE smArt gRid
(SPEAR), 10 omoio ouvvitovi{etdovdmd& TtwdIAMJV €
oToxXeULEI oTnNnVvV ULVLAOTOIinon KOTAAANAWVY AUOCE WV
di KkTuvo, ceotTi1 aloviog¢ o0& KaAalvoTtTopecg O1 adl KGo
AvaAluTlL KOTEpPpOQ, ToO Tmpoypappa SPEAR €1 ocdyeil
ETMI MeEBMw@Pa i (oviag TI ¢ OVAYKEC TNC €UdTL OT[€
TNg d1abBegocl potTnNITag TWVv O0€d0PYEVWY KOOI T WV |V
el val n UVUAoToinon €vog SU0TNHNUOT O Al axeli g
(System Information Event Managemiers | EM) To0 omoi o -S8IEMpdal et al
K al CTOXEeEUEI cTnv oavailuvon Kol otn PBEATI Ot
avixvebvovtoag Tl OBava mpoOTULUTA ATEL AWV KAl gv
To devtepo emimedo, €011 GGeepyqui agode dglp

K al BEoTMI ONg €VEPYEILI WV, ol omoi e€¢ 6Ba duvVa
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01 adl Kaoi €¢. To CUYKEKPI HEVO mAai o1 o oV}
Framework (SPEAFF RF) Kat1t 6a mepl AapuBAadvel KOOI VOTOME

€ TIETUIED WV , omwg Tmayi de¢ €1 o0BoAwv (honeyplot
eEvepyelako di ktvo. Teé€Aog, TOo TpitTo emimedlo
HMeETOa&EUL mMapoéxwv Kal Ol avVoOdNnNCg €véEpyelag oTn
MTANPOoO@OP!l WV YyI ae lOET N@Oaw Kwpa@dyv ox wp o . U0
OPX!I TEKTOVI KR TOU Tpoypapuatog SPEAR €011 |G
MTAOl ci ov OmMO €10l pieg¢ MAPOXNC KAl dlL avoung
ETIL XEL PNOEL C, MTAVETI CTNHUI ME CCEIPEECL Y BT K & 1 PKIE
NPl ouLPYWVIOC Kal ETI KUPWVOVTIOC TapaAAnAiia

aoc@eaAlel ac TOoU ¢uvumvou EVEPYELAKODU ot ktulo

EQAPUOY WV .




Abstract

As our society is becoming increasingly dependent on Critical Infidste (Cl), new
technologies are needed to increase our detection and response capabilities. Detecting
and responding to cyberattacks by a highly motivated, skilled anduwneléd attacker

has been proven highly challenging. One of the most vulneratllaighimpact Cl is

the smart grid since the collapse of an energy production utility may cause human lives,
millions of euros, denial of a very important and common good such as energy and days
or even months of recovering. Smart Grid is consideredeasgktgeneration power
system, which promises sdiealing, resilience, sustainability and efficiency to the
energy Cl. As the smart grid paradigm is reaching every house and building, the
potential of attracting cybeattackers towards getting acces#® underlying systems

and networks is getting larger. Most of the present security solutions neglect the added
value thathigre f f i ci ency analytics and visuali sat
grid arsenal, while underestimate the traffebetweenthe forensic effectiveness user
privacy.

The H2026DS-07-20162017 Secure and PrivatE smArt gRid (SPEAR) project, which

is coordinated by the University of Western Macedonia, comes to provide effective
solutions in detecting, responding and taking coundesures against advanced cyber
threats and attacks targeted to modern smart grids. SPEAR proposes-t&erthree
platform, where each part has different yet complementary role. Thadirbuilds an
advanced alin-one, Security Information and Event Maeaent (SIEM) tool, called
SPEAR SIEM. The secorikr intends to provide a rigorous forensic framework, called
SPEAR Forensic Readiness Framework (SPHEAF), able to collect necessary
information from the smart grid systems directly from the SPEAR SIBM. t
Innovative techniques are employed behind the implementation of the SPERR

such as the design and the deployment of Advanced Metering Infrastructure (AMI)
honeypots, for attracting attackers and capturing the necessary attacks traces and the
implementation of an effective privagyeserving framework. SPEAR goes beyond by
inaugurating an anonymous and secure communication channel between all energy
operators in EU in the thirder. An EUwide collaborative framework is introduced

that will fosterSituational Awareness (SA) by forming a common and robust defence

line against threats and attacks, while validating the SPEAR architecture in four realistic
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and rigorous use cases, where power plants, energy operators, energy stakeholders,
universities ad Small and Mediursized Enterprises (SMEs) will cooperate to

demonstrate the SPEAR platform.
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1.El cay wy R

SNMEQAXPNON TWV €EUMVWY OULOKEULWVY KOI TOULU (01
0 TOAAEC TMTULUXEC THce KWBNWeEPMEPHYE Y A WA . KAV o
EVKOAOTEOmQTEAWVTACE Tn PBdon yira Tnv AaVATTU
avaBdaOui on Kpi ol pgwv (LEBoydEayEivid YTONIEO UK .@ 1, V V. iADIC
AUuIT n paydai o T €gXivvoohio yOoK@|OERESE éokd g a pi € ¢. Tla
TeAdevtaia xpovia €xouv 1L e&axbeli MOAANQTIA €
KOl VWVI KA Kal [HolapdXxo oUWV, Tpapl v omo difa

Ol adl KTuvaKn emiBeon dev OHaopymou@puwaa vva ( X

Kabwg¢g n Kolvwviao pog €&aptdatal oeg MHeEYAAD
amal Te€i Tal n avamtuvén VvVEWV TEXVOAOYI KOV |1
mpoANnNYn dNnitnNUATWY aoc@dadAel a¢ OTO0OV TOMWEQ [ (&

Enmi kKol vidvi.acAk(pTiMBé oTtepa, n avixvevon Kal n
o KuBepvoemi BEogel ¢, EL L KOTEPA aATO TNV E|C
oynAn xXpnuaoatodotTnaon, OATMOTEAET OonNnUOAVTIILI KA TP
Mia amoé T1 ¢ TILO €VAANWTEC TMEPITMNUWDEY L1 KW ol |
MTAEYy PQ NTodi eEvavo EveEpPpYyEel ako 0i KTUvLO (ES$G
MTAOPOOOOCI OK@OWAERT EITKIOO TENVPEI PLYOEUI ONCY | @ oywn P O 1)
NAEKTPIL KRG EVEPYEJDXTIKAIOV IKQ D TROE@U OV KOT E
MTOPOYyWYMHUOI PAMNIKMWA, €AeEYyXO0 1TNnN¢ nAcTeat @SKGNHC gV

XoNolL pgomol €i Kal voTopa mpoil OVTaO K Ol vmtn@e
mapakoAolOnong, cQeéygoOULOLVEOMEEKOTMREPWOYEtnong ot
Gpeon OV O@QTEOKBPOIAETQIONMCA € KT PL KN.ETOXOQYy To0o0OC ESG
Eivalr va mapexel aflrtomlotTiaoa PEOW TNC TAPOAKC
OTMOTEAECHPHATI KOTNTO OTn Ol1Laxeipl dlmpoRaga €vdgp
auvTa, efal1Tiaoag¢ 1Tng pPewOEmMme ! KXo AMukbdoqw gao 6 | o
duvoAel TOLpPYieg pMPmMmOpPpOLVYV VA o0dnNnynoouv o0& KPp
avepwmt vVwvy (wwv, aduvvapdia mpoOocPaocng KOl X
KoBbwg Kal ocoPBapécg [BI kDpowe kpg wemIOET waeol G Ti

ooc@ale EBGKOM@UL GVTI JEDWHI DUOUYI Gl pa onpei al ¢
MpEMEIyKWMA aoTabo0yY TIL o mponyuEVEKO TEXNA K E ¢

OLVUTO avVoAauPBadveSPEAR apX! TEKTOVI KN
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TNV aKoOAouvubmpaypanoa@l Paaigp ¥1 DEE TEWI KN

AEIl TECHAEAVYVI @WYV TPWTWV &VNAEEi OELOTQPUAEVEQY E L G
Emel 10, Ba akKoAovbOnoel ML a av oSPBARK &1 Tap ¢
ML a cbvviTopuncCcaoaeQ@@EPpayetrt oafloAodoynon tng. 22U
ocuveEloeoOpPaG Kal TO e€Tmimedo KOOI VOTOMI ag T

MTAAT@Q@OpPPMOAOCG Yyl O TNV aoc@dArel a TwWV €EUTV WV €

2NMpokKANnoel ¢ aoceaAeiag¢ yir o tTa

H OTPEK T 0V I KBEPG Eiolce 1 Ol aQopeETI KA emi me da
ETI KOl VWVI 0CKa§ EOgxO @ Qoo h O0PE@M | K 00T X1 KT
dLaxekpnwnovoi a, Eva €&fumvo evepyel ako i
KEVTIpa eAlAéeéyxouvxoKaoRepkkaoappPppvenéygd SCADA, o
L axei prong eveEpPpyel acmuMEMS) wrval( HMI § Ta @&¢
el val Eva Oi KTLvVOoO E€TIKOI VWV O0C¢ EVTOC TOU
VITOCULOTAMUMOTO, TO OoVOTNMA OIWEEN KA CHICA X VIEM
ot avopuneg (DMS) . MpokKel TAal yla €va ocLOTNMC

Aoyl opdl KoUO. To SCADA mepit AapyBdver dPdlLa KULP
TomoBetTei Tal o€ KEVIPILKNR BE£€on. Mept AapyPa
TRNEQWVI KN ypaupn, padi 6 pwv o, KaAwdl o N
OTMOMYOKPULULOWEIWVKAG TERTU) 1 mpoypapypailPLEoépuevou
MTouv ToTMmodedonepguou . T UE Pl & P& QOERIBY OV a1
nYmo d ofuprio n y@uMEVEp n @& Al Y - (AdvancedMetering Infrastructure-

AMI).HY N Me i val vmevOBULYVNI NWVEG AD gINNEKIEXEWIYy,aoi a

0€d0 € vouxve T olua umoapI a KIDEA o U B naon TNGE PONRC €V E(
>TO0 SRQqpavdr aleTtal N OCEWO®X! KIE VAT ERWTEP
Ol KTOOUL, TMePlLAAPPBavovIag Tpia Baocl K& vToOo
1. O3g 36 Oiciilsdezedy d mMoivate ®¥Bvuuob ylia TNV €V
MTANPO@OPNON KOAIT OWEWUIY MKUK.O O Vaovo ot nua
VTTO CENMPErinlv OVETTULUYMEVTD mTapay wyn, METO
EVEPYEUMVC, AOVETTULY MEVN METpPpNnon, TAapOKO

EVEPYEILOAC KOAI TIC OVEMTUYMEVEC TEXVOAO
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2. 03g 36 Ui GUdeto petdoe Uoy =dydo v TNREELOO LEVCO
Ol axeikmunongAeéyyxou TNC¢ EVEPYEL OC, b E
EVveEpPpYyeElakng amodoaoncg, TWV XapakKTtnpl ot
KOOTOULUC KOOI TOV €£€Ag€yXO0 TWV EKTMOPMTWV.

3.03g 36 0i0Udab Wmoid BUGd bdghwi vataE V6 DR OX P N
TOULU Ol KTOGOobag wpoéomi BaveéEéEg PAGPecC, Kab g
aooc@eaiei acg.
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Ta dedopeva TOWI! OUEETDUWE PG WMWEIPL € X 0L V eval

MAnNpo@opi e, aUIPOTME@ITEQOVT v, OFETODNE WEA TKIi KWK

TNV OTMOTEAEOCHUOATI KOT N TUOTOOK QUEANTTMavp OO KTEQD Oyl E0YT ONVT
0TI VTTAPXEL Eva emnmimedo aoc@edadAel ag¢ Kal €
CLOKeEMEW €i val OPKETOHIi ynaoweapdadl GOQPUAIl T WV
EEumva evepVyYEYmKIGD adubepgiéu KIGGITTO A U TTA GCK OTT WL O

O KT UWIOWA € ¢ opwPBaNidpymiodava ongai @d.coMododov
EYTEPL OTOATWPEVYVN €pEULVA Yyl a HOVTEMNMoveErTul 6€ 0
ESG mapovol[fil edau v ommouiat € KSPEAROC K @ X € VCET N Vv

OVi xXvevon R@wyTOG&wpw@mwmyVv KUBepvoxwpo HPE T
TEXVOAOY!l WV K O 1 uvaToTNT WV, MTapeéxovrta
OTMOTEAEOCUATI KEC AUVOEL ¢ a0 @OONEP vt NgpiTea € & v T
SP80053[5]k a1 NI SB2[@&,P BEOYp! oT1T1l yuneg dev € XEl

OXE€TIKIGE HEVVKAXIOTMITE COOULVOAMPI €EC Twv €EULTV WV
evépyelag o&g ecHpmyuatl K GPREARMIOKITK A O Pe1 aULTO
yvoong moEiE Xga tn duvaToTHhmnadewpe orygQagiuio @
XxXpnon o€ dWBKQOQOGTIOWK adoe@pag €10l TNV alorm

€EE LTV WV €V EPYOEEl QOKAGWV TN VK TBLGWpVO T N .

BApX!lI T ¢ BREAR | K N1
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CUAAEYyOUAPEOTNTO VPUOKDlI @ODoT i a, Ol afr
TOLTOXpPOVA TIC MPOOCWTI[REC TANPpo@opi e [T
T Epappoyn VNS OV VY WPHOoHE VRIwVO A EO® pY €1 alK
cToxelvoOvVTOC EOMMMVOTW@WEaNWg@mMVaAAayrn eevai ofn
MTANPOPEEITOK AO peE TeEPlL OTOATI KA €M1 B€ 0wy |0o
T Evduvvdadpwon Tng¢g OouveEpPpyaoiag peE evpwmai KO
O0CQPAAEl ACTIP O@WATOTIQ iIfn @MUY X AV 1 K € C OMadEC
EKMETAAAEVERNE Py OUKWDWV .

T Anprovpyia aoavx@ayEWMP@TI K@Y govT EAV YI|d

EQAPUOCUEV WV EPpyarei wv O0@AANEL O( o€ D O
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(System Information Event Manageme®@ | EM) tTo0 omoi o -SIEMp &l et al

To devVtepo emimedo, €011 Glel O0T1TnNnV LAOTOI njo
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01l adl Kaoi €¢. To CUYKEKPI HEVO mAai o1 o oV}

Framework (SPEAFF RF) Kat1t 6a mepl AapuBAavel KOOI VOTOME
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ETI TI 0Ly MO,y i @ TWQOTOPRONINPWE VYIEPFEOD AKHPUL BV K T
EiTeE €0wWTepPl KA O0TA KEVIPI KA .OCUWGENMIPKLAT O 0€ AEPY
EMi mMme do amoaiE@ed O KV AA WY AC@AAEL OC, OCULOTAO]E C
0 a Xapoaktnpi ovtal WC SPEAR C yOHE); Hygijlel
Baol (6turpvN & E @V IGRP on KEaWDO@TO €vToaTl KEC OOKI
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OCULVLAAEKTIBPAC ¢eTva oxdrRIT@ME® To0o GTMpT e ioatoi o €i v
eEEOMAlL OpeEvoO b E OAYy Quprl Boprocowo QO Vv B a@ o ykeaitpdl o Qv
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