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Vulnerable Protocols, APTs
O SPEAR Solutions: tntrusion Detection, Privacy Protection, Cybersecurity Training

O Cybersecurity Challenges: DDoS, privacy breaches, Unauthorised Access,

U Cascading Effects: Power outage, brownouts, Cls disasters

O Legacy Systems: SCADA/ICS
U Smart Technologies: 10T, AMI




SPEAR Layers

3-Layer Architecture
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SPEAR SIEM SPEAR FRF SPEAR CHF
AlienVault OSSIM SPEAR Forensic Repository SPEAR RI
SPEAR SIEM Basis AMI Honeypots

BDAC Honeypot Manager
VIDS
GTM,

Message Bus



SPEAR Architecture
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AlienVault OSSIM: Signature-based detection; SPEAR complements AlienVault OSSIM with anomaly based
detection, visual analytics, reputation/trust calculation mechanisms.

SPEAR SIEM Basis: SPEAR SIEM Basis feeds the other SPEAR SIEM components with the necessary data for
detecting intrusions/anomalies and computing the reputation value of each asset.

Message Bus: Communication system of SPEAR SIEM.
BDAC: Anomaly-based detection system using ML/DL techniques.
VIDS: Main dashboard of SPEAR SIEM; visual analytics for detecting anomalies.

GTM: Calculates the reputation/trust value of each asset based on the relevant security events.




SPEAR SIEM Basis & Message Bus
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BDAC

Second Layer of SPEAR SIEM

Training
Module

Data ReceivingModule
Receives from DAPS the preprocessed smart grid data that will be

used for the detection processes.

Self-Training Module

Implements the training processes and extracts ML/DL-

based models that detect possible attacks based on TCP/IP
network flows, Application-Layer protocols data, operational

data and honeypot data.

BDAC Analysis Engine

It takes the decisions about the possible security events based
on the ML/DL-models extracted by the Training Module.

SecurityEvent Extraction Module

Extracts and pushes the security Events to the Message Bus
component

Data Receiving
Module

BDAC Analysis

~a
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Security Event

Intrusion Detection Models: They detect specific types of

cyberattacks

Anomaly Detection Models: They detect only anomalies,

they cannot detect specific type of anomalies
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& Visual Analytics

Dashboard
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o MNetwork | . Reputation

Asset Name IPaddress ' ID . Reptﬁaﬁun' Change '
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GTM

Fourth Layer of SPEAR SIEM

s~ Fuzzy Logic Core

I Quantifies the incoming anomalous event using Fuzzy
Logic and by taking into consideration five different
variables: (e.g., asset value, event risk, priority and
reliability).

/ , Fuzzy Logic Reputation Reduction System

Decreases the reputation value for every asset by taking
into consideration the quantified value and the time
interval from the previous reputation degradation until
the production of the updated reputation value.

, Fuzzy Logic Reputation Update System

Updates the reputation value for every asset by taking
into consideration the previous reputation value and the
time interval from the previous reputation degradation
until the production of the updated reputation value.



SPEAR FR: Aggregates the necessary forensic evidence data.

Honeypot Manager: Calculates and deploy the appropriate number of honeypots based on a

game theory-based strategy.

RTU Honeypot: Master-Client Honeypot supporting multiple honeypots.
NeuralPot: A DNN Modbus Honeypot.




SPEAR FR

Aggregation of Forensic Evidence Data
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Honeypot Manager -Game Theory

Intelligence (GTI)

Calculation of the Appropriate Number of Honeypots

Where:

(9*,1\/*,([)*) = {

Input
N_r: Number of real connected devices, N_max: Maximum number of
connected devices and honeypots that can be deployed in an infrastructure

in terms of computing resources, a: attacker’s weights, d: defender’s weights

[

dy + dy + 2d3Nyay — 2d3N;

2d;N, — d,
2d;

2dsN, —d,
2d,
ZdSNI‘ - d4
g 20alVe = da
(0,0,0),1 2d, <0
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(0, ,0),if0 <

, Naxo 1>,if0 < 2d, < Nmax
(a; +ax)(dy +dy)

2d;
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2ds
A, elsewhere

< 0anda; > as,

Defender Utility

Output

a) Number of honeypots to be deployed, b) Number of real

devices to be disconnected

Simulation Parameters:

[ Nr =3, Nmax =10
20000 random solutions
] al=0.366,a2=0.103, a3 =

When NA does not exist 0.001
2 m d1=0.1,d2=0.744,d3 =0.941,
max y = -10! 1 -
NyN; d4=0.04
Results:

Co:dyNy — dyNy — d3(Ny — N )2—dy(Ny + Ny) =y,
Ca:—d3(Ny — N)2—dy(Ny + Ny) = y,
Cq.: N’l: N2 :2 D

N, = 6N

N=10,6=0.744

N, = (1—6)N 00



Honeypot Manager - Deployer

Management of Honeypots’ lifecycle

Honeypots as Virtual Machines

It handles the lifecycle of the virtual machines in which
the honeypots will be deployed. (Each AMI honeypot
deployed in separate VM).

Honeypot Lifecycle

It handles the lifecycle of the honeypots to be deployed
as security mechanism in the smart grid infrastructure.

Gateway between SPEAR SIEM and Honeypots

It acts as a gateway between the SPEAR SIEM and the
honeypots, by enabling the exchange of log data from the
honeypots to the SPEAR SIEM.

Honeypot Manager - Deployer
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VBox Server
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Virtual Machine

AMI Honeypot

| | Virtual Machine

‘ | AMI Honeypot

| | Virtual Machine |
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RTU Honeypot

Master-Client Honeypot supporting multiple honeypots

RTU Honeypot

Conpot

Cowrie

1 Iy L -

IEC 61850

RTU honeypot
Manager

Integration of Existing Honeypots
Conpot, Cowrie, IEC 61850 Server

RTU Emulation

It can operate as master and slave such as a real RTU

Multiple Protocols
Modbus, IEC 61850, IEC 60870-5-104, DNP3



NeuralPot

A DNN Modbus Honeypot

Data Preprocessing

Responsible for analyzing the Modbus/TCP
network traffic (PCAP) and training GAN

GAN

Responsible for generating values (Modbus

Payload) based on the training process (PCAP).

Conpot
GAN is incorporated into Conpot. The values
generated by GAN are enclosed into Modbus

packets transmitted by Conpot.

Data Preprocessing
and Training

Modbus
Response
Packets

LS

010101

MOdbus 011010
Network Traffic 011100
I”‘—--“.‘b\\
4 A
] 010101 ) Modb
\ 011010 us
\ ! Request
5 011100 ’,’ Packets
S .

—————— h
010101
011010
011100

. Vi - Max Scaler—hé

Training
Dataset

Configuration File
with Addresses

GAN

F——Training

Conpot




NeuralPot GAN

A DNN Modbus Honeypot

Input Module

Input noise given to the Generator to produce the
emulated data. The random noise is created using the
normal distribution with mean p = 0 and a standard

deviation of o0 = 1.

Generator

Produce an output that identical to the real data.
Seven layers; Binary cross-entropy loss function;

Adam Optimizer

Discriminator

Classifying real data, originating from the input
dataset and the generated data originating from

Generator

Input
Module

Data '
»'

Generator
Mode

Real Controller

L

Dense  LeakyRelu Dense
Layer Layer Layer
00, 256) (256, 256) (256, 512)

LeakyRelu
Layer
(512, 512)

Layer Layer Layer

Dense LeakyRelu  Dense
(512, 1024) (1024, 1024) (1024, M)

Data

' » Discriminator

Generated
Controller

Discriminator
Mode

Dense  LeakyRelu Dropout Dense LeakyRelu Dropout Dense LeakyRelu Dense
Layer Layer Layer Layer Layer Layer Layer Layer Layer
M, 1024) (1024, 1024) (1024, 1024) (1024, 512) (512, 512) (512, 512) (512, 256) (256, 256) (256, 1)

)




SPEAR RI: SPEAR intends to contribute to improving the situational awareness by creating and maintaining a
repository of SG incidents. The rationale behind the creation of this repository is to broadcast, inform and
exchange critical information about cyberattack incidents in SGs across Europe. The SPEAR Repository of
Incidents (SPEAR-RI) will develop the idea of utilising a network of trust where sensitive information is

exchanged between institutes. It will form an anonymous repository using group signature and k-anonymity
technology in sharing information. SG organisations across Europe will able to broadcast sensitive
information in an anonymous way without exposing the reputation of the organisation. The advantages of
the SPEAR-RI are the exchange of real-time security data and analysis, the circulation of best
countermeasures practices, the comparison of various security solutions both from a technical and
operational viewpoint and the ability to establish an open dialogue amongst anonymous peers who represent
SG organisations (e.g., power plants) across Europe.




SPEAR RI

Anonymous Repository of Incidents

Event Message Bus

SPEAR
SIEM

Message

subscription

bus client

Analysis
result

SIEM events
(filtered)
+
Anonymised

TManuaI

Feed after

anonymisation

Dynamic
anonymisation

‘ event

MISP GUI

‘ Forensics

(event edit)

SPEARRI event

\ template

Organisation
MISP

Al-based detected
BDAC and VIDS
events will be the most
interesting to share.

Anonymisation
configuration
GUI

Delegated

Community
MISPs

Use of Delegation feature of MISP Tool:
Organisation delegates to SPEAR the publication
of incidents. Incidents published only to
Community of trust.

Control the iterative disclosure of anonymised
events -> Need to define dynamic anonymisation
technique (K-anonymity, t-closeness, etc.
combination).

Balance privacy/secrecy (victim identity) with
security (usefulness of information sharing).



Thank You & Q/A

Contact us

SR Thank You

https://www.spear2020.eu/
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