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A Solution for Threat Huntidging Dat#&nalysis in Critical Infrastructures

A Strategic honeypot development

A Honeypot data analysis

/ The existing countermeasures are not certified dynamically, ensuring their sufficiency,
7

TRUSTY :

Introduction

Industrial Internet of Things and Smart EPES SDN-pSense

In the era of hypeconnected digital economies, the smart technologies play a
vital role in the operation of the electrical grid, transforming it into a new
paradigm.

Legacy Systems

The presence of legacy systems, such as ICS/SCADA remains a crucial issue, raising
multiple threats and vulnerabilities.

Insecure Communication Protocols

Both smart and legacy EPES assets use insecure communication protocols like
Modbus,EtherCATIEC 60878-104, etc. that do not comprise essential
authentication and authorization mechanisms.

Existing Countermeasures

Despite the effectiveness of existing cybersecurity solutions they cannot mitigate
coordinated EPES cyberattacks, such as Advanced Persistent Threats (APTS)

Lack of Standardization & Certification Activities

*

A Aweb-basedhoneypotanalyser
A UOWM Honeypot Dataset
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Honeypots

Previous works related to detecting intrusions against healthcare ecosystems
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Related Work
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/‘ R. K. Shrivastava et al.
’/ Attack detection and forensics using

H2020 SPEAR /‘ P.Diamantoulakist al.
’/ Gametheoretic honeypot deployment in
honeypot iniot environment- 2019

NeuralPot RTU Honeypot _
smartgrid- 2020

a

/‘ S Gokhale et al. T H2020 SDMhicroSENSE /‘ A. Tiwari and D. Kumar
b Industrial control systems honeypot: A .g Modbus Honeypot, IEC 608%€L04 ’/ Comparitivestudy of various honeypot tools
formal analysis afonpot - 2020 Honeypot and IEC 61850 Honeypot on the basis of their classificatiorféatures-
2020

/ A T|w§r| etal _ H2020ELECTRON /‘ S Manchekaet al.
P Comparitivestudy of various honeypot tools X Application of honeypot in cloud security: A

on the basis of their classificatiorféatures Honeypot as a Servidd4a$ review- 2018
-2020

IEEECSR0201
Virtual Conference // 288 July, 2021




Contributions

Honeypot Data Analysis FourMain Gontributions

Network flow statistics, geolocation
information, applicatiodayer data

Web-based Honeypot Analyser

We provide a welbased honeypot data

analysis platform called TRUSTY, capable of
FyFfeaAay3a 0KS K2ySeLlRdaq
It provides geolocation information,

network layer information (e.g., network
flows),applicationlayerinformation (e.g.,

function codes, unit identifiers) and risk

estimation per network flow.

Strategic Honeypot Deployment

2SS Y2RSt (KS K2ySeLRr
a Cl as a MAB problem, which is solved via
TS, considering the costs and the benefits

H#TRUSTY
of the defender and the potential

cyberattackers UOWM Honeypot Dataset

A Ahoneypot dataset is provided publicly, including the
network traffic and logs from multiple industrial honeypots,
such agConpotand Dionaea.

A Thisdataset can be utilised for intrusion detection processes,
comprising network flows statistics related to
Modbus/Transmission Control Protocol (TCP), IEC &B870
104, BACnet, Message Queuing Telemetry Transport (MQTT)
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Strategic Honeypot Development

TABLE I: Notation

Notation | Explanation
N The maximum number of the real EPES assets and
max honeypots that can be simultaneously connected.
N The number of the real EPES assets and honeypots that are
connected.
o The benefit of the attacker for each attack against a
! real EPES asset.
a2 The cost of the attacker for each attack against a honeypot.
The cost of the attacker for each attack against any
a3 machine (honeypot or not).
d The benefit of the defender for each attack against a
t honeypot.
d The cost of the defender for each attack against a real
2 EPES asset.
ds The cost of the defender for each real EPES asset which is
) replaced by a honeypot.
dy The cost of the defender as NV increases.
Ualt] The utility of the Attacker at the time interval ¢.
Upli] The utility of the Defender at the time interval ¢.
0 The ratio of NV utilised by honeypots.

IEEE

Multi-Armed Bandit
Approach

Attacker & Defender Modeling
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Strategic Honeypot Development

Algorithm 1: TRUSTY Honeypot Deployment

Multi-Armed Bandit Approach

Basedn the security events received by the Suricata our goal is to set the
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interval t can be expressed as a MAB problem, where exploitation intends to
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to discover more information for the Attacker in terms of Equation 4.

T RUST Y plays the role of the gambler and the various values of theta represent
the slot machines. To solve the MAB problem, we adopbtheb DNB&IR €
where we commonly select that mean of theta providing the maximum value
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end

Data: N,,,.. N, UD_Matriz, sum_6_Matriz,

mean_#_Matriz, max_mean,
securityEventCounter, ay, as, az, di, da, ds, dy

Result: Bselecied

size_0_Matriz = [|, UD_Matriz = [],
sum_0_Matriz = |, mean_6_Matriz = [],
securityEventCounter = 0, maz_mean = 0, Osepecteq
=0, a1, as, as, di, d2, d3, dy = init();

while True do

Receive a security event;
securityEventCounter = securityEventCounter +1;
max_mean = 0;
p = random number in [0,1];
if p < e then
Bcclectea = random integer number in [1, NJ;
UD_Matriz(f] = dy Y | 25245, ; —
dp YN HESDi gy —dy N TSR g N
sum_0_Matriz[f] = sum_8_Matriz(6] +
UD_Matriz[6];

mean_0_Matriz = sum_60_M atrim[ﬂ] /

NI sBuioBeiconiieS OdzNA U8 SOSyd Ay i
en
else p PN p . ~ A p . ~
AMYioro«U@Nby1S9d U RAFFSNBY U O  dzS
UD_Matriz(f] = dy Y1 *52% 54, —
ds le l+g”"'s_4__at - d:’,Zf\’:l 1+;D'i —
dﬁp‘\r;
sum_60_M atw‘im[ﬁ] = sum_#_M atw‘-ia:[ﬂ] +
UD_Matriz[f);
mean_0_Matriz = sum_0_Matriz[d] /
securilyEventCounte,r; R R R R
LJINR iSmkard 8 Motz [l] 2 masSmeaptienS NB 2 0 K S NJ ¢
maz_mean = mean_0_Matriz|6];
gseiected =40,
end
end
end
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TRUSTY: Wdiased Honeypot Analyser

TwoMain Components

,~~>< Honeypot Sensors

____________ r——_—r_—__—__—__—__—__—__—__—__—__—__—__—__—__—__—__—__—__—__—__—__—__—__—__—_,___:_ | ’\ v \, A Virtualmachineshostigthe honeypot applications (&onpotand ()
r | | @H"“e"’"“t sensor H°f§;f°'L_-_J AN / Dionaea as well as external tools Tikeark CICFlowMeteScapyand
| | ' Metwork = ~=7 Suicata
I Visualization | I traffic I : |
: Engine | | L | A ProtocolsModbus, IEC 60878104, BACnet anBtherNetIPand
| | | o MQTT
i I | | o SURICATA | L A RiskEstimatiorper CICFlowMeter Network Flew
I : | capy S_»urictata : I :
(. | signature etwork Flow . .
'8 | security Events | | ! slerts sotstcs k| || Risk = log(nPackets) + log(nBytes) + log(duration + 1)
1A Database : : \ calculation : : | (6)
I'g -
'3 = ! i ' 1 ~—~_ Honeypot Analyser Server
s | ! I N ] .
& | | ilebeats . A R \ A Three modules: (a) Traffic Aggregator, b) Security Events Database and
'8 o | ! — [INETEEAN y (c) VisualisatiofEngine
: < Aggizg;m —— e ~—7 A TheTrafficAggregatorelies onLogstastand is responsible for
::O: = | TiSchannel receiving data from multiple honeypots applications

———————————— ! A Security Events DatabassesHasticsearcln order to storehonepot
related security events
A Visualization EnginesesKibanaand is responsible for presenting the
data through interactiveisualisationgn a webbased environment.
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TRUSTY: Wdiased Honeypot Analyser

A Webbased application using Kibana

Please select pcap file:

Browse... No file selected.
. Hostname:
T H U S T Application Layer Protocol:
Modbus _‘

Modbus
IEC-104

MOTT
EniP
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Evaluation

Evaluation Methodology

Honeypot Data
Honeypot Collection
Deployment

Evaluation Results
_ Strategic Honeypot PDF of UD[{]

H wn T O s v T '?‘\ ’,'\’YG "Yl'j
_ Modbus/TCP, IEC Honeypot Data DevelopzmenE:j/alu;;m 6 ODO 1 OREe T
608705-104, MQTT, Analysis al(;; (;j& g’l ’
C t and : , 4, e=U.
onpot an BACnet and Suricata and
Dionaea EtherNetIP Shodan
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USA and Netherlands are popular choices
\\ fordeployingbots. This is also validated by the
| alertsgenerated by Suricata osach honeypot
_’ sensor. Countries suas Russiand China are
ranked third and fourth respectively.

v

| sessionsThis isa strong indication related to
7 reconnaissance cyberattacks

Protocol Collected Data

MQTT topic, QOS

Modbus Function code, Unit ID, length, Type

EnIP command ID, length, session, status, sender, context,

start, ADPU length, testfr_connection, testfr_action,
stopdt_con, stopdt_act, startdt_con, startdt_act,
octet_1_1 2 octet_2, octet_3

options IEC104

The majorityof the network flows was short TCP



Honeypot Strategic Deployment

Evaluation Results

Bandit distributions after 1500 security events

0.9
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144 ne oneypo ——
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e g-Greedy Random Selection
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Conclusions

Final Remarks

The rise of 10T offers multiple benefits and raises new cybersecurity risks that require
appropriate intrusion detection and prevention mechanisms

Honeypotsonstitutean emerging technology that can trap potentigherattackers

and gather valuable information about theialiciousactivities.

Strategicand dynamic way for deploying honeypots in an industrial
environment, taking into account the costs and benefits of the defender 3
the cyberattacker.

TRUSTY, a wdlased honeypoanalysemwhichcomprises industrial
honeypot applications and analyses their detection outcomes in terms of
network traffic data, network flow statistics and honeypots' logs.

The evaluations results demonstrate the strategic honeypot development
Adataset with honeypetelated securityevents was created
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