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TRUSTY
A Solution for Threat Hunting Using Data Analysis in Critical Infrastructures

Å Strategic honeypot development

Å Honeypot data analysis

Å Aweb-basedhoneypotanalyser

Å UOWM Honeypot Dataset

Legacy Systems
The presence of legacy systems, such as ICS/SCADA remains a crucial issue, raising 
multiple threats and vulnerabilities.

Insecure Communication Protocols
Both smart and legacy EPES assets use insecure communication protocols like 
Modbus, EtherCAT, IEC 60870-5-104, etc. that do not comprise essential 
authentication and authorization mechanisms.

Industrial Internet of Things and Smart EPES
In the era of hyper-connected digital economies, the smart technologies play a 
vital role in the operation of the electrical grid, transforming it into a new 
paradigm.

Existing Countermeasures
Despite the effectiveness of existing cybersecurity solutions they cannot mitigate 
coordinated EPES cyberattacks, such as Advanced Persistent Threats (APTs)

Lack of Standardization & Certification Activities
The existing countermeasures are not certified dynamically, ensuring their sufficiency.

Introduction

This project has received funding from the 
9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ IƻǊƛȊƻƴ нлнл ǊŜǎŜŀǊŎƘ ŀƴŘ 

innovation programmeunder grant 
agreement No 833955.
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Honeypots
Previous works related to detecting intrusions against healthcare ecosystems



IEEE CSR 20201
Virtual Conference // 26-28 July, 2021

5

Related Work
Previous Works related to Honeypots

R. K. Shrivastava et al.

Attack detection and forensics using 
honeypot in iot environment - 2019

S. Gokhale et al.

Industrial control systems honeypot: A 
formal analysis of conpot. - 2020

A. Tiwari et al.

Comparitivestudy of various honeypot tools 
on the basis of their classification & features 
- 2020

H2020 SPEAR

NeuralPot, RTU Honeypot

H2020 SDN-microSENSE

Modbus Honeypot, IEC 60870-5-104 
Honeypot and IEC 61850 Honeypot

H2020 ELECTRON

Honeypot as a Service (HaaS)

P. Diamantoulakiset al.

Game theoretic honeypot deployment in 
smart grid - 2020

A. Tiwari and D. Kumar

Comparitivestudy of various honeypot tools 
on the basis of their classification & features -
2020

S. Manchekaret al.

Application of honeypot in cloud security: A 
review - 2018
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Contributions
Four Main Contributions

Web-based Honeypot Analyser

We provide a web-based honeypot data 
analysis platform called TRUSTY, capable of 
ŀƴŀƭȅǎƛƴƎ ǘƘŜ ƘƻƴŜȅǇƻǘǎΩ ŘŜǘŜŎǘƛƻƴ ǊŜǎǳƭǘǎΦ 
It provides geolocation information, 
network layer information (e.g., network 
flows), application-layer information (e.g., 
function codes, unit identifiers) and risk 
estimation per network flow.

UOWM Honeypot Dataset

ÅA honeypot dataset is provided publicly, including the 
network traffic and logs from multiple industrial honeypots, 
such as Conpotand Dionaea. 

ÅThis dataset can be utilised for intrusion detection processes, 
comprising network flows statistics related to 
Modbus/Transmission Control Protocol (TCP), IEC 60870-5-
104, BACnet, Message Queuing Telemetry Transport (MQTT) 
and EtherNet/IP.

Honeypot Data Analysis

Network flow statistics, geolocation 
information, application-layer data

Strategic Honeypot Deployment

²Ŝ ƳƻŘŜƭ ǘƘŜ ƘƻƴŜȅǇƻǘǎΩ ŘŜǇƭƻȅƳŜƴǘ ƛƴ 
a CI as a MAB problem, which is solved via 
TS, considering the costs and the benefits 

of the defender and the potential 
cyberattackers.

#TRUSTY

C1

C2

C3

C4
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Strategic Honeypot Development

¢Ƙƛǎ  ǇǊƻƧŜŎǘ  Ƙŀǎ  ǊŜŎŜƛǾŜŘ  ŦǳƴŘƛƴƎ  ŦǊƻƳ  ǘƘŜ  9ǳǊƻǇŜŀƴ  ¦ƴƛƻƴΩǎ  IƻǊƛȊƻƴ нлнл 
research and innovation programmeunder grant agreement No. 833955

https://ithaca.ece.uowm.gr/
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Strategic Honeypot Development
Attacker & Defender Modeling

Attacker

The goal of attacker is to attack real assets

Defender
Defender aims to deploy the appropriate number 

of honeypots that will provide the maximum 

protection, taking into account the available 

computing resources and the behaviourof the 

Attacker

Utility of the Attacker

Utility of the Defender

Goal:Maximising5ŜŦŜƴŘŜǊΩǎUtilityMulti-Armed Bandit 
Approach
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Based on the security events received by the Suricata our goal is to set the 
ŀǇǇǊƻǇǊƛŀǘŜ Ǌŀǘƛƻ ʻ ƛƴ ƻǊŘŜǊ ǘƻ maximiseUD[t] each time (Equation 4).

To re-ŘŜŦƛƴŜΣ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ƴǳƳōŜǊ ƻŦ ʻ ŦƻǊ ŜŀŎƘ ǎŜŎǳǊƛǘȅ ŜǾŜƴǘ ƛƴ ǘƘŜ ǘƛƳŜ 
interval t can be expressed as a MAB problem, where exploitation intends to 
maximise¦5ώǘϐ ό9ǉǳŀǘƛƻƴ рύ ŀƴŘ ŜȄǇƭƻǊŀǘƛƻƴ ŀƛƳǎ ǘƻ ǘŜǎǘ ŘƛŦŦŜǊŜƴǘ ǾŀƭǳŜǎ ƻŦ ʻ 
to discover more information for the Attacker in terms of Equation 4.

T RUST Y plays the role of the gambler and the various values of theta represent 
the slot machines. To solve the MAB problem, we adopt the Ŝ ҍ DǊŜŜŘȅ method, 
where we commonly select that mean of theta providing the maximum value 
¦5ώǘϐ ό9ǉǳŀǘƛƻƴ рύ ŀƴŘ ǘƘŜǊŜ ƛǎ ŀ ǎƳŀƭƭ ǇǊƻōŀōƛƭƛǘȅ Ŝ ǿƘŜǊŜ ƻǘƘŜǊ ǾŀƭǳŜǎ ƻŦ ʻ ŀǊŜ 
selected in order to discover how Equation 4 ranges. The Algorithm reflects how T 
w¦{¢ ¸ ŘŜŎƛŘŜǎ ǘƻ ŘŜǇƭƻȅ ʻ ƘƻƴŜȅǇƻǘǎΣ utilisingŜ ҍ DǊŜŜŘȅ.

Strategic Honeypot Development
Multi-Armed Bandit Approach
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TRUSTY: Web-based 
Honeypot Data Analyser

¢Ƙƛǎ  ǇǊƻƧŜŎǘ  Ƙŀǎ  ǊŜŎŜƛǾŜŘ  ŦǳƴŘƛƴƎ  ŦǊƻƳ  ǘƘŜ  9ǳǊƻǇŜŀƴ  ¦ƴƛƻƴΩǎ  IƻǊƛȊƻƴ нлнл 
research and innovation programmeunder grant agreement No. 833955

https://ithaca.ece.uowm.gr/
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TRUSTY: Web-based Honeypot Analyser

Two Main Components

Honeypot Sensors
ÅVirtualmachines hostigthe honeypot applications (a) Conpotand (b) 

Dionaea as well as external tools like Tshark, CICFlowMeter, Scapyand 
Suicata

ÅProtocols:Modbus, IEC 60870-5-104, BACnet and EtherNet/IPand
MQTT

ÅRiskEstimationperCICFlowMeter Network Flows

Honeypot Analyser Server
ÅThree modules: (a) Traffic Aggregator, b) Security Events Database and 

(c) VisualisationEngine
ÅThe TrafficAggregatorrelies on Logstashand is responsible for 

receiving data from multiple honeypots applications.
ÅSecurity Events Database uses Elasticsearchin order to store honepot-

related security events
ÅVisualization Engine uses Kibanaand is responsible for presenting the 

data through interactive visualisationsin a web-based environment.
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TRUSTY: Web-based Honeypot Analyser

A Web-based application using Kibana
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Evaluation

¢Ƙƛǎ  ǇǊƻƧŜŎǘ  Ƙŀǎ  ǊŜŎŜƛǾŜŘ  ŦǳƴŘƛƴƎ  ŦǊƻƳ  ǘƘŜ  9ǳǊƻǇŜŀƴ  ¦ƴƛƻƴΩǎ  IƻǊƛȊƻƴ нлнл 
research and innovation programmeunder grant agreement No. 833955

https://ithaca.ece.uowm.gr/
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Evaluation
Evaluation Methodology

Honeypot 
Sensors 

Deployment

Honeypot Data 
Collection

Honeypot Data 

Analysis

Strategic Honeypot

DevelopmentEvaluation

Evaluation Results

Conpot and 

Dionaea

Modbus/TCP, IEC 

60870-5-104, MQTT, 

BACnet and 

EtherNet/IP

ὃὧὧόὶὥὧὧώ
Ὕὖ Ὕὔ

Ὕὖ Ὕὔ Ὂὖ Ὂὔ

Suricata and 

Shodan

a1, a2, a3, d1, d2, 

d3, d4, e=0.1

PDF of UD[t]
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USA and Netherlands are popular choices 
fordeployingbots. This is also validated by the 
alerts generated by Suricata on  each  honeypot  
sensor.  Countries  such  as Russia and China are 
ranked third and fourth respectively.

The majority  of  the  network  flows  was  short  TCP  
sessions.  This is  a  strong  indication  related  to  
reconnaissance  cyberattacks

Honeypot Data Analysis
Geolocation, Network Traffic & Malware Information 
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Honeypot Strategic Deployment
Evaluation Results
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Conclusions
Final Remarks

02

03

04

01

TRUSTY, a web-based honeypot analyserwhich comprises industrial 

honeypot applications and analyses their detection outcomes in terms of 

network traffic data, network flow statistics and honeypots' logs.

The rise of IoT offers multiple benefits and raises new cybersecurity risks that require 

appropriate intrusion detection and prevention mechanisms.

Honeypots constitute an emerging technology that can trap potential cyberattackers

and gather valuable information about their malicious activities.

Strategic and dynamic way for deploying honeypots in an industrial 

environment, taking into account the costs and benefits of the defender and 

the cyberattacker. 

The evaluations results demonstrate the strategic honeypot development

A dataset with honeypot-related security events was created
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Thank You & Q /A

C o n t a c t  u s

p r a d o g l o u @ u o w m . g r

h t t p s : / / p r a d o g l o u g r a m m a t i k i s . c o m /

h t t p s : / / w w w . l i n k e d i n . c o m / i n / p a n a g i o t i
s r g /

h t t p s : / / w w w . y o u t u b e . c o m / c h a n n e l / U C
w 6 - d 5 G 0 1 T o B h C m a U n H I c p w

Thank You

Q/A ?
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