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Security and Privacy in the Internet of Things 

Å IoT Threats: A CAPEC Taxonomy

Å SDN-enabled SIEM

Å AI-powered Intrusion Detection Models

Å SDN-based Mitigation

Å Honeypot Mitigation and Resilience

Legacy Systems
The presenceof legacysystems,such as ICS/SCADAremains a crucial issue, raising
multiplethreatsandvulnerabilities.

Insecure Communication Protocols
Both smart and legacyEPESassetsuse insecurecommunicationprotocolslike Modbus,
EtherCAT, IEC 60870-5-104, etc. that do not comprise essentialauthentication and
authorizationmechanisms.

Internet of Things
In the eraof hyper-connecteddigitaleconomies,the smarttechnologiesplaya vital role in
the operationof the electricalgrid,transformingit into anewparadigm.

Existing Countermeasures
Despite the effectivenessof existing cybersecurity solutions they cannot mitigate
coordinatedEPEScyberattacks,suchasAdvancedPersistentThreats(APTs)

Lack of Standardization & Certification Activities
Theexistingcountermeasuresarenot certifieddynamically,ensuringtheir sufficiency.
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Objective #1: Threat Identification in the Internet of Things

Å IoT Security Requirements and Challenges

Å Analysis of IoT Security Threats in a Layered Approach

Å IoT Threats: A CAPEC Taxonomy

Å Attack Defense Trees, CVSS & OWASP Risk Rating Methodology

Objective #2: Countermeasure Analysis in the Internet of 
Things

Å Strong and Weak Points of each Countermeasure in every IoT Layer

Å Special emphasis to IoT Communication protocols: IEEE 802.15.4, 
ZigBee, Z-Wave, BLE, LoRaWan, 6LoWPAN, RPL, DTLS, 

Å Firewall, IDPS, Honeypots and SIEM

Å Software Defined Networking

Motivat ion & Object ives

Objective #3: Development of AI-powered Intrusion Detection 
Mechanisms

Å Network Flow-based Intrusion Detection

Å Host-based Intrusion Detection

Å Visual-based Intrusion Detection

Objective #4: Implementation of Sophisticated 
Mitigation and Prevention Mechanisms

Å SDN-based Mitigation

Å Honeypot Mitigation and Resilience
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Methodology
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Contribution #1
New IoT Threat Taxonomy

Contribution #2
Comprehensive Review of 
Intrusion Detection and 

Prevention Systems

Contribution #3
SDN-enabled SIEM 
Implementation

Contribution #4
Implementation of custom 

ML/DL-based Network 
Intrusion Detection Models

Contribution #5
Implementation of custom 
ML/DL-based Host Intrusion 
Detection Models for IIoT/SG 

Environments

Contribution #6
Implementation of Visual-

based Intrusion Detection and 
Prevention System

Contribution #7
New Intrusion Detection 

Datasets

Contribution #8
Honeypot Security Game

Contribution #9
MaxMin-based Honeypot 

Deployment

Contribution #10 
AI-powered Honeypot 

Deployment

Contr ibut ions
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Threat assessment about IoT 

AI-powered Intrusion 
Detection Systems, SIEM, 

Honeypots

SDN-based mitigation, 
Prevention Techniques, 

Honeypot-based Resilience

Creation of an SDN-
enabled SIEM which can 

detect and mitigate 
multiple IoT cyberattacks

Compilation of Published 
Research Works

SDN-enabled SIEM

Mitigation Actions

Intrusion Detection

Threat Assessment

Papers about 
Threat Assessment

Papers about
Intrusion Detection

Papers about 
Mitigation Actions

Papers about SIEM

PhD Thes is  by  Pub l icat ion

4  P i l l a r s
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SomePapers: J11: StrategicHoneypotDeploymentin Ultra-DenseBeyond5G Networks: A Reinforcement
LearningApproach,J9: SDN-BasedResilientSmartGrid: TheSDN-microSENSEArchitecture,J8: Modeling,
Detecting,and Mitigating ThreatsAgainstIndustrialHealthcareSystems: A CombinedSoftwareDefined
Networkingand ReinforcementLearningApproach,J7: A Unified DeepLearningAnomalyDetectionand
ClassificationApproachfor SmartGrid Environments,J4: GameTheoreticHoneypotDeploymentin Smart
Grid,J1: Securingthe internetof things: Challenges,threatsandsolutionsΧ.



Internet of Things, Requirements, 
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Use Case: Smart  Electr ical  Gr id:  The Biggest IoT 
Appl icat ion
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Confidentiality
Unauthorized users, entities 
and services must not access 
private information

Availability
The computing resources, information and 
services shall be available when needed

Integrity
The attributes of the IoT entities and their 

interchangeable information shall not be violated

Authenticity
Information and transactions 

must be genuine

The security requirements intend to specify a set of security 
principles that should be guaranteed in the context of the IoT applications.

Secur i ty Requirements in the Internet of  Things

Accountability
Each IoT entity must be 
able to be identified and 
mapped in a unique 
way.
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Secur i ty Chal lenges in the Internet of  Things

Scalability

the security and privacy 
mechanisms should also be 

scalable

Privacy

Sensitive data that must not be 
identifiable, traceable and linkable.

Automated and 
Autonomous Control

The IoT entities have the ability 
to configure and adjust their 

operation by themselves

Resilience against Physical 
Attacks and Natural Disasters
The computing resources, 
information and services shall 
be available when needed

Limited Computing and Storage 
Resources:
IoT cannot fully support heavy security 
mechanisms

Interoperability
Not limit and impact the 
functionality of the IoT entities 
and applications

Big Data

The IoT entities and applications 
generate, process and handle a massive 

amount of sensitive data that is an 
attractive target for a growing number of 

cyberattackers
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Perception Layer

Threats

Communication Layer

Threats

Support Layer

Threats

Business Layer

Threats

Å Natural Disasters
Å Human Caused Physical 

Threats

Å Reconnaissance Attacks
Å Denial of Service Attacks
Å Sybil Attacks
Å Selective Forwarding 

Attacks
Å Sinkhole Attacks
Å Wormhole Attacks
Å HELLO Flood Attacks
Å Passive Network Traffic 

Analysis
Å Man-in-the Middle Attacks

Å Unauthorized Access
Å Malicious Insiders
Å Insecure Services & 

Unknown Risk profile

Å Buffer Overflow
Å Backdoor
Å Social Engineering
Å Web Applications Attacks

Multiple Layers

Threats

Å Cryptanalytic Attacks
Å Malware
Å Advanced Persistent 

Threats

Secur i ty Threats in the Internet of  Things
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IoT Threats:  A CAPEC Taxonomy

According to  MITRE CAPEC


