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Security and Privacy in the Internet of Things 

• IoT Threats: A CAPEC Taxonomy

• SDN-enabled SIEM

• AI-powered Intrusion Detection Models

• SDN-based Mitigation

• Honeypot Mitigation and Resilience

Legacy Systems
The presence of legacy systems, such as ICS/SCADA remains a crucial issue, raising
multiple threats and vulnerabilities.

Insecure Communication Protocols
Both smart and legacy EPES assets use insecure communication protocols like Modbus,
EtherCAT, IEC 60870-5-104, etc. that do not comprise essential authentication and
authorization mechanisms.

Internet of Things
In the era of hyper-connected digital economies, the smart technologies play a vital role in
the operation of the electrical grid, transforming it into a new paradigm.

Existing Countermeasures
Despite the effectiveness of existing cybersecurity solutions they cannot mitigate
coordinated EPES cyberattacks, such as Advanced Persistent Threats (APTs)

Lack of Standardization & Certification Activities
The existing countermeasures are not certified dynamically, ensuring their sufficiency.

Introduction

This PhD thesis has received funding from the European 
Union’s Horizon 2020 research and innovation 
programme under grant agreements No. 787011 
(SPEAR), No. 833955 (SDN-microSENSE), No. 957406 
(TERMINET) and No. 101021936 (ELECTRON)



Objective #1: Threat Identification in the Internet of Things

• IoT Security Requirements and Challenges

• Analysis of IoT Security Threats in a Layered Approach

• IoT Threats: A CAPEC Taxonomy

• Attack Defense Trees, CVSS & OWASP Risk Rating Methodology

Objective #2: Countermeasure Analysis in the Internet of 
Things

• Strong and Weak Points of each Countermeasure in every IoT Layer

• Special emphasis to IoT Communication protocols: IEEE 802.15.4, 
ZigBee, Z-Wave, BLE, LoRaWan, 6LoWPAN, RPL, DTLS, 

• Firewall, IDPS, Honeypots and SIEM

• Software Defined Networking

Motivat ion & Object ives

Objective #3: Development of AI-powered Intrusion Detection 
Mechanisms

• Network Flow-based Intrusion Detection

• Host-based Intrusion Detection

• Visual-based Intrusion Detection

Objective #4: Implementation of Sophisticated 
Mitigation and Prevention Mechanisms

• SDN-based Mitigation

• Honeypot Mitigation and Resilience
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Methodology
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Contribution #1
New IoT Threat Taxonomy

Contribution #2
Comprehensive Review of 
Intrusion Detection and 

Prevention Systems

Contribution #3
SDN-enabled SIEM 

Implementation

Contribution #4
Implementation of custom 

ML/DL-based Network 
Intrusion Detection Models

Contribution #5
Implementation of custom 

ML/DL-based Host Intrusion 
Detection Models for IIoT/SG 

Environments

Contribution #6
Implementation of Visual-

based Intrusion Detection and 
Prevention System

Contribution #7
New Intrusion Detection 

Datasets

Contribution #8
Honeypot Security Game

Contribution #9
MaxMin-based Honeypot 

Deployment

Contribution #10 
AI-powered Honeypot 

Deployment

Contr ibut ions

Feb 23, 2023 PhD - Security and Privacy in the Internet of Things 7



8

Threat assessment about IoT 

AI-powered Intrusion 
Detection Systems, SIEM, 

Honeypots

SDN-based mitigation, 
Prevention Techniques, 

Honeypot-based Resilience

Creation of an SDN-
enabled SIEM which can 

detect and mitigate 
multiple IoT cyberattacks

Compilation of Published 
Research Works

SDN-enabled SIEM

Mitigation Actions

Intrusion Detection

Threat Assessment

Papers about 
Threat Assessment

Papers about
Intrusion Detection

Papers about 
Mitigation Actions

Papers about SIEM

P h D T h e s i s  b y  Pu b l i cat i o n

4  P i l l a r s
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Some Papers: J11: Strategic Honeypot Deployment in Ultra-Dense Beyond 5G Networks: A Reinforcement
Learning Approach, J9: SDN-Based Resilient Smart Grid: The SDN-microSENSE Architecture, J8: Modeling,
Detecting, and Mitigating Threats Against Industrial Healthcare Systems: A Combined Software Defined
Networking and Reinforcement Learning Approach, J7: A Unified Deep Learning Anomaly Detection and
Classification Approach for Smart Grid Environments, J4: Game Theoretic Honeypot Deployment in Smart
Grid, J1: Securing the internet of things: Challenges, threats and solutions ….



Internet of Things, Requirements, 
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Use Case:  Smart  E lectr ica l  Gr id:  The B iggest  IoT  
Appl icat ion

Feb 23, 2023 PhD - Security and Privacy in the Internet of Things 10



11

Confidentiality
Unauthorized users, entities 
and services must not access 
private information

Availability
The computing resources, information and 
services shall be available when needed

Integrity
The attributes of the IoT entities and their 

interchangeable information shall not be violated

Authenticity
Information and transactions 

must be genuine

The security requirements intend to specify a set of security 
principles that should be guaranteed in the context of the IoT applications.

Secur i ty  Requirements  in  the Internet  of  Things

Accountability
Each IoT entity must be 
able to be identified and 
mapped in a unique 
way.
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Secur i ty  Chal lenges in  the Internet  of  Things

Scalability

the security and privacy 
mechanisms should also be 

scalable

Privacy

Sensitive data that must not be 
identifiable, traceable and linkable.

Automated and 
Autonomous Control

The IoT entities have the ability 
to configure and adjust their 

operation by themselves

Resilience against Physical 
Attacks and Natural Disasters
The computing resources, 
information and services shall 
be available when needed

Limited Computing and Storage 
Resources:
IoT cannot fully support heavy security 
mechanisms

Interoperability
Not limit and impact the 
functionality of the IoT entities 
and applications

Big Data

The IoT entities and applications 
generate, process and handle a massive 

amount of sensitive data that is an 
attractive target for a growing number of 

cyberattackers
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Perception Layer

Threats

Communication Layer

Threats

Support Layer

Threats

Business Layer

Threats

• Natural Disasters
• Human Caused Physical 

Threats

• Reconnaissance Attacks
• Denial of Service Attacks
• Sybil Attacks
• Selective Forwarding 

Attacks
• Sinkhole Attacks
• Wormhole Attacks
• HELLO Flood Attacks
• Passive Network Traffic 

Analysis
• Man-in-the Middle Attacks

• Unauthorized Access
• Malicious Insiders
• Insecure Services & 

Unknown Risk profile

• Buffer Overflow
• Backdoor
• Social Engineering
• Web Applications Attacks

Multiple Layers

Threats

• Cryptanalytic Attacks
• Malware
• Advanced Persistent 

Threats

Secur i ty  Threats  in  the Internet  of  Things

Feb 23, 2023 PhD - Security and Privacy in the Internet of Things



SecSoft 2021 28 June–2 July 2021 // Virtual Conference 14Feb 23, 2023 PhD - Security and Privacy in the Internet of Things

IoT  Threats :  A  CAPEC Taxonomy

Accord ing  to  MITRE CAPEC
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Perception Layer

Countermeasures

Communication Layer

Countermeasures

Support Layer

Countermeasures

Business Layer

Countermeasures

• Physical Security 
(Infrastructure 
Design, Mitigation 
Plans, Restoration 
Mechanisms)

• Personnel Training
• Authentication (e.g., 

electronic keycards, 
smart cards)

• Access Control
• Trust Management

• IEEE 802.15.4 Security
• ZigBee Security
• Z-Wave Security
• BLE Security
• LoRaWan Security
• 6LoWPAN Security
• RPL Security
• DTLS Security

• Authentication
• Access Control
• Trust Management
• Secure Programming
• Stringent and Transparent 

policies

• High-Level Programming 
Languages

• Cybersecurity Training
• Certification Activities

Multiple Layers

Countermeasures

Intrusion Detection & 
Prevention

Countermeasures  in  the Internet  of  Things
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Intrusion Detection & Prevention
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Intrus ion Detect ion
In 1980, James Anderson concluded that 

the log files could be an efficient source 

for monitoring the health status of a 

computing system and how the involved 

users interact with it. 

Detection Techniques

• Signature & Specification-based 
Detection

• Anomaly-based Detection
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Reference Archi tecture  of  Intrus ion Detect ion and 
Prevent ion Systems

Dorothy E Denning. 1987. An 

intrusion-detection model. IEEE 

Transactions on software 

engineering SE-13, 2 (1987), 

222–232.

In 1978, D. Denning defined the 

first concrete intrusion detection 

model.
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Honeypots  & Honeynets
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Honeynets include multiple interconnected honeypots, which are decoy systems designed

to attract and trap malicious actors, allowing cybersecurity analysts to observe their

behavior and tactics in a controlled environment.



Intrus ion Prevent ion:  The Case of  SDN -based Mit igat ion
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Data Plane is responsible for the forwarding of network 
traffic between different network devices. 

Control Plane is responsible for managing and 
configuring the network devices in the data plane. 

Application Plane consists of the applications and 
services that are built on top of the SDN infrastructure. 



SIEM:  Secur i ty  Informat ion & Event  Management
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Analysis of Existing Intrusion Detection & 

Prevention Systems in the Smart Grid
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L i terature Rev iew 
of  Ex i st ing IDPS 
for  the Smart  Gr id

J2: P. I. Radoglou-Grammatikis and P. G. 

Sarigiannidis, “Securing the Smart Grid: A 

Comprehensive Compilation of Intrusion 

Detection and Prevention Systems”, in IEEE 

Access, vol. 7, pp. 46595-46620, 2019, doi: 

10.1109/ACCESS.2019.2909807. 
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◆ SDN can lead to the automated mitigation of malicious activities, the presence of false alarms 

can result in more disastrous consequences. 

◆ Therefore, a wrong decision can lead the SDN controller to stop a normal and legitimate 

operation with the corresponding negative effects.

◆ Most of the IDPS focus on network traffic data without considering heterogeneous operational data

and values.

◆ Although many works focus on industrial protocols, like Modbus/TCP, DNP3 and IEC 61850, they do

not investigate and analyse their attributes at the application layer.

◆ Cross-layer mechanisms focusing on situational awareness are necessary.

◆ Four layers of Situation Awareness: (a) Perception of Information, Comprehension of 

Information and Projection

◆ The current works do not adopt visualization methods in order to recognize potential 

cyberattacks/anomalies and reduce the number of false alarms.

◆ The visualization mechanisms can enhance the explainability of the IDPS
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Lessons Learnt

X-Layered 
Situational 
Awareness

Visualization

Mitigation

Scalability



Detection & Mitigation of Cyberattacks 

and Anomalies against the Smart Grid
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Archi tecture of  the Proposed SDN -enabled S IEM

SDN-C: SDN Controller
SDN-C executes the mitigation actions of NCME

NCME: Normalisation, Correlation & Mitigation Engine

NCME undertakes to normalise and correlate the security events from 
the previous IDPS. It also include RL-base mitigation actions (executed 
by the SDN-C) and sophisticated honeypot deployment mechanisms.

V-IDPS: Visual-based IDPS
V-IDPS focuses on detecting malicious Modbus/TCP network flows, 
taking full advantage of binary visual representations and AI.

H-IDPS: Host-based IDPS
H-IDPS is responsible for detecting potential anomalies based on 
operational electricity data from IIoT/SG environments.

NF-IDPS: Network Flow-based IDPS
NF-IDPS focuses on detecting cyberattacks and anomalies against 
application-layer industrial communication protocols, such as Modbus/TCP, 
DNP3, IEC 60870-5-104, IEC 61850 (GOOSE), HTTP and SSH.

Honeypots
The honeypots act as detection and mainly prevention mechanisms 
systems in this PhD thesis.



NF-IDPS: Network Flow-based Intrusion 
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NF- IDPS:  Network F low Intrus ion Detect ion & Prevent ion 
System



29Feb 23, 2023 PhD - Security and Privacy in the Internet of Things

NF- IDPS Operat ion F lowchart

Step #6: Protocol Intrusion Detection Model based on 
TCP/IP Flow Statistics & Security Event  Generation
Next, based on the APP-L protocol, the corresponding intrusion detection 
model is applied, using the TCP/IP flow statistics. Depending on the results, 
the security events are generated

Step #5: Protocol Intrusion Detection Model based on 
App Protocol Flow Statistics & Security Event Generation
Next, based on the APP-L protocol, the corresponding intrusion detection model is 
applied, using the APP-L flow statistics. Depending on the results, the security events 
are generated

Step #3: Identification of the Application Layer Protocol

Based on the TCP/IP flow statistics the application-layer protocol is identified

Step #2: Generation of TCP/IP Flow Statistics
CICFlowMeter is used to generate the TCP/IP flow statistics

Step #1: Network Traffic Capturing

Tcpdump is utilized for capturing the network traffic data (i.e., PCAP 
files)

Step #7: Protocol Anomaly Detection Model based on TCP/IP 
Flow Statistics & Security Event Generation
Next, based on the APP-L protocol, the corresponding anomaly detection model is 
applied, using the TCP/IP flow statistics. Depending on the results, the security 
events are generated

Step #4: Generation of APP-L Protocol Flow Statistics
Custom Python parsers are used to generate the APP-L protocol flow statistics
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NF- IDPS:  AI -Powered Anomaly  Detect ion - Proposed 
Autoencoder

Anomalies are detected by measuring the reconstruction error

L(x,x’) and comparing it with a threshold T, classifying all

operational data samples y with L(y, g(f(y))) > T as anomalies.

T is estimated heuristically based on the reconstruction error L of

all normal training data samples. The threshold T in order to be

more robust is selected to be a large percentile of the

reconstruction error T = p0.9(L(x, x’)| x ∈ X) or if a validation

dataset is available is selected to maximise the performance for

the validation data.

The proposed Autoencoder maps input data 𝑥 ∈ 𝑋 = ℝ𝑛 to an output x’ 

∈ X. It consists of an encoder f : X → Z and a decoder g : Z → X, each 

implemented as a deep neural network. The encoder and decoder 

together result the output x’ = g(f(x)).

The low-dimensional latent representation of x is obtained from the 

encoder and is defined as z = f(x) ∈ Z = Rm (m << n). The proposed 

Autoencoder avoids to become an identity function and the training 

process aims to minimise the reconstruction error L(x, x’). 



NF-IDPS: Modbus/TCP Intrusion &

Anomaly Detection Models
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Modbus/TCP Intrus ion & Anomaly  Detect ion Models

M o d b u s / T C P  T h r e a t  A s s e s s m e n t
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Modbus/TCP Intrus ion & Anomaly  Detect ion Models

M o d b u s / T C P  T h r e a t  A s s e s s m e n t



34Feb 23, 2023 PhD - Security and Privacy in the Internet of Things

Modbus/TCP Intrus ion & Anomaly  Detect ion Models

M o d b u s / T C P  I n t r u s i o n  D e t e c t i o n  D a t a s e t

Labelled PCAP Files

Labelled PCAP Files related to the above Modbus/TCP cyberattacks

Labelled TCP/IP Flow Statistics

Labelled TCP/IP flow statistics related to the previous Modbus/TCP 
cyberattacks for various time limits

Labelled Binary Visual Representations

Labelled visual representations related to the previous Modbus/TCP 
cyberattacks

Availability

Available soon in IEEE DataPort and Zenodo
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Modbus/TCP Intrus ion & Anomaly  Detect ion Models

I n t r u s i o n  D e t e c t i o n  u s i n g  T C P/ I P  F l o w  S t a t i s t i c s  – E v a l u a t i o n  R e s u l t s
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Modbus/TCP Intrus ion & Anomaly  Detect ion Models

A n o m a l y  D e t e c t i o n  u s i n g  T C P/ I P  F l o w  S t a t i s t i c s  – E v a l u a t i o n  R e s u l t s



NF-IDPS: DNP3 Intrusion &
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DNP3 Intrus ion & Anomaly  Detect ion Models

D N P 3  T h r e a t  A s s e s s m e n t

DNP3 Enumerate
This is reconnaissance attack aims to discover which DNP3 services and functional codes are used by the target system.

DNP3 Info
This attack constitutes another reconnaissance attempt, collecting various DNP3 diagnostic information.

DNP3 Disable Unsolicited Messages Attack
This attack targets an outstation device, establishing a connection with it while acting as a master station. The false master then
transmits a packet with the DNP3 Function Code 21, which requests to disable all the unsolicited messages on the target.

DNP3 Cold Restart Message Attack
The attacker acts as the master station and sends a DNP3 packet that includes the Cold Restart function code. When the target
receives this message, it initiates a complete restart and sends a reply with the time window available before the restart.
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DNP3 Intrus ion & Anomaly  Detect ion Models

D N P 3  T h r e a t  A s s e s s m e n t

DNP3 Warm Restart Message Attack
This attack is quite similar to the Cold Restart Message, but aims to trigger a partial restart, re-initiating a DNP3 service on the
target outstation.

Stop Application
This attack is related to the Function Code 18 (Stop Application) and requires from the slave to stop its function so that the slave 
cannot receive messages from the master.

Data Initialisation
This cyberattack is related to Function Code 15 (Initialize Data). It is an unauthorised attack, which demands from the slave to re-
initialise possible configurations in their initial values, thus changing potential values defined by legitimate masters.

Replay Attack
Thiis cyberattack replays DNP3 packets coming from a legitimate DNP3 master or slave.
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DNP3 Intrus ion & Anomaly  Detect ion Models

D N P 3  I n t r u s i o n  D e t e c t i o n  D a t a s e t

Labelled PCAP Files

Labelled PCAP Files related to the above DNP3 cyberattacks

Labelled TCP/IP Flow Statistics

Labelled TCP/IP flow statistics related to the previous DNP3 
cyberattacks for various time limits

Labelled DNP3 Flow Statistics

Labelled DNP3 flow statistics related to the previous DNP3 
cyberattacks for various time limits

Availability

Available in IEEE DataPort and Zenodo

https://ieee-dataport.org/documents/dnp3-intrusion-detection-dataset
https://zenodo.org/record/7348493#.Y_JRQ9JByEA
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DNP3 Intrus ion & Anomaly  Detect ion Models

I n t r u s i o n  D e t e c t i o n  u s i n g  D N P 3  F l o w  S t a t i s t i c s  – E v a l u a t i o n  R e s u l t s
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DNP3 Intrus ion & Anomaly  Detect ion Models

I n t r u s i o n  D e t e c t i o n  u s i n g  T C P/ I P  F l o w  S t a t i s t i c s  – E v a l u a t i o n  R e s u l t s
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DNP3 Intrus ion & Anomaly  Detect ion Models

A n o m a l y  D e t e c t i o n  u s i n g  T C P/ I P  F l o w  S t a t i s t i c s  – E v a l u a t i o n  R e s u l t s



NF-IDPS: IEC 60870-5-104 Intrusion &

Anomaly Detection Models
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IEC 60870-5-104 Intrus ion & Anomaly  Detect ion Models

I E C  6 0 8 7 0 - 5 - 1 0 4  T h r e a t  A s s e s s m e n t
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IEC 60870-5-104 Intrus ion & Anomaly  Detect ion Models

I E C  6 0 8 7 0 - 5 - 1 0 4  T h r e a t  A s s e s s m e n t
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IEC 60870-5-104 Intrus ion & Anomaly  Detect ion Models

I E C  6 0 8 7 0 - 5 - 1 0 4  I n t r u s i o n  D e t e c t i o n  D a t a s e t

Labelled PCAP Files

Labelled PCAP Files related to the above IEC 60870-5-104 
cyberattacks

Labelled TCP/IP Flow Statistics

Labelled TCP/IP flow statistics related to the previous IEC 60870-5-
104 cyberattacks for various time limits

Labelled IEC 60870-5-104 Flow Statistics

Labelled DNP3 flow statistics related to the previous IEC 60870-5-104 
cyberattacks for various time limits

Availability

Available in IEEE DataPort and Zenodo

https://ieee-dataport.org/documents/iec-60870-5-104-intrusion-detection-dataset
https://zenodo.org/record/7108614#.Y_JXIdJByEA
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IEC 60870-5-104 Intrus ion & Anomaly  Detect ion Models

I n t r u s i o n  D e t e c t i o n  u s i n g  I E C  6 0 8 7 0 - 5 - 1 0 4  F l o w  S t a t i s t i c s  – E v a l u a t i o n  R e s u l t s
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IEC 60870-5-104 Intrus ion & Anomaly  Detect ion Models

I n t r u s i o n  D e t e c t i o n  u s i n g  T C P/ I P  F l o w  S t a t i s t i c s  – E v a l u a t i o n  R e s u l t s
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IEC 60870-5-104 Intrus ion & Anomaly  Detect ion Models

A n o m a l y  D e t e c t i o n  u s i n g  T C P/ I P  F l o w  S t a t i s t i c s  – E v a l u a t i o n  R e s u l t s



NF-IDPS: HTTP Intrusion &

Anomaly Detection Models

Panagiotis Radoglou Grammatikis
PhD - Security and Privacy in the Internet of Things



52Feb 23, 2023 PhD - Security and Privacy in the Internet of Things

HT TP Intrus ion & Anomaly  Detect ion Models

H T T P  T h r e a t  A s s e s s m e n t

DoS
This DoS attack floods the target system with HTTP packets

SQL-Injection
This attack aims to exploit vulnerabilities of web applications in order to access unauthorised information.

Bruteforce-Web
This attack attempts to access a password-protected web application by using multiple password combinations.

XSS
XSS is a type of injection attack where malicious scripts are injected into web applications
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HT TP Intrus ion & Anomaly  Detect ion Models

H T T P  I n t r u s i o n  D e t e c t i o n  D a t a s e t

Iman Sharafaldin, Arash Habibi Lashkari, and 

Ali A. Ghorbani, “Toward Generating a New 

Intrusion Detection Dataset and Intrusion 

Traffic Characterization”, 4th International 

Conference on Information Systems Security 

and Privacy (ICISSP), Portugal, January 2018

CIC-IDS2017

https://www.unb.ca/cic/datasets/ids-2017.html
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HT TP Intrus ion & Anomaly  Detect ion Models

I n t r u s i o n  D e t e c t i o n  u s i n g  H T T P  T C P/ I P  F l o w  S t a t i s t i c s  – E v a l u a t i o n  R e s u l t s
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HT TP Intrus ion & Anomaly  Detect ion Models

A n o m a l y  D e t e c t i o n  u s i n g  H T T P  T C P/ I P  F l o w  S t a t i s t i c s  – E v a l u a t i o n  R e s u l t s



NF-IDPS: SSH Intrusion &

Anomaly Detection Models

Panagiotis Radoglou Grammatikis
PhD - Security and Privacy in the Internet of Things



57Feb 23, 2023 PhD - Security and Privacy in the Internet of Things

SSH Intrus ion & Anomaly  Detect ion Models

H T T P  T h r e a t  A s s e s s m e n t

SSH Bruteforce Attacks
SSH bruteforce attacks are a type of cyber attack in which an attacker attempts to gain unauthorized access to a remote system
by systematically trying different username and password combinations until a successful login is achieved.
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SSH Intrus ion & Anomaly  Detect ion Models

H T T P  I n t r u s i o n  D e t e c t i o n  D a t a s e t

Iman Sharafaldin, Arash Habibi Lashkari, and 

Ali A. Ghorbani, “Toward Generating a New 

Intrusion Detection Dataset and Intrusion 

Traffic Characterization”, 4th International 

Conference on Information Systems Security 

and Privacy (ICISSP), Portugal, January 2018

CIC-IDS2017

https://www.unb.ca/cic/datasets/ids-2017.html
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H - I D P S :  H o st - b a s e d  I nt r u s i o n  D etec t i o n  Prevent i o n  a n d  System

A R I E S  G A N

GAN - Generative Adversarial Network for Anomaly Detection

Generator – x’ = G(z)
• Receives input data z={x(t),R} that includes the actual data at time t 

and the noise vector R.

• Encoder E: transforms z to x’ using Batch Normalization and Leaky Relu

Discriminator
• Classifies x’ as a real or fake

• When there is a dissimilarity between x’ and z, then there is an
anomaly

Training

Two adversarial networks trained simultaneously: (a) Generator and (b) 
Discriminator

Datasets
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V-IDPS: Visual-based Intrusion Detection 

Prevention and System
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A rc h i te c t u re  o f  V - I DP S

Network Flow Extraction and Clustering Module

Identifying the bidirectional Modbus/TCP network flows, generating 
the corresponding PCAP files.

Visual Representation Generation Module

Transformation of the PCAP files into visual representations

Intrusion Detection Engine

Active ResNet50-based CNN for detecting the Modbus/TCP 
cyberattacks

Network Traffic Monitoring & Capturing Module

Responsible for monitoring and capturing the network traffic data

Notification Module

Responsible for generating the respective security events
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B i n a r y  V i s u a l i zat i o n

Space-Filling Curves

Project the data from one-dimensional space into an n-dimensional 
space by preserving the properties of the original data. Four 
properties are preserved: (a) stability, (b) split neutrality, (c) order 
adjacency and (d) locality.

Hilbert Curve

Each t belonging to an interval I = [0, 1] is determined by a sequence 
of nested closed intervals. This sequence corresponds to a sequence 
of nested closed squares whose diagonals shrink into a point, 
determining a unique point in Q=[0,1]^2 which is the image fh(t) of t. 
fh∗(I) is called Hilbert Curve

PCAP Bytes Transformation to Pixels

The binary elements being close in the pcap files should be placed as 
near as possible on the two-dimensional representation.
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A c t i ve  Re s N et 5 0 - b a s ed  C N N  D etec t i o n

A c t i v e  L e a r n i n g

Hypothesis

In Active Learning, the classifier is called Hypothesis. In our 
case, Hypothesis is ResNet50 CNN.

Oracle

The role of oracle is to assess and annotate the data samples 
identified by the active learning methods 

Active Learning

Selection of the most informative data

Query Strategy – Uncertainty Sampling

• Uncertainty Sampling is used to decide which data samples 
from the pool will be labelled by Oracle and added to the new 
training dataset.

• The Hypothesis is fed with the unlabeled data selected in the 
previous step. 

• Hypothesis predicts the labels of this data

• Data sample (i.e., the visual representation corresponding to 
the pcap of the malicious Modbus/TCP network flow is added 
to the new training dataset.

• The new training dataset is used to re-train the ResNet50-
based CNN
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A c t i ve  Re s N et 5 0 - b a s ed  C N N  D etec t i o n

A c t i v e  L e a r n i n g

U denotes a set of unlabelled visual representations within the pool, 
while L indicates the new training dataset, which will be used to re-
train ResNet50.

f(x) = y is the target function that discriminates and classifies the 
visual representations accurately without any functional error. h(x) = 
y’ represents the Active ResNet50-based CNN predicting the label of 
the visual representation 

Let x be an unlabelled visual representation from the input space X
and y the respective label related to the Modbus/TCP threats 
discussed earlier, comprising also the normal state.

The goal is to minimize the generalization error given by

• The Hypothesis’ uncertainty can be calculated with various criteria: (a) entropy, (b) 
least confidence of prediction and (c) least margin. In this thesis, entropy is used.

• where pθ denotes the probability of class i for the visual representation x, while θ
implies the parameters of the Hypothesis. 

• The entropy criterion chooses the visual representations x∗ from U. δ is 
determined experimentally
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N C ME :  N o r ma l i s at i o n ,  C o r re l at i o n  a n d  Mi t i gat i o n  E n g i n e

S D N - b a s e d  M i t i g a t i o n  a s  M u l t i - A r m e d  B a n d i t  P r o b l e m

S1: NCME will instruct SDN-C to isolate the assets affected by the 
security alerts, thus corrupting entirely the malicious network 
flows

S2: NCME will instruct SDN-C to drop some of the malicious 
network flows with a probability pc

S3: NCME will wait for the security administrator to decide

Each strategy is characterized by a relevant cost (xi). The goal is to 
instruct the SDN-C to take the appropriate action each time. xi ~ 

Exploration: Discover more information about the cost of the various strategies
Exploitation: Mitigate the security alerts with the minimum cost
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Honeypot Security Game 
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Nash Equilibrium – MaxMin Honeypot Deployment 

(𝜃∗, 𝛮∗, 𝜑∗) =

(0,
2𝑑3𝑁r − 𝑑4

2𝑑3
, 0), if 0 ≤

2𝑑3𝑁r − 𝑑4

2𝑑3
≤ 𝑁max and 𝑎1 ≤ 𝑎3

(0,0,0), if
2𝑑3𝑁r − 𝑑4

2𝑑3
< 0

𝑑1 + 𝑑2 + 2𝑑3𝑁max − 2𝑑3𝑁r

2𝑑3𝑁max
, 𝑁max, 1 , if 0 ≤

𝑑1 + 𝑑2 + 2𝑑3𝑁max − 2𝑑3𝑁r

2𝑑3
≤ 𝑁max

and 𝑑1 > 𝑑4 and 𝑎1 + 𝑎2 𝑁r ≥ 𝑎2 + 𝑎3 𝑁max +
𝑎1 + 𝑎2 𝑑1 + 𝑑2

2𝑑3

0, 𝑁r −
𝑑2 + 𝑑4

2𝑑3
, 1 , if

𝑑1 + 𝑑2 + 2𝑑3𝑁max − 2𝑑3𝑁r

2𝑑3
< 0 and 𝑎1 > 𝑎3,

∄, elsewhere

When NA does not exist

Simulation Parameters:

■ Nr = 3, Nmax = 10
20000 random solutions 

■ a1 = 0.366, a2 = 0.103, a3 = 
0.001 

■ d1 = 0.1, d2 = 0.744, d3 = 0.941, 

d4 = 0.04

Results:

N = 10, θ = 0.744

N_r: Number of real connected devices, N_max: Maximum number of 

connected devices and honeypots that can be deployed in an infrastructure 

in terms of computing resources, a: attacker’s weights, d: defender’s weights

Input

Output

a) Number of honeypots to be deployed, b) Number of real 

devices to be disconnected 

C a l c u l a t i o n  o f  t h e  A p p r o p r i a t e  N u m b e r  o f  H o n e y p o t s
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Honeypot Security Game – AI-powered Deployment

C a l c u l a t i o n  o f  t h e  A p p r o p r i a t e  N u m b e r  o f  H o n e y p o t s
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Conclus ions & Future Work

C o n c l u s i o n s

IoT Security Requirements
New assumptions and constraints about confidentiality, integrity, availability, authenticity and accountability

IoT Security Threats
IoT Threat Taxonomy in a Layered Approach, MITRE ATT&CK, APT against the Energy Sector

Security Countermeasures 
IoT Protocols, security mechanisms, Intrusion Detection, Honeypots, SIEM, SDN-mitigation

SDN-enabled SIEM
NF-IDPS, H-IDPS, V-IDPS and NCME
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Conclus ions & Future Work

C o n c l u s i o n s

NF-IDPS: Network Flow-based Intrusion Detection & Prevention System
Intrusion Detection and Anomaly Detection for many APP-L IIoT Protocols, Parsing APP-L IIoT Protocols, Custom Autoencoder
for Anomaly Detection

H-IDPS: Host-based Intrusion Detection & Prevention System
ARIES GAN, Anomaly Detection based on various Operational Data in the Energy Domain 

V-IDPS: Visual-based Intrusion Detection & Prevention System
Active ResNet50-based CNN for Modbus/TCP Cyberattacks Detection

NCME: Normalisation, Correlation & Mitigation Engine
Normalisation, Correlation, SDN-based Mitigation, Honeypot Security Game, Nash Equilibrium, MaxMin Honeypot Deployment,
AI-Powered Honeypot Deployment
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Conclus ions & Future Work

F u t u r e  Wo r k

Federated Detection
Intrusion Detection, taking full advantage of Federated Learning against

Sophisticated Correlation
MITRE ATT&CK and Association Rule Learning Techniques (Eclat, Apriori)

SDN-based Mitigation
Advanced RL Techniques such as Deep Q Learning, Deep Deterministic Policy Gradient (DDPG) and Twin-Delayed DDPG and Graph
Neural Networks (GNNs)

XAI in Cybersecurity
Visual-based XAI, SHAP, DeepSHAP, LIME, etc
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