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INTRODUGTION 0BJECTIVE

METHODOLOGY

"5GC PFCP Intrusion Detection
Dataset";
e Labeled dataset for detecting

PFCP cyberattacks in 5G core

e Objective of the "5GC PFCP
Intrusion Detection Dataset":
o |Introduce and provide
access to the dataset.

networks. o Valuable resource for
e Enables Al-based Intrusion training and evaluating Al-

detection systems for based Intrusion detection

addressing cybersecurity models.

challenges in 5G environments. o Specifically focuses on

PFCP-related
INn the 5G core.

e INncludes network flow statistics
and relevant traffic data.

cyberattacks

e Investigation of PFCP attack

scenarios:
o Four specific PFCP attack
scenarios were examined.
o TCP/IP and application-layer
statistics collected for
dataset enrichment.

e Supervised learning:

o Dataset Is labeled to identify
attack instances.

o Enables the development of
supervised learning-based

RESULTS

o Al

e Accessible

e Provision of fow statistics and

traffic data for PFCP attacks in
5G core networks.

INtrusion detection
development: Enables
validation and benchmarking
of Al intrusion detection models
for 5G threats.

through IEEE
Dataport and Zenodo: Publicly
avallable for easy access and
collaboration.

e Facilitates the development o Facilitates the development intrusion detection models. e Advancement of intrusion
and evaluation of Al-based of effective INtrusion e Public availability: detection In  mobile core
INntrusion detection systems for detection systems for 5G o Dataset can be accessed networks: ~ We promote and
the 5G core. networks. through IEEE Dataport and advance intrusion detection In

Zenodo repositories. 5G mobile core networks.
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loop J [Update SM Contex [TargetID]]

HTTP POST: /{apiRoot}/nsmf-pdusession/{apiVersion}/sm-contexts/{sm ContextReg‘

ATTACK SGENARIOS

1. Session Establishment Flood
2. Session Deletion DoS Attack
3. Session Modification DoS Attack (DROP Flas)
4. Session Modification DoS Attack (DUPL Flag)
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loop J [Update SM Contex [TEID]]

HTTP POST: /{apiRoot}/nsmf-pdusession/{apiVersion}/sm-contexts/{sm ContextRe‘} /modify
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HTTP 200 OK |

oG SIGNALLING AND PDU EFFECTS

N4 interface PFCP control signalling:
e Session Management Function (SMF)
e User Plane Function (UPF)
PDU Session Endpoints:
e User Equipment devices
e Data Network (through UPF)
Targeted Attributes:
e Session Endpoint Identifier (SEID)
e Tunnel Endpoint Identifier (TEID)

PFCP Session Modification Request [TEID update ]

< PFCP Session Modification Response [OK]
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loop [Update SM Contex [INFO - Handover Complete]]
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