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Abstract—Ad hoc routing protocols, widely used in mesh
networks, lack inherent control plane security, making them
vulnerable to classical attacks and future quantum threats. We
present a security enhancement for the Optimized Link State
Routing Protocol (OLSR) integrating post-quantum cryptogra-
phy. Our approach embeds a Kyber512 key-encapsulation hand-
shake within neighbor discovery (HELLO messages) to establish
secure sessions. Subsequent HELLO and Topology Control (TC)
messages are protected using ChaCha20-Poly1305 authenticated
encryption (AEAD). This ensures neighbor authenticity, message
confidentiality, and integrity against both classical and quantum
adversaries without altering core OLSR routing logic. We detail
the mechanism, including TLV-based packet extensions and cryp-
tographic state management, using standard libraries (1ibogs,
OpensSsSL). This provides a practical pathway towards quantum-
resilient mesh networking, with performance evaluated through
parameters like handshake latency and control plane overhead.
Future work can explore protocol-agnostic abstractions.

Index Terms—OLSR, Mesh Networking, Post-Quantum Cryp-
tography, Kyber, Network Security, Control Plane Security,

I. INTRODUCTION

Wireless mesh networks provide flexible communication
for applications ranging from community networks to tactical
systems, often employing ad hoc protocols like Optimized
Link State Routing (OLSR) [1] for its proactive routing and
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fast path discovery. However, standard OLSR [1] exchanges
unencrypted control messages (HELLO for neighbor discovery,
TC for topology dissemination). This exposes the control plane
to significant threats: passive eavesdropping reveals topology,
while active attackers can disrupt routing via message forgery
or replay attacks [1]. Traditional security overlays face key
management challenges in dynamic ad-hoc settings and typ-
ically rely on classical public-key cryptography (RSA, ECC)
for key exchange. These classical foundations are vulnerable
to future quantum computers running Shor’s algorithm [2].
The ’store now, decrypt later” strategy poses a serious risk,
potentially allowing retroactive decryption of captured traffic,
compromising topology and session keys. Therefore, securing
OLSR requires both classical robustness and quantum-resistant
forward secrecy. This paper proposes a security enhancement
for OLSR by integrating Post-Quantum Cryptography (PQC).
We embed a Kyber512 [3] Key Encapsulation Mechanism
(KEM) handshake within OLSR HELLO messages using Type-
Length-Value (TLV) extensions to establish shared secrets.
Subsequent control messages (HELLO, TC) are protected us-
ing a derived symmetric key and the ChaCha20-Poly1305
[4] Authenticated Encryption with Associated Data (AEAD)
scheme. Our contributions include the integrated PQC KEM
handshake via TLVs, derived key usage for AEAD protection,
detailed protocol extensions and operational sequences, and
an implementation strategy leveraging standard cryptographic
libraries (1ibogs [5], OpenSSL [6]). This work provides a
practical design for achieving quantum-resilient control plane
security in Layer 3 mesh protocols.



II. BACKGROUND AND RELATED WORK
A. Optimized Link State Routing (OLSR)

OLSR [1], a proactive link-state protocol for Mobile Ad-
hoc Networks (MANETS), uses periodic HELLO messages for
neighbor discovery and link sensing. It employs Multipoint
Relays (MPRs), a subset of neighbors selected to forward TC
messages, reducing broadcast overhead. TC messages declare
links to MPR selectors, enabling nodes to construct a network
topology map for shortest path computation.

B. The Quantum Threat and Post-Quantum Cryptography

Classical public-key algorithms like RSA and ECC are
vulnerable to Shor’s algorithm [2] executed on future quan-
tum computers. Post-Quantum Cryptography (PQC) aims to
provide algorithms secure against both classical and quan-
tum attackers, based on different mathematical foundations
(lattices, codes, hashes, etc.). The NIST PQC standardization
process [7] has selected algorithms like CRYSTALS-Kyber
[3], a lattice-based KEM, recognized for its security and
performance balance.

C. Existing MANET Security and Related Work

Research on secure MANET routing includes studies about
OLSR variants using conventional cryptography as well as
external key management solutions but such approaches lead
to performance limitations including quantum protection chal-
lenges. Wireless communication networks require PQC im-
plementations according to research that focuses on group
messaging [8] and V2X and DTNs and specialized networks
like underwater networks [9] and wireless systems [10]. Re-
search is currently focused on lightweight KEM proposals and
performance evaluation. The use of general PQC MANET
security solutions together with Quantum Key Distribution
(QKD) as an alternative or supplement has been studied [11]-
[16] but implementing standardized PQC KEMs such as Kyber
with AEAD protection directly into routing protocol control
planes through transparent extensions receives less attention.
Our research demonstrates the practical implementation of
QKD with established libraries [5], [6] to enhance the OLSR
protocol through its current framework.

III. PROPOSED PQC-ENHANCED OLSR MECHANISM

To guarantee confidentiality and integrity of OLSR routing
(meta)data against both classical and quantum adversaries
tatht may want to exfiltrate network topology information
or payload data, we integrate a Kyber512 key-encapsulation
mechanism and ChaCha20-Poly1305 AEAD encryption di-
rectly into the OLSR packet flow, without altering its core
route-computation or MPR selection algorithms.

A. System Architecture

Figure ?? illustrates the architectural placement of the
proposed security enhancements within an OLSR node. The
PQC-Enhanced OLSR Control Plane acts as a secu-
rity shim between the standard IP layer and the core OLSR
processing logic. All incoming OLSR control packets are

intercepted by this layer. If the packet contains PQC hand-
shake TLVs, the layer performs the necessary key exchange
operations using 1ibogs. If the packet contains an AEAD
TLYV, it uses the appropriate key and OpenSSL to decrypt and
authenticate the payload. Only successfully authenticated and
decrypted payloads are passed to the OLSR Core Logic.
Conversely, when the core logic generates a HELLO or TC
payload to be sent, the security layer encrypts and authenti-
cates it using the relevant session key and passes the AEAD
TLV-packaged packet to the IP layer for transmission.

B. Cryptographic Primitives and Formalism

Before detailing the protocol phases, we formally define
the cryptographic building blocks. Let PK be the public key
space, SK be the secret key space, C7T be the ciphertext space,
and SS be the shared secret space (typically {0, 1}2°¢ for 256-
bit keys) for the chosen PQC KEM (Kyber512).

« KEM Key Generation: A probabilistic algorithm
KEM.KeyGen() outputs a public/secret key pair (pk, sk),
where pk € PK and sk € SK.

(pk, sk) + KEM.KeyGen()

« KEM Encapsulation: A probabilistic algorithm
KEM.Encaps(pk) takes pk € PK and outputs a
ciphertext ¢t € CT and a shared secret ss € SS.

(ct, ss) + KEM.Encaps(pk)

e KEM Decapsulation: A deterministic algorithm
KEM.Decaps(sk, ct) takes sk € SK and ¢t € CT,
and outputs ss’ € SS. For correctly generated pairs,
ss' = ss.

ss’ + KEM.Decaps(sk, ct)

« Key Derivation Function (HKDF): Let
HKDF(salt,ikm,info, L) be the HMAC-based Key
Derivation Function (extract-then-expand) as defined in
RFC 5869 [17]. We derive the session key Kgession Of
length L = 32 bytes as:

Kession < HKDF(null, ss, "PQC-OLSR"||ID 4||ID g, 32)

where ss is the KEM shared secret, null indicates no
salt is used initially, and in fo includes a context string
and unique node identifiers ID 4, IDp (e.g., main IP
addresses, consistently ordered).

« AEAD Encryption/Decryption: Let
AEAD .Encrypt(K, N, P, A) take a key K, nonce N,
plaintext P, and associated data A, outputting ciphertext
C and tag T. Let AEAD.Decrypt(K, N,C, A, T) take the
key, nonce, ciphertext, associated data, and authentication
tag T, outputting plaintext P if the tag verifies, or L
(failure) otherwise. We use ChaCha20-Poly1305 where
the tag 7T is typically appended to C.

The mechanism operates in two phases:



C. Phase 1: PQC Key Establishment via HELLO Handshake

Upon first encountering a potential neighbor (or periodically
for rekeying), nodes initiate a key establishment handshake
piggybacked onto standard HELLO messages using Type-
Length-Value (TLV) extensions (see Figure 1). We utilize the
Kyber512 KEM [3]. The detailed message flow is shown in
Figure 3. The handshake involves exchanging KEM public
keys (TLV 0xOF) and ciphertexts (TLV 0x10) to allow
both nodes to derive an identical shared secret (ss) via
KEM encapsulation and decapsulation using libogs [5].
This shared secret is then processed through HKDF [17] to
produce a symmetric session key (Ksession)-

D. Phase 2: AEAD Protection for Steady-State Control Traffic

Once the shared SessionKey_AB (derived as Kgession)
is established, all subsequent HELLO and TC messages ex-
changed *between Node A and Node B* are protected using
ChaCha20-Poly1305 [4].

1) Before sending, the node generates a unique Nonce V.
The original OLSR payload P (e.g., HELLO neigh-
bor list or TC MPR selector list) is encrypted using
AEAD .Encrypt(Kgession, N, P, A), where A is typically
empty associated data, via OpenSSL’s EVP interface [6].
This yields ciphertext C' and tag 7.

2) The original payload P is replaced by TLV 0x11 con-
taining (N, C,T) (see Figures 1 and 2).

3) The receiving node extracts N,C,T from TLV 0x11.
It computes P’ +— AEAD.Decrypt(K session, IV, C, A, T)
using OpenSSL [6].

4) If the result P’ =1 (authentication successful), the
decrypted payload P’ is passed to the standard OLSR
processing logic. If P’ =1, the packet is discarded, and
a failure may be logged or counted towards blacklisting.

E. Enhanced Packet Structures

To accommodate the cryptographic data, we extend the
OLSR message format using TLVs. OLSRv2 natively supports
TLVs; for OLSRv1, they can be added after the main message
content. Figures 1 and 2 show the proposed structures.

Key points regarding the packet structures:

o TLVs 0x0F (Kyber Public Key) and 0x10 (Kyber Ci-
phertext) are only present during the initial handshake
phase within HELLO messages.

« TLV 0x11 (AEAD Payload) is used in both HELLO
and TC messages after the handshake is complete and
the neighbor state is SECURE. It contains the nonce, the
ChaCha20 ciphertext of the original OLSR fields, and the
Poly1305 authentication tag.

o The length field within each TLV indicates the size of
the subsequent value field. For TLV 0x11, the length
is variable depending on the size of the original OLSR
payload being encrypted, plus the fixed nonce (12 bytes)
and tag (16 bytes) sizes.

o Legacy OLSR nodes that do not implement these exten-
sions will ignore unknown TLVs according to standard
TLV processing rules.

0 1 2 3
01234567890123456789012345678901

| OLSR Common Message Header (Type=HELLO, etc.) |

Link Message Size |

| Neighbor Interface Address 1 (4 bytes) |

| Optional Link Metric 1 / Padding

A +
o= +
| Neighbor Interface Address N (4 bytes) |
A +
| Optional Link Metric N / Padding

o +

| TLV Type=0x0F| TLV Length=800| Kyber Public Key (pk) |
| (KEM PubKey) | (800 bytes) | (Value continues...) |
o o B Sttt +
| TLV Type=0x10| TLV Length=768| Kyber Ciphertext (ct) |
| (KEM Cipher) | (768 bytes) | (Value continues...) |

| TLV Type=0x11l| TLV Length=Var| Nonce (12 bytes)

| (AEAD Data) | (Variable) Fomm +
| | | Encrypted HELLO Payload |
| | | (Specific Hdr + Neighbor Info) |
| | +-—=
| | | Authentication Tag (16 bytes)
o o B ittt +

Fig. 1: Enhanced OLSR HELLO Message Structure. Shows
standard fields followed by optional KEM TLVs (0xOF, 0x10)
for handshake and the AEAD TLV (0x11) for steady-state
protection.

0 1 2 3
01234567890123456789012345¢678901
o +
| OLSR Common Message Header (Type=TC, etc.) |
4o

| Advertised Neighbor Seg Num (ANSN) | Reserved |

| TLV Type=0xl1l| TLV Length=Var| Nonce (12 bytes)

(AEAD Data) | (Variable) +——=
| | Encrypted TC Payload |
| | (Specific Hdr + Advert. Nbrs)
| e +
| | Authentication Tag (16 bytes)

PR _

Fig. 2: Enhanced OLSR TC Message Structure. Shows stan-
dard fields followed only by the AEAD TLV (0x11) used
during steady-state protection.

F. Sequence of Operations

Figure 3 details the sequence of operations for establishing a
secure neighbor relationship and exchanging protected control
messages.

The process, depicted in Figure 3, starts with a Key
Exchange Handshake. Node A generates (Q: libogs)
a Kyber keypair and sends its public key in a HELLO
TLV (H: 0xO0F). Node B, upon receiving A’s public key,
generates its own keypair, encapsulates (Q) against A’s key
yielding ciphertext ct_B and shared secret ss_B, derives
the session key via HKDF (N), and replies with its public
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X

Fig. 3: Sequence diagram detailing the post-quantum key-encapsulation handshake and subsequent AEAD protection steps in
OLSR control messages between Node A and Node B, involving crypto libraries (Q: libogs, C: OpenSSL/AEAD), Header

processing (H), and Neighbor state management (N).

key (TLV 0x0F) and ct_B (TLV 0x10). Node A receives
this, decapsulates (Q) ct_B using its secret key to get ss_B,
derives the identical session key (HKDF), and updates its state
(N). Secure Neighbor Confirmation may follow, where A
sends an AEAD-protected ACK (C: OpenSSL, TLV 0x11).
Node B decrypts/verifies (C) and transitions its state for A to
SECURE (N). In the subsequent Steady-State, all HELLO/TC
messages are protected. The sender encrypts/authenticates the
OLSR payload using the session key (C) and places the nonce,
ciphertext, and tag into TLV 0x11. The receiver extracts the
TLV, decrypts/verifies (C); only verified payloads proceed to
OLSR logic. A Failure in decryption/verification (C) results
in packet discard and potential state transition to BLACKLIST
).

Our PQC enhancement replaces standard OLSR processing

with cryptographic operations integrated via TLVs:

« KEM Handshake (HELLO TLVs): A two-message
exchange establishes a shared secret using Kyber512.
Initiator Send: KeyGen (1ibogs); Send Public Key

(TLV 0x0F).

Responder Rcv/Reply: KeyGen; Encapsulate
(libogs) against Sender PK; Derive Session
Key (HKDF); Send own PK (TLV 0x0F) + KEM
Ciphertext (TLV 0x10).

Initiator Rev: Decapsulate KEM Ciphertext (1ibogs);
Derive Session Key (HKDF) — SECURE State
achieved.

« AEAD Protection (Steady-State HELLO/TC): Subse-
quent messages on secure links are protected.

Send (SECURE State): AEAD Encrypt OLSR Payload
(OpensSsSL, ChaCha20-Poly1305) — Pack into TLV
0x11 (Nonce, Ciphertext, Tag).

Receive (SECURE State): Extract TLV 0x11; AEAD
Decrypt/Verify (OpenSSL). If OK — Pass plaintext
to Standard OLSR Processing; Else — Discard Packet

IV. IMPLEMENTATION DETAILS

For Post-Quantum key establishment, we select Kyber512
[3] as the KEM, offering NIST Security Level 1 with relatively
compact keys (800 B public key, 768 B ciphertext). Its soft-
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Fig. 4: Control Plane Overhead per Node vs. Network Size.

Compares baseline OLSR traffic with the additional overhead

incurred by system-wide PQC KEM and AEAD protection.

ware performance is suitable for target environments. Key gen-
eration, encapsulation, and decapsulation rely on the 1ibogs
C library’s KEM API [5]. For ongoing message protection, we
choose the ChaCha20-Poly1305 AEAD scheme [4], known
for its 256-bit security and high software speed, particularly
beneficial on platforms without AES hardware acceleration.
We utilize the high-level EVP interface provided by the
standard OpenSSL library [6] for these symmetric operations.
The integration within ns-3 targets the existing OLSR module
(src/olsr). The core PQC logic, state machines (managing
INIT through SECURE/ BLACKLIST states per neighbor),
and cryptographic operations are implemented by modify-
ing classes like ns3::0lsr::RoutingProtocol. OLSR
packet/header classes require adaptation for TLV handling, and
per-neighbor data structures (e.g., NeighborTuple) must be
extended to store cryptographic state and derived session keys.

V. EVALUATION

We evaluate the performance impact of the proposed PQC
enhancement on OLSR using the ns-3 network simulator.
The simulation environment models a mobile ad-hoc network
with nodes moving according to the Random Waypoint model
within a 500x500m area or placed on a static grid. We
utilize the IEEE 802.11g WiFi model with default settings
and log-distance propagation loss. The cryptographic overhead
is measured by instrumenting the OLSR control packet flow.
Handshake time is measured from the reception of the ini-
tial KEM public key (triggering KEX_RCVD state) to the
successful processing of the corresponding KEM ciphertext
(reaching SECURE state). A simulated delay of 1ms is added
for each PQC operation (Encapsulate, Decapsulate, AEAD
Encrypt/Decrypt) to approximate computational cost.

Figure 4 presents the average control plane overhead per
node as the network size increases. As expected, the baseline
OLSR overhead grows with network size due to increased
HELLO traffic density and more extensive topology infor-

Handshake Completion CDF (Low Mobility: 1 m/s)
100 :

—— N=10

—— N=20

—— N=30
N=40
N=50

------- Median Time

80

60 -

CDF (%)

401

20

2000 2200 2400 2600

Handshake Time (ms)

1600 218'00
Fig. 5: Handshake Completion Time CDF (Low Mobility: 1
m/s). Shows the distribution of successful PQC KEM hand-
shake durations for different network sizes in a low-mobility
scenario. Vertical lines indicate median completion times.

Handshake Completion CDF (High Mobility: 10 m/s)
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Fig. 6: Handshake Completion Time CDF (High Mobility:
10 m/s). Shows the distribution of successful PQC KEM
handshake durations for different network sizes under higher
mobility. Vertical lines indicate median completion times.

mation disseminated via TC messages. PQC-OLSR demon-
strates significantly higher overhead. This increase stems di-
rectly from the added cryptographic payloads: the 800-byte
public keys and 768-byte ciphertexts exchanged during the
initial KEM handshake between all neighboring pairs, and the
smaller but persistent overhead of the AEAD nonce (12 bytes)
and tag (16 bytes) appended to every secured HELLO and TC
message thereafter.

Figures 5 and 6 illustrate the Cumulative Distribution
Function (CDF) of the PQC handshake completion times for
varying network sizes (N). The handshake time represents the
latency incurred in establishing a secure session key between
two neighbors. In the low mobility case (Figure 5), handshake
completion times exhibit some dependency on network size,
with larger networks potentially showing slightly delayed



completions, likely due to increased background traffic and
processing load delaying the exchange of necessary KEM
packets embedded within OLSR messages. The relatively
tight distribution and distinct steps suggest that handshake
progression is often tied to periodic OLSR events. In the higher
mobility case , the handshake process is visibly impacted. The
CDF curves are shifted to the right due to longer completion
times. The distributions also appear more spread out, with
shallower slopes between the steps and higher median values.

VI. DISCUSSION

The evaluation highlights the feasibility of integrating post-
quantum security into the OLSR control plane, albeit with per-
formance trade-offs. The increased control overhead demon-
strated by PQC-OLSR (Figure 4) is a direct consequence of the
cryptographic additions. While significant, this cost provides
essential resilience against advanced adversaries targeting the
routing infrastructure. The impact must be weighed against
network capacity and application requirements. Handshake
latency analysis shows that secure session establishment is
viable within typical OLSR operational timescales at no
significant compute expence. However, the increased delay
and variance under higher mobility will pose a challenge in
dynamic environments. The simulated 1ms cryptographic pro-
cessing delay also contributes non-negligibly to this latency,
indicating that PQC computational costs, while manageable,
are a relevant factor. Nevertheless, the (relatively) unaffected
data plane performance serves as a confitmarion of the targeted
nature of our proposed enhancement which only touches upon
the L3 control-plane.

VII. CONCLUSION AND FUTURE WORK

Our research developed and analyzed PQC-enhanced OLSR
design that ensures confidentiality, integrity and neighbor
authentication with resistance to both classical and quantum
attacks. We implemented Kyber512 and ChaCha20-Poly1305
security through TLV extensions which allowed practical
application to current mesh network protocols. Simulation
findings measure both protocol overhead growth and explain
the duration of handshakes while showing their responsiveness
to mobile nodes. The next steps require detailed research
on advanced key management techniques (rekeying and re-
vocation) while developing universal security principles for
protocols that extend this method past OLSR, following a
similar development methdodology as the authors in [18].
Future quantum-resistant mesh networks need complete end-
to-end security which requires an integration of Layer 3
security with data plane protection mechanisms.
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