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Abstract—Federated learning (FL) is a decentralized approach
that enables devices to collaboratively train a shared deep learning
(DL) model while keeping their raw data private and not disclos-
ing it to a third party. Thanks to its privacy-preserving principles,
FL has gained significant interest for designing intrusion detection
systems (IDS) in the field of cybersecurity. However, FL is
susceptible to malicious participants who may attempt manipulate
or undermine the global model. One such example is the model
replacement attack, where a malicious participant aims to replace
the global model with a malformed one. This altered model
may contain a backdoor that misclassifies certain instances while
behaving normally for others. In this work, we design an FL-based
IDS that is robust against model replacement attacks, whose core
defense mechanism is based on weight clipping during the server’s
aggregation step. The evaluation results on the CIC-IoT-2023
dataset demonstrate the effectiveness of the proposed approach
in suppressing the attacker’s backdoor, while maintaining the
detection accuracy of the FL-based IDS.

Index Terms—federated learning, intrusion detection systems,
model replacement attacks, backdoor attacks

I. INTRODUCTION

Lthough the Internet of Things (IoT) offers numerous
benefits to modern life, it also faces significant and
unconventional security challenges. The heterogeneity of IoT
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devices, their dependence on a wide range of technologies,
such as fog and cloud computing, and the use of various
communication protocols, combined with the inconsistent re-
source capabilities of these devices, all contribute to the IoT’s
vulnerability to security threats. In this challenging landscape,
recent advancements in artificial intelligence (AI) and ma-
chine learning (ML) have demonstrated promising potential
for enhancing intrusion detection systems (IDSs) through the
integration of these technologies. However, these centralized
Al solutions typically require collecting sensitive network data
from multiple devices, creating privacy concerns.

One particularly promising privacy-preserving approach is
federated learning (FL) [1], a decentralized training paradigm
that enables multiple devices to collaboratively develop Al-
based IDS models without sharing their raw training data and
keeping them localized. Although FL has gained significant
attention for the design of privacy-preserving IDSs, it also
faces security threats in the training process itself due to
participation of multiple, potentially untrusted devices with
malicious motives.

Common attacks in FL-based IDS include poisoning attacks,
where adversaries manipulate local training data to corrupt
the global model, and backdoor attacks, where malicious
participants introduce hidden triggers during local training
that cause the model to misclassify specific inputs without
affecting overall performance. Moreover, another type of attack
in FL settings is the model replacement attack [2], in which
malicious clients attempt to directly overwrite the global model
with a compromised version, often aiming to insert backdoor
tasks that bypass detection during inference or subtly corrupt
the intended model behavior. However, to the best of our
knowledge, this attack and the design of the corresponding
defense mechanism in the context of IDS remains understudied.

A. Contribution

In this work, we address the critical gap in defending against
model replacement attacks in FL-based IDS, where malicious
actors aim to substitute the global model with a compromised
version during FL training. Unlike prior work focused on
general data poisoning or label-flipping attacks [3]-[6], we
tackle the more aggressive model replacement scenario, where



adversaries send crafted model updates to instantly replace the
global model with a backdoored one. Our key contributions
are:

« We formalize the model replacement attack in the context
of FL-based IDS, where an adversary manipulates local
model weights to inject a backdoor (e.g., misclassifying
SYN-flood attacks as normal traffic) while preserving
performance on non-targeted tasks.

+ We utilize a weight clipping-based defense during server-
side aggregation, dynamically clipping updates to suppress
malicious weight magnitudes without relying on methods
that exclude clients using similarity metrics, which may
bias benign clients.

o We validate our approach on the CIC-IoT-2023 dataset,
demonstrating that the defense suppresses backdoor accu-
racy, while maintaining main-task detection performance,
even under repeated attacks.

B. Related Work & Motivation

In this subsection, we review studies that have investigated
adversarial attacks in FL-based IDS, mainly targeting data
poisoning and backdoor attacks, using them as a key motivation
for our work.

First, in [3], authors investigate data poisoning attacks in
FL-based IDS, where the attacker flip certain labels of the
benign dataset, with the aim to introduce backdoor tasks. This
backdoor aims to corrupt the global FL. model to falsely predict
targeted inputs as normal. Evaluation results show that the
attack bypasses defense mechanisms that rely on differential
privacy and norm-based malicious update detection. Addition-
ally, [4] investigates data poisoning attacks based on both
label flipping and manipulation of feature values associated
with the network traffic. Thus, it is considered that malicious
clients send model updates to the server, locally trained on
the poisoned data. Defense mechanisms against the poisoning
attacks are considered at both the model and data level. The
former checks for model updates that are highly likely to
be malicious and rejects them, while the latter aims to filter
out poisoned data present on the local dataset. The evaluation
results validate the efficiency of the aforementioned defense
mechanisms. Following that, [5] also proposed a two-phase
defense mechanism against poisoning or backdoor attacks. In
the initial phase, clients are categorized as benign, malicious, or
uncertain based on their local weight updates. In the subsequent
phase, the server aggregates the weights of clients within each
group according to their predicted identity, ultimately making
a decision regarding the uncertain clients and determining
whether they are benign or not, relying on the accuracy
of the aggregated models. Moreover, [6] again proposes a
defense mechanism for label-flipping attacks, that is based on
a similarity metric considering the loss function of the local
model updates. In addition, [7] investigates the generation of
poisoned data samples, in the feature space, by using generative

adversarial networks. To counter this attack, authors propose
a defense mechanism that detects poisoned samples, relying
on the important neurons of local models, followed by an
unsupervised anomaly detection on these important activations.
Finally, [8] proposes a personalized FL-based IDS framework,
while using a detector at the server side which identifies
poisoned clients and limits their participation, by relying on
weight similarity metrics.

Although previous studies have made progress in addressing
various aspects of poisoning and backdoor attacks in FL-
based IDS, several challenges remain open and require further
exploration. A specific type of attack, the model replacement
attack [9], as well as the appropriate defense mechanisms to
counter it, has not received attention in the FL-based IDS
literature. In the model replacement attack, the attacker aims
to substitute the global FL. model with a malicious one, by
modifying the local model weights accordingly to achieve this.
Previous works [3]-[6], [8] have focused on demonstrating the
effects of a poisoned dataset or a backdoor task, implicitly
introduced through standard FL training. In these cases, the
attacker simply trains the local model on a malicious dataset
in each FL round. However, such approaches are effective
only when the attacker possesses a relatively large proportion
of the training dataset, which may be uncommon. On the
contrary, a model replacement attack aims to directly replace
the global model with a malicious one during the targeted round
of the attack. It is also noteworthy that existing studies adopt
defense mechanisms that primarily rely on excluding clients
that submit “anomalous” model updates to the server. However,
such methods contradict the core motivation of FL, which
assumes participation of heterogeneous clients with different
data distributions, leading to dissimilar model weights. There-
fore, defense mechanisms that rely on weight similarity metrics
[4]-[6], [8], may introduce bias against certain benign clients.
Lastly, while [3] investigated defense mechanisms based on
weight norm-clipping, their study did not account for attacks
involving weight scaling. As a result, the analysis did not fully
explore the effectiveness of such defenses against this type of
manipulation, that is related with model replacement attack.

II. MODEL REPLACEMENT ATTACK

First, we consider a standard FL setup with a central server
acting as coordinator. Let N = {1,2,..., N} be the set of FL
clients indexed by ¢. Each client possesses a local dataset D;,
with size D; = |D;|, while the size of the overall dataset
is expressed as D = ) ._\D;. Denote the local model
parameters of client ¢ at the ¢-th FL round, as wﬁ, and the
global model as w’. According to the standard FL process, in
each round ¢, the clients train their local model w! on their
own dataset and send the difference Aw! = w! — w' to the

server, which updates the global model as follows:

wtl = w' + ) piAwl, (1)
1N



where p; = % is the proportion of data samples owned by
client ¢ relative to the entire dataset. The whole procedure
is repeated for a predefined number of rounds or until a
convergence criterion is met. At the end of the FL training
process, the objective is to generate a global model that will

serve as an IDS, designed to detect cyberattacks and anomalies.

A. Attacker Assumptions and Backdoor Objective

We assume the presence of a single attacker throughout the
overall FL process. Given that the attacker has compromised
client ¢ and has complete control over it, it has the following
capabilities:

i) The attacker has full access to the local dataset D;.
Therefore, it can modify D; by any means (e.g., change
labels, add new samples, modify feature values, etc.) and
generate a malicious dataset D).

ii) The attacker has complete control over the local training
process of the impersonated client. This allows them to
adjust training hyperparameters, alter local model weights,
and transmit any modified weights to the server.

The objective of the attacker is to create a backdoor task,
ensuring that the global FLL model fails on specific targeted
tasks while still performing successfully on others. In the
context of this work, the attacker can manipulate certain target
labels of D;. For instance, considering a dataset D; suitable for
training a network IDS, network traffic samples representing
SYN-flood DoS attacks may be label-flipped to appear as
normal in Dy, ,;. Consequently, the malicious client’s backdoor
task is to ensure that SYN-flood DoS attacks go undetected.
However, for instance, UDP flooding attacks may still be
detected since the attacker has no intention of interfering with
their detection. Therefore, through this scheme, the attacker
seeks to bypass SYN-flood DoS attacks without detection by
the IDS, weakening its effectiveness and making it vulnerable
to this type of attack. To achieve its goals, the attacker should
train an optimal malicious backdoor model w?, ., by using the
altered dataset D, ,1. This backdoor model should perform well
at the backdoor task, while minimizing disruption to other tasks
that do not conflict with it. It is noteworthy that the attacker
has no control of the aggregation process, which is solely
coordinated by the server. Hence, the only possible way to
affect the FL training process is by sending a malicious update
to the server, as described in the following subsection.

B. Description of the Attack

We assume model update poisoning attacks that rely on the
model replacement method [2]. Specifically, given that one
attacker is present in a round ¢ (assuming that it is client ¢ = 1),
the attacker aims to replace the global model with its malicious
backdoored model w?, ., by sending to the server the following
update

Aw' =8 (w wt) . 2)

*
mal

Here, g = % is a boost factor that facilitates the malicious
model replacement. This choice of S adjusts the weight mag-
nitude of the backdoored malicious model, ensuring that it
persists through the server’s global averaging and ultimately
replaces the global model [2]. To see this more clearly, the
aggregation update of the server is given as

N
w™ = w' + piAw + ZpiAwf

=2
N 3)

* t *
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where the last approximation arises from the fact that, in later
rounds, the global model has nearly converged, implying that
Auﬂ;f ~ 0, Vi > 1. Therefore, the attacker can theoretically
replace the global model with its malicious backdoored one,
with the attack being more effective at the late stage of the FL
process, when the global model reaches convergence. More-
over, it’s important to note that the boost factor 3 is influenced
by the number of users and their contribution to the FL training,
particularly in terms of data size. While the attacker may not
have direct access to this information, it can iteratively increase
[ across attack attempts during multiple rounds and assess
which value of 3 leads to higher backdoor task accuracy, by
testing the global model obtained on the respective round. It is
also noted that if multiple attackers emerge in the same round,
they can coordinate and properly adjust their 5’s to distribute
the update evenly among themselves, while the intended goal
of model replacement can be still satisfied. Finally, the training
of w} ,, can be performed either offline, before the actual
FL training process, or online, i.e., the attacker can train
progressively w} | along with the evolution of the FL rounds.
In both cases, the objective remains the same, that is, to replace
the global FL. model with w

mal*

Finally, the attacker can define an attack policy P that
determines when to launch the attack, as well as any additional
conditions that may apply. For example, the attacker may
choose to launch the attack every K rounds, in which case
the policy can be defined as: P! = 14t mod K=o}, where 1 is
the indicator function, returning the value 1 if the condition in
the brackets is satisfied and O otherwise. Although this example
shows that P! is a function of ¢, the attacker may choose any
policy P of interest, while this choice is left arbitrary.

C. Defense Mechanism

Since the weight re-scaling operation of the attacker intro-
duces noticeable differences in magnitude between backdoored
and benign updates, [2] proposes the norm clipping defense,
which is integrated on the servers’ aggregation process. This
method restricts the norm of local updates before the aggrega-
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Fig. 1. Illustrative example of model replacement attack in FL.

tion by clipping them to ensure their /s norm does not exceed
a predefined threshold, M, as shown below.
Aw!
wit = w! ’ d n. 4
t L P sl 7 T @
Note that, being inspired by differential privacy techniques, [2]
also suggests adding Gaussian noise after clipping the updates,
as an additional measure of defense. The noise is denoted as
n ~ N(0,0%I), with zero mean and variance o2, where I
is the identity matrix. Regarding the clipping threshold M, it
is usually fixed throughout the training, while its choice may
be arbitrary and relies on trial-and-error methods. Intuitively,
M should be selected in a way such that the magnitude of
the malicious updates are restricted. However, by setting a too
small value, it is likely that the benign updates will be clipped
as well, which potentially hinders convergence or leads to sub-
optimal solutions. Empirically, [10] showed that a reasonable
value for M is in the order of the average lo norm of clients’
updates, i.e., E;cn[|| Aw!||,]. Therefore, M can be defined as
a function of time

M' 2 a- B [[|Awi,] 5)

where « is a hyperparameter that adjusts the magnitude of
M?. This strategy implies that M? varies over rounds, since
the average o norm of the updates may fluctuate as well. The
impact of « on the effectiveness of the defense mechanism will
be evaluated in the experimental results section.

Algorithm 1 summarizes the model replacement attack with
the integration of the defense mechanism by the server, while
Fig. 1 provides an illustrative representation. Notice that from
step 8, it is evident that the attacker launches the attack
following policy P. If the policy conditions are not met, we
assume that the attacker acts as a legitimate client. In this
case, the attacker trains the model on the benign dataset and
submits a valid update to the server, as demonstrated in steps

11 and 12. Finally, observe that in Algorithm 1, w7, , is trained
offline, before the actual FL process. As stated previously, an
alternative option for the attacker is to progressively train w?
in parallel with the evolution of the FL training. In such a case,
the attacker should include a training update before submitting
the malicious update in step 9. However, this approach may
not be very effective for a model replacement attack, as the
malicious model will lack sufficient effectiveness and will
be more difficult and slow to train, considering it is being
influenced by benign updates in every round.

Algorithm 1 Model replacement attack and server’s defense

1: server initializes global model w?

2: attacker defines P, D1, 3, and trains w}, ; on Dy,
3: for t =0,1,2,.... do

4 server sends w' to all clients

5. for each client i € N\ {1} do

6 train local model w! on D;

7 send Aw! = w! — w' to the server

8

if P then

9: attacker sends 3 (w, — w') to the server
10: else

11: attacker trains local model w’ on D,

12: attacker sends Aw! = w! — w' to the server
13: server computes w!t! according to (4)

14: output: global model w

III. EXPERIMENTS
A. Dataset

The experiments are conducted in the CIC-I0T-2023 Dataset
[11], which is a realistic IoT attack dataset stemming from a
detailed topology with multiple IoT devices classified as either
attackers or targets. It includes 48 features, which are defined
by metrics such as packet flow statistics, used application layer
protocols, TCP flags, and more. For the sake of brevity, we do
not provide an exhaustive list of all the features; additional
details can be found in [11]. The dataset also classifies attacks
into the following 8 types: “Brute force”, “dDoS”, “DoS”,
“Mirai”, “Recon”, “Spoofing”, “Web-based”, and ‘“Normal”,
where the latter indicates benign traffic. Therefore, our main
classification task is to identify the aforementioned type of
attacks. In the original dataset, each attack type is further
subdivided in additional categories. For example, “DoS” attack
can occur as “TCP Flood”, “HTTP Flood”, “SYN Flood”, or
“UDP Flood”. While we do not use this subcategorization in
the classification task, the attacker leverages this information to
manipulate the compromised client’s dataset, as we will explain
later.

B. Backdoor Task

The attackers backdoor task is to replace the global model
with its malicious one, with the aim to classify “SYN Flood”



labeled instances as “Normal”, instead of “Dos”. As such,
the attacker modifies the compromised client’s dataset D,
by flipping the “DoS” label corresponding to a “SYN Flood”
attack, to “Normal”. This modification leads to the generation
of the malicious dataset D,,,. The motive of such behavior
is to force the trained FL-based IDS to bypass “SYN Flood”
attacks, while still functioning as intended for all other attacks.
This approach increases the likelihood that the model remains
vulnerable to future attacks that exploit SYN flooding.

C. Experiment Settings

1) General: The number of clients has been set as N = 10,
while all clients participate in each FL round. The number of
rounds is set to 40. Each client receives an equal proportion,
p; = 0.1, of the original dataset. Because of the significant
class imbalance in the dataset, each client creates synthetic
instances for the minority classes in the training set using
SMOTE [12]. The clients normalize their local datasets using
standard scaling, relying on a single scaler fitted on the overall
dataset D. Although this approach may not be entirely practical,
we use the same scaler across all clients to avoid issues related
with non-identical and independent distributions (non-IID) of
data among clients, as it lies outside the scope of this work.
However, techniques like StatAvg [13], can be seamlessly
integrated into our approach, as it accounts for individual scaler
per client and tackles potential non-IID data challenges. As
regards model design and training, the local model of each
client is a neural network consisting of 3 fully connected hidden
layers with 128 neurons, followed by ReLU activation. Batch
size was set to 512 and each client performed one local epoch
per FL round. We used the Adam optimization algorithm with
a learning rate of 0.008 and exponential decay rates for the
moment estimates were set to 0.99 and 0.999, respectively.

2) Attack Simulation: We consider the presence of a single
attacker that has compromised the 1-st client. We assume that,
the attacker launches the malicious model with the aim to
replace the global model every 5 rounds, meaning that its
policy is described as P! = 14t mod 5=0}- The server sets the
hypermeter oo = 3 for the clipping threshold, unless specified
otherwise. Finally, the standard deviation of the Gaussian noise
added to the server’s aggregation update is o = 0.01.

D. Evaluation Results

In what follows, all the demonstrated results have been aver-
aged over 3 individual runs. Moreover, for a fair comparison,
the test set is balanced, meaning that all classes are equally
represented. Note that the evaluation metrics include the testing
accuracy of the global model both in the main task and the
backdoor task, as described below:

« Main task: This represents the model’s core intrusion de-
tection capability, measured as the classification accuracy
across all attack categories and normal traffic, where

ACC — correctly classified samples-

(6)

total test samples

This metric reflects the IDS’s fundamental detection ca-
pability that must be preserved under attack scenarios.

« Backdoor task: It measures the attacker’s objective by
calculating the percentage of targeted “SYN Flood” attack
samples that are misclassified as “Normal”, specifically:

“SYN Flood” samples classified as “Normal”

ACC =
total “SYN Flood” samples

(N

Firstly, Fig. 2 showcases the evolution of testing accuracy
across FL rounds in the absence of an attack, which also
serves as a baseline for the subsequent evaluation of the attack’s
impact. Moreover, the indicated curves incorporate the defense
mechanism on the server side for @ = 1 and o = 3, adjusting
the clipping threshold accordingly. It is evident that for an
appropriate choice of a (e.g., a = 3), the inclusion of the
defense mechanism does not decrease the testing accuracy
of the main task. This is crucial to ensure that the defense
mechanism does not disrupt normal operation when an attack
is absent. However, it may slightly slow down the convergence
compared to the vanilla model aggregation. In contrast, a
smaller value of « (e.g., « = 1) results in an accuracy gap of
~2%, due to the weight clipping effect. As previously noted,
setting « too low can cause benign updates to be clipped
as well, potentially resulting in suboptimal solutions. Thus, «
should be selected in a way that ensures that performance does
not degrade under normal operation, as this is the typical mode
in which the FL training functions, i.e., usually all clients are
benign.

Next, Fig. 3 shows the effect of the attack when no defense
mechanism is applied on the server’s side. It is evident that
the accuracy of the backdoor task is high during the particular
rounds in which the attack was launched, which reaches ~82%.
This indicates that the global model effectively misclassifies
”SYN Flood” DoS attacks as benign traffic. On the other
hand, while the main task accuracy experiences a noticeable
decline during these malicious updates, it does not deteriorate
entirely and begins to recover once normal training resumes,
suggesting that the attack selectively compromises the model’s
behavior on the target class without completely undermining its
general functionality. This periodic yet substantial manipulation
of model performance confirms both the feasibility and effec-
tiveness of the backdoor attack in unsecured federated learning
environments.

Finally, Fig. 4 demonstrates the main task and backdoor task
accuracy of the global model, when applying the defense mech-
anism. It can be observed that the defense mechanism com-
pletely suppresses the attack, as the backdoor accuracy reaches
0%. Additionally, while the main task accuracy experiences a



slight decline during the attack rounds, this decrease is minimal
and diminishes as the rounds progress. Furthermore, the overall
performance remains nearly identical to the ideal case shown
in Fig. 2, demonstrating that the defense mechanism effectively
maintained the main task accuracy at desirable levels.
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IV. CONCLUSION

In this work, we addressed the critical threat of model
replacement attacks in FL-based IDS, where malicious partic-
ipants aim to overwrite the global model with a backdoored
version. By including a dynamic weight clipping defense dur-
ing server-side aggregation, we effectively suppressed adver-
sarial updates while preserving the model’s primary detection
accuracy. Experimental results demonstrated that the proposed
approach neutralized the attacker’s ability to induce misclassi-
fications without compromising the IDS’s overall performance.
This defense provides a lightweight yet robust countermeasure
against model replacement attacks, enhancing the security of
FL-based IDS deployments in IoT environments. Future work
may explore adaptive weight clipping thresholds within the
defense mechanism.
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