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Quantum Machine Learning versus Machine
Learning for Intrusion Detection in 5G

Environments
Ioannis D. Leonidas∗†, Panagiotis Radoglou-Grammatikis†‡, Evangelos K. Markakis§, Michail-Alexandros

Kourtis††, Thomas Lagkas¶, Georgios Th. Papadopoulos∥, Vasileios Argyriou∗∗ and Panagiotis Sarigiannidis‡

Abstract—Quantum machine learning (QML) is often mo-
tivated by the promise of richer feature representations and
similarity measures, but its practical value for realistic, mul-
ticlass telecom-security data remains unclear under near-term
constraints. This paper presents a unified benchmark of classical,
quantum-inspired, and trainable QML approaches for multiclass
intrusion detection on Packet Forwarding Control Protocol
(PFCP) control-plane traffic in 5G Core networks. We evaluate
classical baselines, including a Radial Basis Function Support
Vector Machine (RBF-SVM) and Extreme Gradient Boosting
(XGBoost), a quantum-inspired k-nearest neighbors classifier
based on an analytic SWAP-test kernel, parametrized quantum
classifiers with hardware-efficient and data-reuploading ansatzes,
and trainable quantum kernels optimized via the quantum kernel
alignment method. Across multiple aggregation windows of the
PFCP APP Layer dataset, the quantum-inspired kernel method is
the most consistently competitive approach. In particular, on the
240 s window, qkNN achieves 62.1% accuracy and 61.6% macro
F1, outperforming XGBoost, which reaches 59.9% accuracy and
60.3% macro F1, and RBF-SVM, which reaches 55.1% accuracy
and 51.7% macro F1. Fully trainable quantum models yield more
modest performance and exhibit higher sensitivity to scaling and
optimization. Overall, the results indicate that quantum-inspired
kernel methods currently provide the most practical benefits
for PFCP intrusion detection at realistic dataset sizes, whereas
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trainable quantum machine learning models require more robust
optimization and improved resource scaling to deliver reliable
improvements.

Index Terms—5G Core Security, Intrusion Detection, Mul-
ticlass Classification, PFCP, Quantum Machine Learning,
Quantum-Inspired Algorithms

I. INTRODUCTION

Machine Learning (ML) is widely used in network Intrusion
Detection Systems (IDS) to classify traffic as benign or
malicious, including multiclass settings that must distinguish
between multiple attack types. In the context of 5G security
and network monitoring, research spans clustering [1], deci-
sion trees [2], neural networks [3], [4], metaheuristics [5],
[6], and ensembles [7], [8]. For multiclass intrusion detection
on realistic datasets, strong out-of-the-box baselines include
random forests, XGBoost variants, and neural architectures
[9], [10], [11].

Despite these advances, control-plane protocols in modern
telecom cores create challenging regimes for IDS, character-
ized by high-dimensional and heterogeneous statistics, multi-
class attack taxonomies, and operational constraints that limit
model size, latency, and retraining frequency. These constraints
motivate exploring whether quantum machine learning (QML)
and quantum-inspired similarity measures can improve repre-
sentation and classification in settings where classical models
may require extensive feature engineering or large amounts of
labeled data.

The 5G Core (5GC) introduces a service-based architecture
(SBA) that decouples network functions and enables flexible,
cloud-native deployment of mobile core services. Key control-
plane functions such as the Access and Mobility Management
Function (AMF), Session Management Function (SMF), and
Policy Control Function (PCF) interact through standardized
interfaces to support dynamic session management, network
slicing, and ultra-low latency services. While this architectural
shift improves scalability and programmability, it also expands
the attack surface of the core network by increasing signaling
complexity and inter-function communication. As a result,
securing control-plane protocols in the 5GC has become a
critical challenge, particularly for mechanisms responsible for
steering and maintaining user-plane traffic.

Packet Forwarding Control Protocol (PFCP) is a core
control-plane protocol in 5G networks, coordinating session
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establishment, modification, and deletion. Because PFCP op-
erates on the 5G Core, successful attacks can disrupt user-
plane forwarding and service availability. Intrusion detection
systems for PFCP must therefore differentiate between benign
traffic and multiple attack types in a multiclass setting, often
under tight resource and latency constraints.

This paper focuses on the classification of multiclass PFCP
attacks, using PFCP datasets with varying aggregation win-
dows [12], and systematically compares classical baselines,
quantum-inspired kernels, and trainable quantum machine
learning models in a shared preprocessing and evaluation
pipeline. Our contributions are:

• A unified PFCP multiclass benchmark that spans classical
baselines, quantum-inspired kNN, parametrized quantum
classifiers (PQCs), and trainable quantum kernels using
the quantum kernel alignment method (QKA).

• Empirical evidence that quantum-inspired kernels can
outperform classical baselines on PFCP, while trainable
PQCs and QKA remain sensitive to data size and kernel
scaling choices.

• A reproducible pipeline for PFCP datasets benchmarking
to support follow-on QML research in 5G security.

The remainder of this paper is organized as follows. Sec-
tion II reviews related work, Section III presents background,
Section IV describes the methodology, and Section V reports
and discusses the results.

II. RELATED WORK

Existing literature provides a broad context for applying
machine learning and quantum machine learning to intru-
sion detection. For mobile and telecom networks, AI-based
IDS surveys summarize common feature extraction pipelines,
learning paradigms, and deployment constraints [13]. On the
QML side, overview works discuss where quantum models
may offer representational advantages and where near-term
limitations, including noise, barren plateau and limited number
of qubits constrain practical impact [14], [15], [16]. Most
directly related to this work, the systematic literature review in
[17] surveys QML approaches for network IDS and highlights
that evaluations are often performed on small or non-telecom
datasets and with limited multiclass realism.

Within the 5G Core setting, IDS research must address
high-dimensional, heterogeneous control-plane statistics and
multiclass attack taxonomies. The PFCP APP Layer dataset
introduced by Amponis et al. provides a realistic benchmark
by emulating benign 5G Core operation and multiple PFCP
attack scenarios [12]. Building on this dataset, Radoglou et al.
propose a multiclass PFCP IDS and complement the predictive
model with explainability mechanisms for analyst support
[18]. These works establish the data foundation and classical
IDS baselines for our study.

Early work on quantum-enhanced intrusion detection ex-
plored using quantum kernels and quantum-inspired similarity
measures within classical learning pipelines [19]. More recent
contributions propose hybrid or ensemble approaches that aim
to improve robustness and performance on security datasets,
including quantum-secure ensemble IDS designs for cloud

environments [20] and hybrid QML IDS implementations
evaluated on public datasets [21]. Other studies evaluate near-
term quantum neural network models for anomaly detection
under realistic noise and hardware constraints [22], [23].

Complementary lines of work investigate specialized QML
formulations for intrusion detection, such as outlier-analysis-
based quantum IDS designs [24] and quantum reservoir com-
puting approaches targeting edge/IoT constraints [25]. At a
more general algorithmic level, our work is also connected
to quantum kernel methods and trainable feature maps [26],
[27], [28], as well as parametrized quantum classifiers based
on hardware-efficient and data-reuploading ansatzes for mul-
ticlass learning [29], [30], [31].

Compared with prior studies mentioned above, our work
differs in three main aspects. First, we focus on PFCP control-
plane traffic from 5G Core networks rather than generic en-
terprise, cloud, or IoT intrusion-detection datasets, making the
benchmark closer to telecom-security deployment scenarios.
Second, we evaluate classical, quantum-inspired, and trainable
quantum approaches under the same preprocessing, splitting,
and evaluation protocol, reducing confounding effects caused
by different feature engineering pipelines or dataset partitions.
Third, rather than treating QML as a single model family,
we separate analytic quantum-inspired kernels, parametrized
quantum classifiers, and trainable quantum kernels, and dis-
cuss their different optimization and scaling behavior. This
positions the study as a comparative benchmark of practical
QML design choices for 5G security rather than as a claim of
unconditional quantum advantage.

Motivated by the above, we contribute a unified bench-
mark for multiclass PFCP intrusion detection that compares
strong classical baselines against quantum-inspired kernels,
parametrized quantum classifiers, and trainable quantum ker-
nels under a shared preprocessing and evaluation pipeline.
We further provide empirical evidence on when quantum-
inspired kernels are competitive on realistic PFCP data and
release a reproducible evaluation workflow to support follow-
on research.

III. BACKGROUND

Table I summarizes the main symbols and notation used
throughout the paper.

A. Multiclass Network Intrusion Detection

Network IDS aim to classify network traffic as benign or
as belonging to specific attack categories. They are typically
categorized as signature-based or anomaly-based: the former
often yields low false-positive rates but cannot detect zero-day
attacks, while the latter can generalize to previously unseen
attacks at the cost of higher false-positive rates [9].

In the multiclass setting, such systems map an input feature
vector to a discrete label,

x ∈ Rd 7→ y ∈ {1, . . . , C}, (1)

where x denotes the d-dimensional feature vector, y is the
predicted class label, and C is the number of attack types.
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Fig. 1. Training pipeline for the parametrized quantum classifiers. The hardware-efficient ansatz encodes the data once and applies blocks of trainable
parameters, followed by either a softmax readout or a multiclass fidelity readout. The data-reuploading ansatz alternates between data-encoding and trainable
blocks across multiple layers.

TABLE I
SYMBOLS AND NOTATION.

Symbol Meaning
x ∈ Rd Feature vector with d dimensions.
d Feature dimension.
y ∈ {1, . . . , C} Class label among C classes.
C Number of classes.
N Number of samples.
k Number of neighbors in kNN.
q Number of qubits in the quantum circuit.
B Number of blocks/layers in a parametrized quantum ansatz.
U(x) Data-encoding circuit parameterized by x.
U(θ) Trainable circuit block with parameters θ.
|ψ(x)⟩ Quantum state produced by encoding x.
K(x,x′) Kernel between samples x and x′.
zi Measured expectation value used for readout.
W,b Trainable linear readout parameters.
p(y = c | x) Predicted probability of class c.
L(θ) Training loss.
(Ky)ij Ideal label kernel entry.
A(θ) Kernel alignment objective.
⟨A,B⟩F Frobenius inner product.
∥A∥F Frobenius norm.

Common strategies for multiclass classification in the litera-
ture include One-vs.-Rest (OVR) and One-vs.-One (OVO). In
OVR, C binary classifiers are trained, each distinguishing one
class from all others. In OVO, C(C−1)/2 binary classifiers are
trained for all class pairs, and the final label is determined via a
voting scheme. Neural networks, on the other hand, produce a
probability distribution p over all classes; given a logit vector
z ∈ RC , the softmax assigns

pi =
ezi∑C
j=1 e

zj
. (2)

B. Classical Baselines

Classical machine learning methods are widely used in
intrusion detection systems because they provide strong base-
lines with well-understood accuracy–complexity trade-offs. In
particular, support vector machines (SVMs) are widely used

in intrusion detection research due to their strong theoreti-
cal foundations and effectiveness in high-dimensional feature
spaces. SVMs learn a decision boundary by maximizing the
margin between classes, typically via

min
w,b,ξ

1

2
∥w∥2 + C

N∑
i=1

ξi, (3)

subject to

yi(w
Tϕ(xi) + b) ≥ 1− ξi, ξi ≥ 0. (4)

A comprehensive comparative analysis of AI-based intrusion
detection systems is presented in [18], where the authors
compare tree-based and margin-based classifiers on the 5GC
PFCP dataset, establishing the classical baselines used in this
work.

C. Quantum Machine Learning In The NISQ Era

Near-term quantum processors are characterized by lim-
ited qubit counts and imperfect gates, with decoherence and
measurement noise constraining circuit depth and the number
of reliable operations [32]. These limitations motivate hy-
brid quantum–classical learning pipelines in which a small
quantum circuit is trained or queried as part of a classical
optimization loop [15], [16].

From the perspective of intrusion detection, the motivation
for quantum machine learning is not that quantum models
are universally better, but that they can induce alternative
similarity measures and representations for high-dimensional
data. In particular, quantum feature maps embed a classical
vector x into a quantum state |ψ(x)⟩ living in a 2q-dimensional
Hilbert space, potentially yielding decision boundaries that
are difficult to obtain with simple classical metrics at com-
parable parameter counts [33], [26]. In the NISQ regime, any
advantage is ultimately empirical and must be evaluated under
realistic resource and noise constraints [16].



4

At a basic level, a single qubit is a normalized superposition
|ψ⟩ = α|0⟩ + β|1⟩ with |α|2 + |β|2 = 1, and measurements
return classical outcomes according to these amplitudes [34].
Multi-qubit registers generalize this notion, and quantum cir-
cuits apply unitary transformations to map an initial state to an
output state whose measured statistics are used for learning.

In this paper we consider two common NISQ-compatible
QML families. The first is parametrized quantum classifiers,
which implement a trainable circuit |ψ(x,θ)⟩ and optimize θ
by minimizing a classical loss based on measured observables
[29], [35]. Data reuploading increases expressivity by re-
encoding the input features across multiple layers and can
yield universal classification with shallow circuits [30]. Mul-
ticlass predictions can be obtained through expectation-based
readouts or by associating each class with a computational-
basis bitstring and using a fidelity-style score [31].

The second family is quantum kernel methods, where the
circuit defines a feature map x 7→ |ψ(x)⟩ and a kernel
given by the state fidelity K(x,x′) = |⟨ψ(x)|ψ(x′)⟩|2 [26],
[27]. The resulting kernel can be used in a classical SVM-
like pipeline, while trainable quantum kernels tune circuit
parameters to improve class separation, for example through
kernel alignment objectives [28]. A practical challenge is that
overly expressive feature maps can lead to concentration of
kernel values, reducing discrimination and making training
less reliable [36].

IV. METHODOLOGY

This section describes the end-to-end evaluation pipeline
used in this work. We first present the dataset preprocessing
and feature embedding steps for each aggregation window,
then describe the classical baselines, quantum-inspired meth-
ods, and QML models, and finally summarize the evaluation
protocol used to produce the reported results.

A. Data Preprocessing and Embedding

We use the PFCP APP Layer dataset introduced in [12],
which contains aggregated PFCP control-plane statistics de-
rived from emulated 5G Core traffic under both benign
operation and multiple PFCP attack scenarios. The dataset
is provided for five aggregation windows: 15, 20, 60, 120,
and 240 seconds. Each window produces a separate dataset
instance with identical feature semantics but different temporal
granularity.

Across all window sizes, each sample consists of 10 PFCP
statistical features and belongs to one of five classes: Normal,
Mal_Del, Mal_Estab, Mal_Mod, and Mal_Mod2. All
dataset variants are class-balanced using the splits defined
in [12], with a fixed training and test partition per window.
Unless otherwise stated, we evaluate all models independently
on each aggregation window to assess the impact of temporal
resolution on classification performance.

For all methods, we apply MinMax normalization to scale
each feature to the interval [0, 1]. Class labels are encoded
as integer indices for multiclass learning. Classical baselines
and the quantum-inspired k-nearest neighbors model operate
on the full 10-dimensional feature space.

For parametrized quantum classifiers, we reduce the input
dimensionality using Principal Component Analysis (PCA)
to limit qubit requirements [37]. Specifically, we retain the
first five principal components, which preserve approximately
99% of the total variance across all aggregation windows.
The resulting five-dimensional feature vectors are mapped to
quantum rotation angles by scaling to the interval [0, π].

For trainable quantum kernel methods using the QKA
method, input features are similarly scaled to [0, π]. All re-
ported performance metrics include accuracy, macro-averaged
precision, recall, and F1 score, computed on the held-out test
split for each aggregation window.

B. Quantum-Inspired k-Nearest Neighbors with SWAP-Test
Kernels

The quantum-inspired k-nearest neighbors (qkNN) model
is a classical instance-based learning algorithm that employs
analytic kernels motivated by quantum amplitude encoding
and the SWAP test. Rather than executing a quantum circuit,
qkNN analytically computes the similarity that would arise
from comparing quantum states prepared from classical data
[38].

Given a feature vector x ∈ [0, 1]d, each scalar feature xj is
mapped to a two-dimensional normalized representation using
amplitudes √

xj and
√

1− xj . The similarity between two
samples x and x′ is then defined as

K(x,x′) =

d∏
j=1

(√
xjx′j +

√
(1− xj)(1− x′j)

)
. (5)

For classification, qkNN follows the standard k-nearest
neighbors paradigm. Given a query sample, its similarity to all
training points is computed using the kernel above. The top-
k most similar samples are selected, and the predicted label
is obtained via similarity-weighted voting, where neighbors
with higher kernel values contribute more strongly to the final
decision.

C. Parametrized Quantum Classifiers

Parametrized quantum classifiers encode features using pa-
rameterized rotations. We compare a Data-Reuploading Ansatz
(DRA) and a Hardware-Efficient Ansatz (HEA) with two read-
outs: Pauli-Z expectations and a multi-qubit fidelity readout
that maps each class to a computational-basis bitstring.

Inputs are scaled by π before rotation. Unless otherwise
stated, we use B = 4 blocks, batch size 32, learning rate
0.01, and 100 epochs.

Fig. 1 illustrates the full training pipeline used for the
parametrized quantum classifiers. Starting from a PFCP
aggregation-window dataset, we apply MinMax scaling to
[0, 1] and dimensionality reduction, then split the samples into
training and test sets. The resulting feature vector is encoded
by a data-embedding circuit U(x) and processed by a trainable
block U(θ) using either the data-reuploading ansatz or the
hardware-efficient ansatz, repeated for b = 1, . . . , B blocks.
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TABLE II
PFCP 15S WINDOW RESULTS.

Method Accuracy
Macro

Precision
Macro
Recall

Macro
F1

Weighted
F1

svm-rbf 0.5420 0.5159 0.5420 0.5143 0.5143
qknn 0.6314 0.6464 0.6314 0.6346 0.6347
qka trainable ZZ 0.5750 0.5427 0.5750 0.5417 0.5417
qka suzuki phi12 0.5875 0.5450 0.5875 0.5506 0.5506
xgboost 0.6150 0.6357 0.6150 0.6191 0.6191
hardware efficient ansatz 0.5511 0.4806 0.5511 0.4849 0.4849
multi class ansatz 0.5506 0.4806 0.5506 0.4845 0.4845
data reuploading ansatz 0.5511 0.4806 0.5511 0.4849 0.4849

For reuploading, the circuit alternates between data encod-
ing and trainable blocks:

|ψDRA(x,θ)⟩ =
B∏
b=1

Ub(θ)Ub(x) |0⟩⊗q. (6)

We use single-qubit rotations for encoding, U(x) =∏q
i=1RX(x̃i) with x̃i = πxi, and trainable layers U(θ) =∏q
i=1RZ(θ

(1)
b,i )RY (θ

(2)
b,i )RZ(θ

(3)
b,i ) interleaved with linear en-

tanglers. The HEA variant uses fewer trainable rotations per
block and encodes data once,

|ψHEA(x,θ)⟩ =
B∏
b=1

Ub(θ)U(x) |0⟩⊗q. (7)

For expectation-based readouts, the circuit outputs zi =
⟨Zi⟩ and predicts

p(y = c | x) = softmax(Wz+ b)c. (8)

For the multi-qubit fidelity readout, each class c is assigned a
bitstring bc and the probability is

p(y = c | x) = |⟨bc|ψ(x,θ)⟩|2∑C
j=1 |⟨bj |ψ(x,θ)⟩|2

. (9)

All PQC variants are optimized end-to-end with Adam on
the multi-class cross-entropy loss,

L(θ) = − 1

N

N∑
n=1

log p(yn | xn). (10)

D. Quantum Kernel Alignment

QKA learns feature-map parameters θ by aligning a quan-
tum kernel with the ideal label kernel. We use trainable ZZ
and Suzuki ϕ12 feature maps [39] and define

Kθ(x,x
′) = |⟨ψθ(x)|ψθ(x

′)⟩|2. (11)

Let (Ky)ij = 1 if yi = yj and 0 otherwise. Following
the multi-class alignment objective in [28], we maximize the
centered, normalized kernel alignment

A(θ) =
⟨K̃θ, K̃y⟩F

∥K̃θ∥F ∥K̃y∥F
. (12)

The objective is estimated on randomly sampled sub-kernels
to reduce compute. We use COBYLA with subset size 32, four
sub-kernels per iteration, and 100 iterations.

TABLE III
PFCP 60S WINDOW RESULTS.

Method Accuracy
Macro

Precision
Macro
Recall

Macro
F1

Weighted
F1

svm-rbf 0.5535 0.5118 0.5521 0.4716 0.4735
qknn 0.5800 0.5863 0.5800 0.5799 0.5799
qka trainable ZZ 0.5200 0.4850 0.5200 0.4944 0.4944
qka suzuki phi12 0.5000 0.4836 0.5000 0.4796 0.4796
xgboost 0.5933 0.6076 0.5921 0.5961 0.5974
hardware efficient ansatz 0.5500 0.5381 0.5500 0.5239 0.5239
multi class ansatz 0.5600 0.5374 0.5600 0.5309 0.5309
data reuploading ansatz 0.5700 0.5398 0.5700 0.5393 0.5393

TABLE IV
PFCP 120S WINDOW RESULTS.

Method Accuracy
Macro

Precision
Macro
Recall

Macro
F1

Weighted
F1

svm-rbf 0.5316 0.5202 0.5292 0.4823 0.4857
qknn 0.5949 0.6327 0.5929 0.6055 0.6080
qka trainable ZZ 0.5125 0.5238 0.5125 0.4665 0.4665
qka suzuki phi12 0.5125 0.5238 0.5125 0.4665 0.4665
xgboost 0.5823 0.6036 0.5801 0.5886 0.5911
hardware efficient ansatz 0.5250 0.5018 0.5250 0.4880 0.4880
multi class ansatz 0.4625 0.4615 0.4625 0.3968 0.3968
data reuploading ansatz 0.5250 0.5184 0.5250 0.4869 0.4869

V. RESULTS AND DISCUSSION

All results reported in this section are obtained from noise-
less classical simulations of the corresponding quantum cir-
cuits, in order to isolate algorithmic behavior from hardware-
induced noise. Fig. 2 summarizes the kernel-based methods
on the PFCP-240s window, while Fig. 3 compares XGBoost
against the parametrized quantum classifier variants on the
same window.

A. Classical Baseline Performance

Table V summarizes the classical baselines on the PFCP-
240s window. XGBoost is the strongest classical method,
reaching accuracy 59.9% and macro F1 60.3%, while the RBF
SVM is competitive but slightly lower. Across aggregation
windows, XGBoost remains consistently strong, suggesting
that tree ensembles capture nonlinear feature interactions that
are not fully exploited by margin-based classifiers under
default hyperparameters.

B. Performance of the Quantum-Inspired k-Nearest Neighbors
Classifier

The quantum-inspired qkNN achieves the best overall per-
formance on the PFCP-240s window, outperforming both XG-
Boost and SVM-RBF. This indicates that the analytic SWAP-
test similarity can define a useful metric for PFCP traffic in a
low-sample regime, effectively acting as an expressive kernel
without requiring circuit execution.

Across window sizes, qkNN remains competitive and typi-
cally improves over classical SVM-RBF. Notably, performance
varies with the aggregation window, reflecting a trade-off
between shorter windows and longer windows. The runtime–
accuracy view in Fig. 2 further shows that qkNN achieves
the highest test accuracy among the kernel-based methods on
the 240 s window, while remaining substantially cheaper than
trainable quantum-kernel optimization. Its main computational
cost is the pairwise kernel computation between test and
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Fig. 2. Results for the classical kernel, quantum-inspired kernel, and trainable quantum kernel methods using the PFCP APP Layer dataset with 240-second
time windows.

TABLE V
PFCP 240S WINDOW RESULTS.

Method Accuracy
Macro

Precision
Macro
Recall

Macro
F1

Weighted
F1

svm-rbf 0.5510 0.5429 0.5478 0.5169 0.5216
qknn 0.6211 0.6355 0.6175 0.6157 0.6195
qka trainable ZZ 0.4125 0.5221 0.4125 0.4263 0.4263
qka suzuki phi12 0.4500 0.4981 0.4500 0.4460 0.4460
xgboost 0.5986 0.6215 0.5952 0.6029 0.6068
hardware efficient ansatz 0.5027 0.4937 0.4989 0.4613 0.4668
multi class ansatz 0.5177 0.5462 0.5139 0.4949 0.5000
data reuploading ansatz 0.5075 0.5126 0.5037 0.4740 0.4793

training samples, since prediction is instance-based. However,
because the SWAP-test kernel is evaluated analytically and
does not require quantum-circuit execution or iterative param-
eter training, the method is comparatively simple to reproduce.
In practical deployments, this inference-time overhead could
be reduced through approximate-nearest-neighbor search, pro-
totype selection, or caching of kernel values.

C. Trainable Quantum Classifiers

Trainable quantum classifiers are more sensitive to optimiza-
tion and resource constraints. On PFCP-240s, parametrized

quantum classifier variants are below qkNN and XGBoost
but remain competitive with classical SVMs. The multi-class
fidelity readout gives the best PQC performance on this
window, while reuploading and HEA achieve lower macro F1
values. Fig. 3 provides the corresponding comparison at 240s,
including the runtime–accuracy trade-off on a logarithmic
runtime scale. The figure shows that the parametrized quantum
models require substantially higher runtime than XGBoost
while not improving the final test accuracy, highlighting the
current practical cost of trainable circuit-based models in this
benchmark.

QKA underperforms on this benchmark in our runs, with ac-
curacy 41.3%–45.0% depending on the feature map. This gap
is consistent with known difficulties of optimizing trainable
kernels under limited data and noisy objective estimates, as
well as kernel scaling effects and concentration in expressive
feature maps [36]. From a computational perspective, PQCs
require repeated circuit evaluations over many epochs, while
QKA repeatedly estimates sub-kernels during the alignment
procedure. Since full kernel construction scales quadratically
with the number of training samples, QKA is particularly
sensitive to dataset size and sub-kernel sampling choices.
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Fig. 3. Results for classical XGBoost and the parametrized quantum classifiers using the PFCP APP Layer dataset with 240-second time windows.

These training-time trade-offs help explain why the strongest
practical outcome in this study is obtained by the analytic
quantum-inspired kernel rather than by fully trainable quantum
models.

VI. CONCLUSION

We presented a unified benchmark for multiclass PFCP
attack detection on the PFCP APP Layer dataset [12], com-
paring classical baselines, a quantum-inspired kernel method,
parametrized quantum classifiers, and trainable quantum ker-
nels under a consistent pipeline. Across aggregation windows
and evaluation metrics, the analytic qkNN kernel is the
strongest performer among the evaluated methods under the
fixed benchmark protocol, outperforming both SVM-RBF and
XGBoost on the 240 s window and remaining competitive

across other window sizes. In contrast, PQC variants achieve
only modest improvements over classical SVMs and remain
below the quantum-inspired kernel, while QKA underperforms
on this dataset, consistent with kernel-scaling effects and noisy
alignment estimates in low-sample regimes.

Overall, the results suggest that quantum-inspired kernels
are currently the most practical QML option for PFCP in-
trusion detection at realistic dataset sizes, while trainable
quantum models require more robust optimization and larger
training sets to deliver reliable improvements. Future work
will extend the evaluation to larger PFCP datasets and addi-
tional window sizes, explore richer feature maps and scaling
strategies, and assess robustness under realistic deployment
constraints and hardware noise.
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